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Overview
We understand that at times, the work of the setting and with children, families and staff will bring our staff into contact with confidential information. To ensure that all who use and work in the setting can do so in confidence, confidentiality will be respected in the following way:

Aims
· The setting will ensure that all information is stored and shared according to the regulations and guidance of the General Data Protection Regulation 2018. 
· The setting will ensure that the staff team are aware of the implications of the GDPR 2018 in so far as it affects their roles and responsibilities within the setting.
· The setting will ensure there is a Privacy Notice for parents, staff and an Information Audit/Record of processing activity alongside this Confidentiality and Data Protection policy
· The setting will ensure it facilitates an open approach with the parents/carers with regard to its policies and procedures and the information that the setting holds on their child. 

Compliance with the GDPR

· The setting will comply with the six principles of the GDPR which say that the data processing must be lawful and transparent; only used for the purpose for which it was originally requested (unless with further consent); limited to what is necessary, accurate and kept up to date; retained or deleted appropriately; and processed with integrity and responsibly to avoid loss or damage.
· The setting will appoint a ‘data controller’ and if required register with the Information Commissioner’s Office (ICO)
· In line with the EYFS, we will liaise with parents/carers to keep them updated about their child/ren’s well-being and progress. Parents / carers have rights to their own information as well as that of their children. The Parents’ Privacy notice will detail this and the ‘lawful basis’ for holding this data.
· In line with the EYFS and Employment law we will keep records on staff and volunteers to ensure suitability, good practice and well-being. Staff and volunteers have a right to their own information. 
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· Prior, written permission and consent will be obtained to hold personal details on children, parents and employees and management.

· All personal records will be stored in a secure location. For paper records this means, within lockable storage. For computer or digital  records this means that files will be pin/password protected. Security measures will be implemented for any and all portable media equipment.
· The safety and welfare of the children will be paramount; any disclosures relating to issues of child protection will be discussed with the relevant agencies and our child protection policy will be implemented.

· Parents/carers will be made aware that as an early years education provider we have a duty to share/pass on child protection/safeguarding information to the next education provider. 

· Any serious concerns / evidence relating to a child's personal welfare will be recorded and kept in a confidential file and will not be shared within the setting except with the necessary staff and the parents / carers.  The exception to sharing information with the parents / carers is where doing so would put the child at significant risk of harm.

· All children’s records will be available to the parents / carers of that child, but they will not have access to any information about other children. This includes having separate accident and incident reports to respect the confidentiality of the other children.  Relevant staff will have access to this information. 

· Records and information will be made available to parents/carers/staff and volunteers upon request (‘Subject access request’), within a month, unless subject to an exemption. If for any reason a request is going to be refused, then this decision, and an explanation, will be communicated in writing within a month.

· Staff will not discuss individual children, other than for purposes of planning / reviewing or group management, with anyone other than the parents / carers of that child without their permission, unless required to do so by an Ofsted inspector.

· Personal information will not be released to external agencies without the prior permission of parents / carers. We will seek active consent to share information with health, education and inclusion professionals. The exception to this is where doing so would put the child at significant risk of harm.

· Parent/carer information may be shared with the HMRC and other providers of funded places.

· The management, staff, volunteers and any other individual associated with the running or management of the setting will respect confidentiality by:
· Not discussing confidential matters about children with other parents/carers.
· Not discussing confidential matters about parents/carers with children or other parents/carers.
· Not discussing individual children outside of the provision.
· Not discussing confidential information about staff members.

· Issues to do with the employment of staff, whether paid or unpaid, will remain confidential to those directly involved with making personnel decisions.

· Students, volunteers and management will be advised of our confidentiality and data protection policy and are required to respect and adhere to it.

· Staff failing to show due regard for confidentiality will be liable to disciplinary action under the provisions of the Disciplinary Procedure

Data breach
· We must report any data breach to the ICO if, for example, personal data was lost, destroyed, shared inappropriately, or if someone accessed information without permission. Parents have a right to complain to the ICO.
· If a data breach occurred the individuals involved would be informed and it would be addressed promptly. We would take steps to establish the severity and tell the ICO, if required. If it was decided not to report the breach this decision would need to be justified and recorded as an incident in the Log of Data Breaches and consider how we might ensure that the data breach could not occur again. We must investigate a data breach within 72 hours and failure to notify a breach may result in a fine.
Advice is available from the ICO Helpline 0303 123 1113

Children’s rights 
· Children have the same rights as adults over their personal data and only children aged at least 13 or over are able provide their own consent in the UK. For children under this age we need to get consent from whoever holds parental responsibility for them. We must make reasonable efforts to verify that the person giving consent does, in fact, hold parental responsibility for the child.                                                                                                 There is some information which we must hold by law in order to register a child, such as a child’s date of birth and parents’ contact details. There is also a statutory requirement to keep some record of your child’s learning progress. There is other information which we may ask for, which is based on consent and we should indicate that it is consent-based, so that you have the option to refuse or withdraw consent, for example you may not wish us to take photographs of your child.

Retention of records
· When a child has moved on from the setting we will hand over educational records (learning diary), and photographs to the parent/carers and delete any copies. Other records will be retained for a varying length of time depending on the reason for retaining those records. We have detailed the retention periods in the Privacy Notice to parents/carers and retention of records document for staff.
· If we resign the childcare registration we will keep records securely for as long as we are legally required, depending on the reason for retention. 

· Paper documents will be shredded. Information on digital storage devices will be deleted when it is no longer required

· Staff records will be retained throughout employment and when an individual leaves some records will be handled in line with the retention of record document. 

Complaints
· If someone considers that we’ve infringed data protection legislation because of the way we’ve handled their personal information they can complain to us using our complaints policy.



Complex Issues
Data Protection, Freedom of Information, Confidentiality and Information Sharing is a complex area and the setting will seek advice on complex issues on a case by case basis from:
· Data Protection  https://ico.org.uk/
· Freedom of Information of information Act  https://ico.org.uk/
· Bristol’s Information Sharing Protocol 
https://www.bristol.gov.uk/data-protection-foi/information-sharing-agreements
Guidance on the Transfer of a Child Protection Safeguarding File to another Education Setting https://bristolsafeguarding.org/children-home/professionals-and-people-who-work-with-children-young-adults/policies/#TransferEdu


This policy will be regularly reviewed to ensure we remain compliant with GDPR.


Legislation
General Data Protection Regulation 2018
Freedom of information Act 2000


For further information see:

· Data Protection:
Information Commissioner’s Office (ICO) -  https://ico.org.uk/ 
Gov.UK - https://www.gov.uk/data-protection 

Documentation | ICO

gdpr-documentation-controller-template.xlsx

gdpr-documentation-processor-template.xlsx

How to deal with data protection complaints | ICO
Data (Use and Access) Act 2025 | ICO




Appendix A – Subject Request Process
Purpose:
To ensure that parents/cares and staff can request access to personal data held by us, and that we respond in compliance with GDPR.
1. Receiving the Request
· A SAR (Subject Access Request) can be made verbally or in writing (including email).
· Requests should be sent to the Data Protection Officer (DPO). In our setting this is Niki Hawke.
· Staff receiving a SAR will:
· Record the date the request was received.
· Forward it to the DPO/person responsible for data management immediately.
2. Confirming the Request
· We will acknowledge receipt of the SAR within 5 working days.
· If the requester is a parent/carer asking for a child’s information:
· We will confirm parental responsibility before releasing any information.
· If the child is mature enough to understand their rights (usually from age 13 in the UK), we will seek the child’s consent where appropriate.
· If the request is unclear, we will request clarification about the specific information wanted from the individual without delaying the process unnecessarily.
3. Verifying Identity
· We will request proof of identity before processing the request:
· For individuals: passport, driving licence, or utility bill.
· For parents/carers: ID plus proof of parental responsibility (e.g., birth certificate, court order)
4. Locating the Data
· We will identify all personal data relating to the individual and the specific request, to provide what has been asked for on a reasonable and proportionate basis:
· Child records (learning journals, attendance logs, safeguarding records).
· Incident/accident reports.
· Communication records (emails, meeting notes).
· CCTV footage (if applicable).
· We will search all relevant systems: paper files, electronic records, email accounts, and backup systems.
5. Considering Third-Party Data
· We will review records to check if they include information about other people (other children, staff or parent/carers).
· We will remove or redact third-party data unless:
· Consent has been given by that third party, or
· It is reasonable to disclose without consent
6. Responding to the Request
· The statutory timescale is one month from the date the SAR is received or from verification of identity (whichever is later).
· If we need to clarify the request the time limit pauses on the day we request clarification and resumes on the day we receive the response.
· If the request is complex, an extension of up to two further months is allowed — we will inform the requester within the first month if this applies.
7. Providing the Information
· We will supply the information in a secure format:
· Encrypted email or password-protected file.
· Hard copy via recorded delivery or in-person collection.
· We will include:
· Confirmation that their personal data is being processed.
· A copy of the personal data.
· The purposes of processing.
· The categories of data held.
· The recipients or categories of recipient.
· Data retention period or criteria for determining it.
· Details of their rights (rectification, erasure, restriction, objection).
· The right to complain to the ICO.
8. Record-Keeping
· We will keep a SAR log including:
· Date received.
· Identity verification details.
· Summary of actions taken.
· Date response sent.
· We will keep records of SARs for at least 3 years for audit purposes and then in line with our Retention of Records policy.
9. Refusing a Request
· We will refuse a SAR if:
· It is manifestly unfounded or excessive.
· It would disclose information about another individual who cannot be anonymised.
· If refusing, we will respond within one month, explaining:
· The reason for refusal.
· The individual’s right to complain to the ICO.
10. Contact Details
· Data Protection Officer: Niki Hawke
· Address: 171 Bishop Road Bishopston BS7 8NA
· Phone: 07971421834 during opening hours
· Email: magicdragonpreschool@hotmail.co.uk
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Appendix B – Setting Privacy Notice
Privacy Notice – Magic Dragon Preschool
Effective date: September 2026
Last updated: September ‘26
1. Who we are
Magic Dragon Preschool is committed to protecting the privacy and security of you and your child’s personal information. We are a “data controller” under UK data protection law.
Our contact details are:
· Address: 171 Bishop Road Bishopston BS7 8NA
· Phone: 07971421834 during opening hours
· Email: magicdragonpreschool@hotmail.co.uk
· Website: www.magicdragonpreschool.org.uk
2. The information we collect
We may collect the following types of personal information:
About your child:
· Name, date of birth, address
· Medical information, allergies, intolerances, dietary needs
· Attendance records, developmental progress, learning observations
· Photographs and video (with consent)
About parents/carers:
· [bookmark: _Hlk206074216]Names, addresses, contact numbers, email addresses
· Emergency contact details
· Parental responsibility and legal information (e.g., court orders where relevant)
About staff
· Names, addresses, contact numbers, email addresses
· Emergency contact details
· Safer recruitment information, disciplinary information, supervisory information, training records.
3. How we collect information
We collect information:
· Directly from you via registration forms, meetings, phone calls, and emails
· From other professionals with your consent (e.g., health visitors, schools)
· Through observations and records we create during your child’s time with us
4. Why we collect and use your information
We use personal information to:
· Provide safe and effective childcare and early education
· Meet legal requirements under the Early Years Foundation Stage (EYFS) and safeguarding laws
· Communicate with you about your child’s care, learning, and wellbeing
· Keep accurate records for funding, taxation, and regulatory purposes
Our lawful bases for processing include:
· Legal obligation – to comply with the law
· Contract – to provide agreed childcare services
· Legitimate interests – to run our setting effectively
· Consent – for optional activities like photos for displays or social media
5. Who we share information with
We may share relevant information with:
· Local Authority (e.g., for funded childcare claims)
· Ofsted (for inspection purposes)
· Health professionals (with consent, unless required by law)
· Safeguarding partners (if required for child protection)
· Schools or other providers your child may move to (with consent)
We will not sell or share your data with any third party for marketing purposes.
6. How we store and protect your data
· Paper records are kept in locked cabinets.
· Digital records are stored securely with password protection.
· Access is restricted to authorised staff only.
· We keep records in line with legal requirements and our Retention of Records Policy.
7. Your rights
You have the right to:
· Access your personal data
· Request corrections
· Request deletion (where legally possible)
· Object to certain uses of your data
· Withdraw consent for optional processing
· Complain to us about how we have handled your data using our complaints procedure
· Complain to the Information Commissioner’s Office (ICO) if you are unhappy with how we handle your data
ICO contact: www.ico.org.uk | 0303 123 1113
8. Changes to this notice
We may update this notice at any time. The latest version will be available at our setting and on our website (if applicable).
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