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Abstract— DC MicroGrids are presently considered as the
best solution for renewable energy diffusion since they represent
the most effective way for interconnecting renewables and stor-
ages with modern loads such as electric vehicles. Hierarchical
control composed by different levels is usually adopted and
communication among the controllers is used to ensure grid
stability. The exchanged information is assumed to be shared
by means of a (wireless) communication network, which can
be compromised by a malicious attacker. In this paper, the
attack is not represented by a specific model, but is assumed to
be unbounded and influencing only a small subset of sensors
(which is fixed over time). For obtaining a secure exchange of
data, a secure state estimation is performed.

I. INTRODUCTION

Thanks to the pervasive introduction of information and
communication technologies (ICT), the electric grid is evolv-
ing into the so-called Smart Grid. However, the mutual
interdependence between physical processes, computational
resources and communication networks increases the vul-
nerability of the whole system to failures or intentional
attacks. Traditional security measures protecting only the
computational or communication layers are not sufficient for
guaranteeing the safe operation of the entire grid against the
presence of malicious attackers. Therefore, new strategies
that explicitly address the strong interconnection between
the physical, the computational and the network layers are
needed. In [1] the authors provide a unified mathematical
framework to model different attack strategies and to detect
and identify them. Attack detection algorithms are often
proposed based on the assumption that the attack signal
follows a certain model or the attacker employs specific
strategies [2]. Recent results focus on the case when the
attack is not represented by a model, but is unbounded and
influencing only a small subset of sensors and/or actuators,
i.e., the attack is sparse but its intensity may be unbounded
[3], [4], [5], [6], [7], [8], [9].

The growth and evolution of the smart grid is allowed
by the plug-and-play integration of basic structures called
Microgrids. While there exists a vast literature dealing with
security issues for the smart grid, due to its outstanding
importance for the humankind (see [10], [11] to name a
few), not as many results explicitly deal with security aspects
for microgrids [12]. The smart grid is a complex System
of Systems [13], therefore protecting each subsystem (i.e.,
microgrid) is of paramount importance for the safe operation
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of the entire electrical grid. Motivated by this necessity, we
investigate how to correctly estimate the internal state of a
microgrid having a hierarchical control architecture, when
the information exchanged by the low level controllers and
the high level one can be compromised by sparse malicious
attacks.

This paper focuses on Direct Current (DC) microgrids,
which presently represent the best solution for renewable
energy diffusion [14], having a hierarchical control archi-
tecture composed by different levels [15], [16]. We consider
a DC Microgrid composed by a photovoltaic array, storage
systems in different time scales like batteries and superca-
pacitors, and loads like electric vehicles [17], [18], [19]. We
take into account the presence of low level controllers (LL
controllers), regulating the operating points of the different
devices, and a higher level controller (HL controller), sending
the optimal reference values to the LL controllers [20].
To the aim of computing the optimal reference values, the
HL controller receives sensor measurements sent by the LL
controllers. This information is assumed to be exchanged
through a (wireless) communication network, which can
be compromised by sparse attacks. We illustrate how the
techniques described in [21] can be efficiently used by the
HL controller to correctly estimate the internal state of the
system, when the measurement signals sent by the lower
level devices can be corrupted by sparse malicious attacks.

The paper is organized as follows. Section II introduces the
DC microgrid model. Then, in Section III, the hierarchical
control strategy is described. Section IV illustrates the secure
estimation algorithm. Simulations are reported in Section V.

Notation. In this paper we use the following notation. The
symbols N, R, B denotes the set of integer, real and Boolean
numbers, respectively. The symbols ∧ and ¬ stands for the
logical operators AND and NOT, respectively. Given a vector
x ∈ Rn, supp(x) is its support, that is the set of indexes
of the non-zero elements of x; ‖x‖0 is the cardinality of
supp(x), that is the number of non-zero elements of x. The
vector x ∈ Rn is said to be s-sparse if ‖x‖0 ≤ s. Given a
matrix M ∈ Rn×m and a set Γ ⊆ {1, . . . n}, we denote by
MΓ ∈ R(n−|Γ|)×m the matrix obtained from M by removing
the rows whose indexes are contained in Γ.

II. DC MICROGRID MODEL

In this paper, we consider the DC microgrid represented in
Fig. 1, consisting of a photovoltaic array (PV), a battery (B),
and a supercapacitor (SC). Each device is connected to the
DC grid by a DC/DC converter. The circuital representation
of the DC microgrid is provided in Fig. 2.
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Fig. 1. The DC microgrid made up of a photovoltaic array (PV), a battery
(B) and a supercapacitor (SC).

The mathematical model of the DC microgrid can be
described by the following equations (see [18] and [20] for
additional details):

ẋ(t) = f(x(t)) + g(x(t), u(t), d(t)) + h(x(t), d(t))

y(t) = x(t)
(1)

in which the state x ∈ R9, the input u ∈ R3, and the
disturbance d ∈ R4 have components:

x =
[
x1 x2 x3 x4 x5 x6 x7 x8 x9

]>
u =

[
u1 u2 u3

]>
d =

[
VPV VB VS

1
RL

]> (2)

In particular:

ẋ1 = − 1
R1C1

x1 − 1
C1
x3 + 1

R1C1
VPV

ẋ2 = − 1
R2C2

x2 + 1
C2
x3 − 1

C2
u1x3 + 1

R2C2
x9

ẋ3 = 1
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L3
x2 − R01

L3
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ẋ4 = − 1
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ẋ5 = − 1
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u2x6 + 1
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ẋ6 = 1
L6
x4 − 1

L6
x5 − R04

L6
x6 + 1

L6
x5u2

ẋ7 = − 1
R7C7

x7 + 1
C7
x8 + 1

R7C7
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ẋ8 = 1
L8
VSu3 − R08

L8
x8 − 1

L8
x7

ẋ9 = 1
C9

[
x2−x9

R2
+ x5−x9

R5
+ x7−x9

R7
− x9

1
RL

]

(3)

where C1, C2, C4, C5, C7, C9, R1, R2, R01, R02, R4, R5,
R04, R05, R7, R07, R08, RL, L3, L6, L8 are known positive
values (see [18]) of capacitors, resistances and inductors, and
the disturbance vector d ∈ R4 is supposed to be measurable.
VPV > 0, VB > 0 are constant positive values of the PV
array and the battery voltages, while VS is a slowing time

Fig. 2. The circuital representation of the DC microgrid.

varying positive value known at each time t representing
the voltage of the supercapacitor. Concerning of the control
signals, the voltage value V ∗1 provides a reference x∗1 for
x1, while V ∗4 and V ∗9 refer to x∗4 and x∗9, respectively. The
control inputs in u regulate the duty cycles of the converters.

III. CONTROL STRATEGY

In this paper, we assume that the DC microgrid operates in
islanded mode. The aim of the control strategy is to ensure
voltage stability of the DC microgrid, while correctly feeding
the load. The control objective can be split in three main
tasks: to extract the maximum available power from the PV
array, to provide/absorb the power when needed by means
of the battery, and to stabilize the DC grid voltage in case
of disturbances thanks to the supercapacitor. To this end, a
hierarchical control architecture is considered.

We assume that a higher level controller provides refer-
ences to the local controllers (regulating the operation of
the PV array, the battery and the supercapacitor). These
references are updated with a fixed time interval T and
are concerned with the amount of power needed for the
next time interval and the desired voltage value for the
DC microgrid. In particular, the HL controller sends the
following references:
• V ∗1 : the desired voltage for the PV array,
• V ∗4 : the desired voltage for the capacitor C4 (to obtain

the desired amount of power provided/absorbed by the
battery);

• V ∗9 : the desired voltage for DC microgrid.
We assume that the communication between the LL con-
trollers and the HL ones (that is, the access to the wireless
communication network) is arbitrated by means of a TDMA
(Time Division Multiple Access) strategy [22]. Communica-
tion resources are allocated by means of time slots, which
are units of fixed time duration commonly shared by all
devices in the network. We assume that the HL and the
LL controllers operate with two different time scales, as
shown in Fig. 3. In particular, the HL controller has a time
scale in which the basic time unit (called time slot) has a
duration equal to T . Within a time slot T , the HL controller:
i) receives the measurements from the LL controllers (the
communication from the LL controllers to the HL controller
can be compromised by a malicious attacker), and performs
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the secure state estimation, which is described in Section
IV (phase I in Fig. 3); ii) performs the optimization of a
power flow model in order to predict what will be the power
needed from every device of the DC microgrid during the
subsequent time slot (to satisfy the power balance), and sends
the reference values to the LL controllers (phase II in Fig. 3).
The LL controllers operate on a time scale where the time
slot has a duration equal to τ << T . The LL controllers
regulate the duty cycles of the converters (based on the
references received by the HL controller) and send the full
state information to the HL controller.

Since the information from the LL controllers to the
HL one is exchanged through a (wireless) communication
network, in case a malicious attacker gains access to the
communication network and compromise the integrity of
the information, the HL controller would provide wrong
references to the local controllers, generating an error in
the loop. Indeed, if the references are wrong, power balance
cannot be satisfied and the whole system may crash even if
the local controllers correctly implement the received control
laws.

By Eq. (3), the system is nonlinear even if the controls u1

and u2 feedback linearize the x3 and x6 dynamics (details
can be found in [17]). We assume that the HL controller
is physically located close to the supercapacitor, so that it
directly receives the supercapacitor’s state information x7

(i.e., without using the wireless communication network).
Therefore, the output signal received by the supercapacitor is
assumed to be secure (i.e., not compromised by the attacker),
and the highly nonlinear dynamics x7 can be seen as a
known disturbance. The considered system is composed by
feedback linearized dynamics and two nonlinear dynamics
that can be approximated by a linear system using jacobian
method without loosing too much precision. The linearized
dynamics can be obtained as follows. For (i, k, j) = (1, 2, 3)
and (i, k, j) = (4, 5, 6) we have:

ẋk = h

(
x∗i , 0, x

∗
k,
Vk − x∗i
Ri

, 0, x∗9

)
+

+
∂h

∂xi x∗
(xi − x∗i ) +

∂h

∂αi x∗
(αi − 0) +

+
∂h

∂xk x∗
(xk − x∗k) +

∂h

∂xj x∗

(
xj −

Vk − x∗i
Ri

)
+

+
∂h

∂αi x∗
(αj − 0) +

∂h

∂x9 x∗
(x9 − x∗9) (4)

where Vk is VPV if k = 2 and VB elsewhere, and the
equilibrium point x∗ is given.

The following linear system is then considered:

ż(t) = Az(t) +Bb(t) +Ddx(t)

y(t) = z(t)
(5)

with z ∈ R11, b ∈ R9, dx ∈ R, y ∈ R11, and:

z = [x1 α1 x3 α3 x4 α4 x6 α6 x9 x2 x5]
>

b =
[
VPV x∗1 VB x∗4 x∗9 x∗2 xl2 x∗5 xl5

]>
dx =

[
x7

] (6)

Fig. 3. The time scales of the control algorithm. H stands for HL controller,
while L for LL controllers. During phase I data acquisition is performed by
the HL controller, the state estimation is also performed in order to ensure
that the optimization taking place in phase II is based on the system’s true
state.
where x2 and x5 are the Jacobian linearized dynamics intro-
duced in (4) and the other dynamics are linear or feedback
linearized (see [17]).

In Eq. (6) the elements in b ∈ R9 are computed on the
basis of the reference values of the previous step. That is, for
t ∈ (K,K + 1], the elements in b depend on the references
computed by the HL controller during time step K − 1 (and
sent to the LL controllers at the time instant KT ). The same
holds for the following matrices:

A =

[
A1,3 04×4 04×3

04×4 A4,6 04×3

A2 A5 A9

]
(7)

B =

[
B1,3 04×2 04×5

04×2 B4,6 04×5

B2 B5 B9

]
(8)

D =
[
01×8

1
R7C7

01×2

]>
(9)

x∗k =
x∗9
2

+
1

2

√
(x∗9)2 + 4RkCk∆k (10)

∆k =
1

Ck

Vk − x∗i
Ri

[
x∗i −R0i

Vk − x∗i
Ri

]
(11)

xlk =
x∗9 − x∗k
RkCk

+
1

Ckx∗k

Vk − x∗i
Ri

(
R0i

Vk − x∗i
Ri

− x∗i
)

(12)

with (i, j) = {(1, 3), (4, 6)}

Ai,j =


− 1
RiCi

0 − 1
Ci

0

Kα
i 0 0 0

a31 a32 −Kj −Kj

Kα
j

(
1
Ri

− CiKi

)
−Kα

j CiKi Kα
j 0


(13)

a31 = (Kj −Ki)

(
CiKi −

1

Ri

)
+ CiKiK

α
i (14)

a32 = Ki

(
KjCi −KiCi +

1

Ri

)
(15)

Bi,j =


1

RiCi
0

0 −Kα
i

Kj
Ri

b32

−Kαj
Ri

CiKiK
α
j

 (16)
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b32 = −CiKiK
α
i +Ki

(
CiKi −KjCi −

1

Ri

)
(17)

A2 =

[
0 0 0 0
a21 a22 a23 a24

0 0 0 0

]
(18)

A5 =

[
0 0 0 0
0 0 0 0
a51 a52 a53 a54

]
(19)

A9 =

[ − 1
ReqC9

1
R2C9

1
R5C9

a29 a2 0
a59 0 a5

]
(20)

B2 =

[
0 0

−a23
R1

a23
R1

− a21

0 0

]
(21)

B5 =

[
0 0
0 0

−a53
R4

a53
R4

− a51

]
(22)

B9 =

[
0 0 0 0 0

−a29 −a2 1 0 0
−a59 0 0 −a5 1

]
(23)

ak1 =
Vk − x∗i
RiCkx∗k

Lj (Kj −Ki)

(
1

Ri
− CiKi

)
− Vk − x∗i
RiCkx∗k

LjCiKiK
α
i −

Vk − x∗i
RiCkx∗k

(24)

ak2 = Lj
Vk − x∗i
RiCkx∗k

[(
CiKi −

1

Ri
Ki −KjCiKi

)]
(25)

ak3 =
1

Ckx∗k

[
Vk − x∗i
Ri

(2R0i + LjKj)− x∗i
]

(26)

ak4 = LjKj
Vk − x∗i
RiCkx∗k

, ak9 =
1

RkCk
(27)

ak = − 1

RkCk
+
Vk − x∗i
RiCkx∗k

[
−x∗i +R0i

Vk − x∗i
Ri

]
(28)

IV. SECURE ESTIMATION

As explained in Section III, the communication is reg-
ulated by means of a TDMA strategy. The time slots have
duration T for the HL controller, and τ for the LL controllers.
This means that the system is uniformly sampled with time
τ . Hence, the discretized version of the linearized system in
Eq. (5) must be considered. For this reason, in this paper
we consider the secure state estimation of a linear system S
under sensor attacks represented by the following equations:

x(t+ 1) = Ax(t) +Bu(t)

y(t) = Cx(t) + w(t) + ψ(t)
(29)

where t ∈ N, x(t) ∈ Rn is the state of the system, y(t) ∈ Rp
is the output, u(t) ∈ Rm is the input, A ∈ Rn×n, B ∈
Rn×m, C ∈ Rp×n. w(t) ∈ Spσ represents the σ-sparse attack
vector on sensor measurements, ψ(t) ∈ Rp, ‖ψ(t)‖2 ≤ ψ
represents the (bounded) measurement noise. We assume that
the malicious attacker has only access to a subset of sensors
Kw ⊂ {1, . . . , p}, meaning that the set of attacked nodes
is fixed over time but unknown, that is we do not know

which sensors are actually compromised. Let wk(t) denote
the k-th component of w(t) ∈ Rp, k ∈ {1, . . . , p} (i.e., the
component of w(t) corresponding to the k-th sensor), at time
t ∈ N. If k /∈ Kw, then wk(t) = 0 for all t ∈ N and the k-th
sensor is said to be secure (i.e. not attacked). If k ∈ Kw,
then wk(t) can assume any value and this corresponds to
the case in which the attacker has access to the k-th sensor.
The attack vector is not assumed to be bounded or having a
certain statistical distribution. The actual number of sensors
under attack is not assumed to be known, however we assume
the knowledge of an upper bound σ on the number of sensors
which can be attacked. Thus, σ ≤ σ.

For the sake of clarity, in the rest of this section we briefly
describe the secure state estimation algorithm proposed in
[21], which is used in Section V to provide the estimation
of the internal state of the DC microgrid. In [21] the
authors propose a sound and complete secure state estimation
algorithm based on a Satisfiability-Modulo-Theory (SMT)
approach.

Assuming to collect τ ∈ N measurements:
yi(t)

yi(t+ 1)
...

yi(t+ τ − 1)

 =


Ci
CiA

...
CiA

τ−1

x(t) +


wi(t)

wi(t+ 1)
...

wi(t+ τ − 1)



+


0 · · · 0

CiB · · · 0
...

CiA
τ−2B · · · 0




u(t)
u(t+ 1)

...
u(t+ τ − 1)

+


ψi(t)

ψi(t+ 1)
...

ψi(t+ τ − 1)


(30)

where yi(t) ∈ R is the output signal, wi(t) ∈ R is the attack
signal, ψi(t) ∈ R is the measurement noise, associated to the
i-th sensor, Ci ∈ R1×n is the i-th row of matrix C. Equation
(30) can be written in compact form as:

Ỹi(t) = O
(τ)
i x(t) +Wi(t) +MiU(t) + Ψi(t) (31)

As the control inputs collected in the vector U(t) are known:

Yi(t) = Ỹi(t)−MiU(t) = O
(τ)
i x(t) +Wi(t) + Ψi(t)

(32)
and:

Y (t) =

Y1(t)...
Yp(t)

, W (t) =

W1(t)
...

Wp(t)

, O =

O
(τ)
1
...

O
(τ)
p

 (33)

In [21] the authors associate a binary indicator variable bi ∈
B to each sensor, such that:

bi =

{
0 if sensor i is secure
1 if sensor i can be attacked

(34)

Roughly speaking, the goal of the secure state estimation
algorithm is to find x(t) ∈ Rn, knowing that: i) when bi = 0,
then the output collected by the sensor i during the time
interval τ is such that Yi(t)−O(τ)

i x(t) = Ψi(t); ii) the noise
at sensor i is bounded, i.e., ‖Ψi(t)‖2 ≤ ‖Ψi‖2, ∀ t ∈ N; iii)
the maximum number of attacked sensors is σ. This problem
is formalized as:
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Problem 1. For the linear control system under attack S,
defined in Eq. (29), construct the estimate η = (x, b) ∈ Rn×
Bp obtained as the solution of the following optimization
problem:

min
(x,b)∈Rn×Bp

p∑
i=1

bi s.t.

p∧
i=1

(
¬bi ⇒ ‖Yi −O(τ)

i x‖2 ≤ ‖Ψi‖2
)

(35)
Problem 1 searches for the minimal number of attacked
sensors explaining the received measurements and requires
that if bi = 0, then ‖Yi − O

(τ)
i x‖2 is bounded by the

noise bound. In [21] the authors provide guarantees about
the correctness of the solution to Problem 1. The existence
and uniqueness of solution is characterized by means of the
notion of σ−sparse observability.

Definition 1. The linear control system under attack S,
defined in Eq. (29), is said to be σ−sparse observable if
for every set Γ ⊂ {1, . . . , p}, with |Γ| = σ, the system SΓ

described by the following equations

x(t+ 1) = Ax(t) +Bu(t)

y(t) = CΓx(t)
(36)

is observable.

For the noiseless case, the following result is found in [21].

Theorem 1. In the noiseless case (i.e., Ψi = 0 for all
i ∈ {1, . . . , p}), Problem 1 admits a unique solution η∗ =
(x∗, b∗) if and only if the dynamical system defined in Eq.
(29) is 2σ− sparse observable.

In this case, the procedure starts by mapping each convex
constraints into a Boolean variable ci, thus obtaining an
auxiliary Boolean satisfiability problem, in which the new
formula is defined as:

φB :=

 ∧
i∈{1,...,p}

¬bi ⇒ ci

 ∧
 ∑
i∈{1,...,p}

bi ≤ σ

 (37)

where:

ci =

{
1 if ‖Yi −O(τ)

i ‖2 = 0

0 otherwise
(38)

In this phase, the solver returns an assignment for the
variables bi and ci. Then, in a second step, the solver finds
a state x ∈ Rn, if any, for the secure sensors (i.e., those
sensors for which bi = 0), which satisfies the constraint
‖Yi−O(τ)

i ‖2 = 0 (called satisfiability condition). If the state
is found, the algorithm terminates, otherwise a further step is
performed. In this last phase, the solver provides a certificate
explaining which sensors cause a conflict and may be under
attack. Roughly speaking, it finds at least one sensor, for
which initially bi = 0, that is actually under attack. Then,
the second step is performed again, and the cycle is repeated
until a state x ∈ Rn is found.

In the noisy case, the user-defined numerical tolerance ε
of the solver is also taken into account. In this case, the
satisfiability condition is replaced by the constraint ‖Yi −

O
(τ)
i ‖2 ≤ ‖Ψi‖2+ε for the secure sensors (i.e., those sensors

for which bi = 0).

V. SECURE STATE ESTIMATION OF THE DC MICROGRID

With the purpose of investigating the DC microgrid re-
silience against the presence of a malicious attacker, to the
aim of ensuring the continuity of service by guaranteeing a
secure exchange of data, we simulate a scenario in which,
during the phase I in Fig. 3, the HL controller performs
the secure estimation described in Section IV. In particular,
we consider the scenario in which each LL controller sends
measurements to the HL controller, which estimates the true
state of the system, before performing the optimization in
phase II.

We consider the discretized version of the linearized
system in Eq. 5, in which the output can be corrupted by
a σ−sparse attack:

x(t+ 1) = Ax(t) +
[
B D

] [ b(t)
dx(t)

]
y(t) = x(t) + w(t)

(39)

where the vector
[
b(t)> dx(t)

]>
is the known input,

w(t) ∈ Spσ represents the σ-sparse attack vector on sensor
measurements

The system in Eq. (39) is 2−sparse observable, therefore
the maximum number of attacked sensors is σ = 1. This
is motivated by the fact that, for any set Γ ⊂ {1, . . . , p},
with |Γ| > σ, the system SΓ described in Eq. (36) is
not observable. Having done this offline verification, we
simulate the following scenario. We assume that during the
phase I of Fig. 3 the LL controllers send the information
concerning the state of the system to the HL controller. As
the communication network between the LL controllers and
the HL one can be compromised by a malicious attacker,
the HL controller performs the secure estimation algorithm
before computing the reference values for the subsequent
time interval. Concerning the time scales, the time slot of
the HL controller has a duration T = 1 s, meaning that the
reference values are sent every T seconds. The LL controllers
share a time scale in which the time slot has a duration
τ = 0.01 s. The values T and τ are compatible with the
communication protocols and the time constants of the DC
microgrid operation. We simulate the situation where the HL
controller performs the secure estimation by means of the
IMHOTEP-SMT solver [23], which is proposed in [21] (as
described in Section IV). We also consider that, after having
sent the reference values, the HL controller starts receiving
the samples from the LL controllers after a transient time
of about ∆τ = 0.2 s. We assume that the communication
can be corrupted at any time instant (that is, including the
initial one). In Fig. 4 we show a comparison between the
IMHOTEP-SMT solver and a least square estimation. Figure
4 shows that, once a sufficient number of samples have been
acquired, the secure state estimation allows the recovery of
the true internal state of the DC microgrid. In particular,
the number of samples necessary for this reconstruction is
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Fig. 4. Secure state estimation: attack on sensor 6. First row shows the
estimation error, both with the IMHOTEP-SMT solver and a least square
estimation. Second row shows the attack value.

equal to the state space dimension. Contrary to what can
be achieved by means of a least square estimation, the
IMHOTEP-SMT solver allows an almost perfect recovery
of the system’s true state, as shown in Fig. 4. This means
that there is no lack of control performance in using the
estimated state instead of the actual state in a state feedback
control scheme. For lack of space, we do not show the
simulation results in this regard comparing the two above
mentioned scenarios. However, as the estimation error can
be considered to be negligible, by using this estimation
strategy, the hierarchical control architecture is demonstrated
to be robust with respect to the presence of a malicious
attacker compromising the communication between the LL
controllers and the HL one.

VI. CONCLUSIONS

In this paper, we describe how a secure estimation algo-
rithm can be used to perform the state estimation of a DC
microgrid, when the communication between HL and LL
controllers may be corrupted by sparse malicious attacks.
This work is the first step in providing a robust solution for a
DC microgrid having variable loads and renewable sources,
which have to be properly coordinated to ensure stability
of the overall system. In this paper, the DC microgrid is
assumed to operate in islanded mode. Future work will in-
clude the investigation of a more complex scenario in which
the overall system is composed by a set of DC microgrids,
and each microgrid may also operate connected to the main
grid. In this case, the microgrid could be modeled as a hybrid
system, with different modes of operation based on the load’s
typology, on the nature of the employed renewable sources,
and on the existence of a connection with the main grid.
Furthermore, new security issues arise due to the presence
of multiple layers of communication. As the primary concern
is to provide service continuity, the security of the overall
system must be carefully handled. We leave these extensions
for future research.
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