
Cybersecurity
Tabletop
Exercise

Benefits

Reduce Operational & Financial
Impacts

Understand Potential Threat Vectors

Strengthen Relationships and Open
Communications With IT & OT Teams

Learn Firsthand from Velta
Technology ICS Digital Safety Experts
in a Workshop Environment

Assess your organization’s ICS defense
posture with real-world injects from our
team’s first-hand experiences
Provide custom threat scenarios based on
your organization’s most concerning risks 
Deliver actionable recommendations to
prevent adversaries from disrupting your
most critical industrial assets and
processes

With over 100 years of combined OT/ IT
Industrial, Enterprise & C-suite experience;
Velta Technology is comprised of the
industry’s most experienced multi-disciplinary
team of IT & OT/ICS security practitioners. 

Our team is on the cutting edge of the
industry helping define industry standards for
digital safety. We help organizations take
steps to proactively prevent a cyber event
before it happens. 

Our  Tabletop Exercise will:

WHY VELTA TECHNOLOGY
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OVERVIEW
The Velta Technology Tabletop Exercise (VTTX) Service is a step-by-step method that demonstrates
how a realistic attack may occur within your unique ICS environment based on your organization’s
most concerning risks. Velta Technology's VTTXs include collaboration between all stakeholders,
including the C-Suite, Risk Management, Information Technology (IT) and Operational Technology /
Industrial Control Systems (ICS) security teams, to strengthen internal communication strategies,
agree on security ownership across the organization, and develop relationships.



Phase I
Planning & Creation

Phase III
After Action

Phase II
Execution

WHAT YOU GET
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OBJECTIVE
OT Cybersecurity tabletop exercises are key to demonstrating vulnerabilities related
to Industrial Control Systems (ICS).  You will gain alignment across the organization on
how to best secure and protect ICS.

Test & Strengthen
Your ICS Defenses

Evaluate cyber incident
response processes and
tools
Identify & correct gaps
in your ICS cyber
defenses
Reduce operational and
business risks

A customized proactive consequence & intelligence-driven cyber event prevention
plan for your unique environment.

Technical scenarios with a
series of "moves" and expected
player actions

All timelines & injects

Customized events & artifacts
with realism and depth

On-site interactive facilitated
session with C-Suite, Risk, IT &
OT participants

Tabletop session action plan &
observation letter


