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How bluesource enables  
enterprises to transform

Today, whether your main driver is disruption, innovation, the  
requirement to keep up with legislation, or the ever-present need to  
ensure competitive differentiation, the only constant is change itself. 

But change can feel unsettling to commercial organisations,  
who associate it with the risk of the unknown.  

bluesource take the fear and uncertainty out of change,  
de-risking it and making it simple, so you can be sure that you  

will be left working smarter, flexibly, friction-free.Mark the Day.
25th May.
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Articles, whitepapers and surveys about GDPR are ten a penny, but we’ve not  
really found any of them useful. To get a real picture of what is going on in the UK 
IT community we surveyed over 200 senior IT executives across medium to large 
UK organisations. We asked them where they currently stood in line with GDPR, 
the strides they are making towards it, the impact a data breach would have on 
their organisation and to what extent they are relying on big tech vendors such 
as Microsoft, Veritas and Symantec to get them over the line in time for May 2018.

The Survey

The Demographic
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The Survey

Currently, the UK relies on the Data Protection Act 1998, which was  
enacted following the 1995 EU Data Protection Directive, but this will  
be superseded by the new legislation. It introduces tougher fines for 
non-compliance and breaches, and gives people more say over what 
companies can do with their data. It also makes data protection rules 
more or less identical throughout the EU.

The drivers behind the GDPR are twofold. Firstly, the EU wants to give 
people more control over how their personal data is used, bearing in 
mind that many companies like Facebook and Google swap access to 
people’s data for use of their services. The current legislation was  
enacted before the internet and cloud technology created new ways of 
exploiting data, and the GDPR seeks to address that. By strengthening 
data protection legislation and introducing tougher enforcement measures,  
the EU hopes to improve trust in the emerging digital economy.

Secondly, the EU wants to give businesses a simpler, clearer legal  
environment in which to operate, making data protection law identical 
throughout the single market (the EU estimates this will save businesses 
a collective €2.3 billion a year).

GDPR
The High-level stuff

The EU’s General Data Protection Regulation (GDPR) is the result of 
four years of work by the EU to bring data protection legislation into 

line with new, previously unforeseen ways that data is now used.



14%

50%

8%

9%

19%

We’re taking small steps

We’re making strides towards becoming compliant

We have no idea where to start

Roger in Finance has got it under control

It won’t affect us
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How prepared 
are you for GDPR?

Q1
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9%

68%

14%

9%

Roger in Finance looks after it

We have a member of a specific function (e.g legal, compliance, IT security)  
who is solely dedicate to privacy and GDPR initiatives

We have a Chief Data Officer or Chief Privacy Officer  
(or Similar) who is a senior stakeholder and has a direct  
reporting line to the board or executive leadership

No idea
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Which of the following Statements 
best describes the senior most 
stakeholder responsible for privacy 
at your organisation?

Q2

It’s estimated that GDPR will 
create somewhere in excess of 28,000 Data Protection  

Officer roles.



13%

74%

4%

0%

We’re changing how we work to make digital transformation 
the key to tackling GDPR

We see them as being one part of a bigger piece to meeting the regulations

Roger in Finance loves them and is solely relying on them to 
get us over the line

Never heard of them

9% I don’t see them as being integral to meeting GDPR
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To what level do you trust the likes 
of big tech vendors like Microsoft 
to ensure their systems (and yours) 
meet GDPR?

Q3
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How

can get you compliant

One essential step to meeting GDPR obligations is discovering and controlling what personal 
data your organisation holds and protecting the personal data of individuals against security 
threats. With O365 you can…

Identify over 80 common  
sensitive data types with Data 
Loss Prevention

EM&S – managed identities,  
access rights and devices to 
protect your data

Find, classify, set policies on, 
and take action to manage data 
with Advanced Data Governance

keep an eye on and benchmark 
your security and complaint 
status with Secure Score

Identifying what data you have and controlling who has access to it is a critical requirement  
of the GDPR. Protecting the personal data of individuals and reporting and reviewing for  
compliance are also key GDPR requirements. With Microsoft Azure you can…

Ensure only authorized users 
can access your data with Azure 
Active Directory (Azure AD)

Ensure that your data is  
identifiable and secure with  
Azure Information Protection

Secure your data at rest and in 
transit with Data Encryption in 
Azure Storage

Safeguard your keys, certificates 
and passwords that help protect 
your data with Azure Key Vault



18%

55%

5%

22%

We’re changing how we work to make digital 
transformation the key to tackling GDPR

We see them as being one part of a bigger piece to meeting the regulations

Roger in Finance loves them and is solely 
relying on them to get us over the line

Never heard of them

0%
I don’t see them as being integral to meeting 
GDPR
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To what level do you trust the likes 
of big tech vendors like Veritas to 
ensure their systems (and yours) 
meet GDPR?

Q4
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How

can get you compliant

The critical fi rst step in complying with GDPR is gaining a holistic 
understanding of where all the personal data held by an organisation 
is located. 

building a data map of where this information is being stored, who has access to it, how long 
it is being retained, and where it is being moved is key to understanding how the business is 
processing and managing personal data.

LOCATE DATA

Data minimisation, one of the main tenets of GDPR, is designed to ensure 
that organisations reduce the overall amount of stored personal data. 

This is done by only keeping personal data for a period of time directly related to the original 
intended purpose. 

MINIMISE DATA

Under GDPR, organisations have a general obligation to implement technical 
and organisational measures to show they have considered and implemented 

data protection into all data collection and processing activities.

Whether deploying staff training, performing internal audits of processing activities or 
cataloging relevant documentation organisations must be fully prepared to demonstrate 
transparency when it comes to validating compliance.

PROTECT DATA
NETBACKUP



14%

54%

9%

18%

We’re changing how we work to make digital 
transformation the key to tackling GDPR

We see them as being one part of a bigger piece to meeting the regulations

Roger in Finance loves them and is solely 
relying on them to get us over the line

Never heard of them

5%
I don’t see them as being integral to meeting 
GDPR
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To what level do you trust the likes 
of big tech vendors like Symantec 
to ensure their systems (and yours) 
meet GDPR?

Q5
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How

can get you compliant

Symantec Endpoint Protection ensures that the client computers meet  

compliance requirements. 

You may need to enforce the company’s security policy, such as blocking computers from 

opening certain applications or websites. Or, you may need to prevent security breaches  

and enforce security and privacy-related regulations. 

END-POINT PROTECTION

Symantec’s Shadow IT risk assessment looks at all sanctioned and  

unsanctioned cloud apps used within your environment by your employees 

inside and outside your firewall. 

A Symantec Shadow IT assessment audit’s thousands of cloud apps and services already in 

use in your company and evaluates which applications are secure and business-ready and 

which represent a risk. You’ll get a summary report card that identifies all SaaS apps that 

pose a medium or high security risk as well as the top 5 high security risk apps, users and 

their locations. Get to grips what’s already in use within your organisation – the good, the  

bad and the ugly! 

SHADOW IT



9%

27%

64%

Leave Roger in Finance and all the other 
people in your organization without a job

Result in huge reputational damage for your organization and 
a loss of trust from your customers, suppliers and staff

Make a bit of a dent in the budget for the 
Christmas party
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A fi ne of £20 Million or 4% of 
annual worldwide turnover for 
your organisation would…..

Q6

 WAS UNDER GDPR

Talk Talk  £400,000  £59m

Flybe  £70,000 £15.32m

Pharmacy2U £130,000 £4.4m

Guide Dogs UK  £12,000 £500,000 

If you thought the ICO fi nes were extreme, GDPR fi nes 
will prove catastrophic to some enterprises.

Take a look at some of the biggest fi nes in ICO history and how 
they’d be adjusted if those breaches happened after May 2018.



0%

21%

28%

37%

14%

Everything in the cloud, on premise is safe

Our employees

Our IT systems

Roger in finance

Everything on premise, everything in the cloud is safe
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What do you see as the biggest 
threat to your ability to meet GDPR?

Q7

How we can help?
bluesource and the British Standards Institute have  
developed a joint range of GDPR compliance and  
governance initiatives to help organisations manage  
and maintain adherence to EU data protection standards. 

These offerings will help organisations understand the data risks that they   
create for others, and how these can be mitigated. Options include a compliance 
assessment that identifies an organisation’s GDPR state of readiness and data  
inventory mapping that looks at what data  exists, who has access to it and how  
old it is.
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