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Introduction
The National Industrial Security Program (NISP) was established in 1993 by 
Executive Order (EO) 12829,1 one in a long series of EOs on national security 
information.2 The NISP was meant to unify disparate security clearance 
programs and to curtail abuses. The rules and regulations of the NISP are 
explained in the National Industrial Security Program Operating Manual 
(NISPOM).3

In December 2009, Executive Order 13526 - Classified National Security 
Information,4 subsequently defined the United States Government’s security 
clearance procedures. To some extent, the streamlining and rationalization 
intent of the NISP was compromised by EO 13526. Predictably, there will be 
more EOs which will further refine and expand the present system of security 
clearances in the United States.

Objectives, purposes & principles
“The purpose of a security clearance for the U.S. government is to determine if 
a person is able and willing to safeguard classified information, based on their 
loyalty, character, trustworthiness, and reliability.”5 Updates and improvements 
to the U.S. security clearance system have focused on improving security, 
reducing costs, and preventing over classification and misuse.

Prevent over classification

One of the abuses inherent in any program designed to protect secrets is the 
tendency of bureaucracies and individuals classifying data to over classify 
information. Partly this is done to protect classifiers from potential accusations 
of under classification. Also, without a thorough knowledge of the subject 
matter, individuals classifying information tend to over classify.
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1 Executive Order 12829 - January 6, 1993 National Industrial Security Program http://
www.archives.gov/isoo/policy-documents/eo-12829.html (17 Jan 2013)

2 Wikipedia: Classified information in the United States http://en.wikipedia.org/wiki/
Classified_information_in_the_United_States (17 Jan 2013)

3 Department of Defense, DoD 5220.22-M National Industrial Security Program Operating 
Manual, February, 2006 http://www.dss.mil/documents/odaa/nispom2006-5220.pdf (17 Jan 
2013)

4 Executive Order 13526- Classified National Security Information, The White House
Office of the Press Secretary http://www.whitehouse.gov/the-press-office/executive-order-
classified-national-security-information (17 Jan 2013)

5 U.S. government's official web portal: Security Clearance http://answers.usa.gov/system/
selfservice.controller?
CONFIGURATION=1000&PARTITION_ID=1&CMD=VIEW_ARTICLE&ARTICLE_ID=11139 (23 
Jan 2013)

http://help.usajobs.gov/index.php/Do_all_Federal_positions_require_security_clearance%3F
http://help.usajobs.gov/index.php/Do_all_Federal_positions_require_security_clearance%3F


Erring on the side of over classification is a sort of job insurance. The more 
classified information there is, the less likely secret information will be leaked. 
Also, as the amount of classified information increases, the individual and the 
bureaucracy gain authority.

The problem of over classification was 
highlighted in a 1983 letter from United States 
Senator Barry Goldwater to CIA Director William 
J. Casey. The text of the letter reads:

Dear Bill:

You will recall that during the hearing the 
other day I asked if we could downgrade 
the classification of the new Presidential 
Finding which we were discussing.

It was not done and yet The New York 
Times published a story on the thing today.  
Remember, Bill, the long talk we had 
about the Department of State leaking Top 
Secret material? Now when The New York 
Times can publish something marked 
Secret, something has to be done.

I don't care who did it, but we should find 
out. This has gone too far.

Frankly, I think it was too highly classified 
to begin with, but it did have that 
classification and I want to hear from your 
office where that leak came from. I am getting fed up with 
leaks out of the White House, your own Agency, or 
wherever.6

One cannot help wondering if the leak was from the Senator’s office.

Prevent misclassification

Another reason for misclassification is abuse of the secrecy program by 
officials and bureaucracies. Data may be over classified to protect officials, 
programs and organizations that wish to prevent information becoming public 
knowledge. Information may be purposefully incorrectly classified as a secret 
even though release of the information would not jeopardize national security. 
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6 Report of the congressional committees investigating the Iran-Contra Affair with 
supplemental, minority, and additional views. Published 1987 by U.S. House of 
Representatives Select Committee to Investigate Covert Arms Transactions with Iran, U.S. 
Senate Select Committee on Secret Military Assistance to Iran and the Nicaraguan Opposition, 
For sale by the Supt. of Docs., U.S. G.P.O. in Washington.



Often, information is improperly classified simply to hide facts from the public 
which might embarrass or implicate officials in criminal activity.

For example, Colonel O. G. Haywood, Jr.’s 1947 Atomic Energy Commission 
memo to Dr. Fidler at the Oak Ridge Laboratory in Tennessee blatantly 
instructed the misapplication of the security clearance classification system. 
The memo read in part:

“It is desired that no document be released which refers to 
experiments with humans[7] and might have adverse effect on 
public opinion or result in legal suits. Documents covering 
such work field should be classified ‘secret’.”8

Clearly, Col. Haywood has abused the classification process for purposes that 
have nothing to do with national security. In fact, preventing this information 
from entering the public domain could be considered undermining national 
security because the Government actions which are being covered up will 
cause harm and injury to the national entity.

Agency authority, structure & scope
One measure in EO 13526 Section 1.6 intended to counter over classification 
requires the identity of the “original classification authority,” the declassification 
date and a concise reason for the classification be marked on the classified 
data.

Furthermore, the NISP centralized authority by establishing four distinct 
Cognizant Security Agencies (CSAs):
1. The Department of Energy;
2. The Nuclear Regulatory Commission;
3. The Department of Defense; and,
4. The Central Intelligence Agency in conjunction with the Director of National 

Intelligence.

Each of these four agencies have equal authority to act as an Original 
Classifying Authority (OCA) to designate classified information. The CSAs and 
others have the authority to classify information if “. . . unauthorized disclosure 
could reasonably be expected to cause identifiable or describable damage to 
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7 ウィキペディア：アメリカ合衆国における人体実験 http://ja.wikipedia.org/wiki/アメリカ合衆
国における人体実験 & Unethical human experimentation in the United States http://
en.wikipedia.org/wiki/Unethical_human_experimentation_in_the_United_States (17 Jan 2013)

8 Atomic Energy Commission's Declassification Review of Reports on Human Experiments and 
the Public Relations and Legal Liability Consequences, presented as evidence during the 1994 
ACHRE hearings. https://www.gwu.edu/~nsarchiv/radiation/dir/mstreet/commeet/meet9/brief9/
tab_i/br9i2.txt (17 Jan 2013).



the national security . . . .”9 However, EO 13526 complicated the process by 
exanding OCA to the President, Vice President, and others designated by the 
President.10

NISP Structure

11

Under the NISP, the Secretary of Defense is the executive agent. The 
Secretary of Defense inspects, monitors, and determines who has access to 
classified material. The Director of Central Intelligence does the same for 
matters of intelligence, and has NISP oversight. The Secretary of Energy and 
the Nuclear Regulatory Commission (NRC) have similar oversight roles 
concerning energy. Any areas not specifically assigned to another CSA fall to 
the Secretary of Defense.

EO 12829 requires agencies to account for and document the costs 
associated with the program. The costs are reported to the President by the 
Information Security Oversight Office (ISOO).12
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9 Executive Order 13526, Section 1.4

10 Executive Order 13526, Section 1.3

11 Jeffrey W. Bennett, ISP DoD Security Clearances and Contracts Guidebook: What DoD 
Contractors Need to Know about Their Need to Know (Huntsville, Alabama: Red Bike 
Publishing, 2011), 26

12 Bennett, 26



“Unless assigned as an OCA, holders and users of classified material do not 
have original classification authority. Original classification authority is 
delegated to a select few necessary to effectively and responsibly assign a 
classification level.”13 “An OCA cannot assign a classification level to anything 
that is not owned by, produced for or under the control of the US 
Government.”14 Also, “[c]lassified information cannot be automatically 
transferred interagency without the proper approval.”15

Classifying national secrets
Generally speaking, there are three levels of classification. In order of 
increasing secrecy those levels are: Confidential, Secret and Top Secret. 
Some government organizations have variations on these three levels, but the 
overall framework is fairly standardized.

Perhaps the greatest variation is in the Department of Energy (DoE). The DoE 
uses only two classifications: L and Q. L is equivalent to a Department of 
Defense (DoD) Secret clearance,16 and Q is equivalent to a Top Secret 
clearance or Critical Nuclear Weapon Design Information (CNWDI).17 Another 
variation: the North Atlantic Treaty Organization (NATO) uses a Control of 
Secret Material in an International Command (COSMIC) rating to indicate Top 
Secret material.

Another widely used set of classifying acronyms is RD and FRD for Restricted 
Data and Formerly Restricted Data. RD refers to nuclear material used in 
weapons or energy production in accordance with the Atomic Energy Act.18 
FRD, as the name implies, indicates information removed from the RD 
category.19

Determining whether information is classified or not is a four step process:
A. Step 1: Determine if the information meets the four criteria of EO 

13526 to qualify as classifying information:
1. EO 13526 Criteria 1: An OCA must be classifying the information;

Government Security Clearances in the United States

Page 7 of 27

13 Bennett, 38

14 Bennett, 30

15 Bennett, 39

16 Wikipedia: L clearance http://en.wikipedia.org/wiki/L_clearance (17 Jan 2013)

17 Los Alamos National Laboratory Security: Badge Office & Visit Control: UK - USA 
Classification Equivalency Table http://badge.lanl.gov/uk-usa_classification.shtml (17 Jan 
2013)

18 William H. Henderson, Federal Suitability and Security Clearances: Issue Mitigation 
Handbook (Pacific Grove, California: Last Post Publishing, 2007), 187

19 Henderson, Federal Suitability, 184

http://en.wikipedia.org/wiki/Critical_Nuclear_Weapon_Design_Information
http://en.wikipedia.org/wiki/Critical_Nuclear_Weapon_Design_Information


2. EO 13526 Criteria 2: The information is owned by, produced by or 
for, or is under the control of the United States Government;

3. EO 13526 Criteria 3: The information falls within one or more of the 
following categories:
a) Military plans, weapons systems, or operations;
b) Foreign government information;
c) Intelligence activities (including covert action), intelligence 

sources or methods, or cryptology;
d) Foreign relations or foreign activities of the United States, 

including confidential sources;
e) Scientific, technological, or economic matters relating to the 

national security;
f) United States Government programs for safeguarding nuclear 

materials or facilities;
g) Vulnerabilities or capabilities of systems, installations, 

infrastructures, projects, plans, or protection services relating to 
the national security; or,

h) The development, production, or use of weapons of mass 
destruction; and,

4. EO 13526 Criteria 4: The OCA determines that the unauthorized 
disclosure of the information reasonably could be expected to result 
in damage to the national security, and the OCA is able to identify or 
describe the damage.

B. Step 2: Assign a level of classification;
C. Step 3: Make a decision about the duration of classification not to 

exceed 25 years; and,
D. Step 4: Communicate the decision. “Classified information should be 

marked to identify the classification level, the classification authority, the 
agency and office of classification authority, declassification 
instructions, and a specific reason for the classification.”20

“Holders of classified information could discover that the assigned 
classification level may be inappropriate or unnecessary. These holders have 
a duty to report their findings. The NISPOM requires the reporting of such 
discovery to the ISOO.”21

“In some cases, a non OCA could produce information that they believe 
should be classified. As such, they should protect the information as if it is 
classified at the level they believe it to be. The discoverer should transfer the 
information (with the proper protection) to the agency having knowledge and 
classification authority for a determination.”22
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21 Bennett, 37

22 Bennett, 29



Facility Security Clearance
Security clearance investigations for contractors to DoD and 23 other federal 
agencies are referred to as “industrial cases”. A defense contractor is a 
business entity that has registered to bid on government contracts. A cleared 
contractor is a defense contractor that has been granted a Facility (Security) 
Clearance (FCL).23

To become a cleared contractor, a defense contractor must first obtain a 
contract from a Government agency or ‘sponsor’. The sponsoring agency will 
accept and process the contractor’s FCL application. “A contractor can bid on 
a classified contract without possessing an FCL as long as they are eligible to 
receive on [sic: one].”24

A contractor must meet five requirements to be eligible to be processed for an 
FCL:

1. Be sponsored;
2. Sign a Department of Defense Security Agreement;
3. Complete a Certificate Pertaining to Foreign Interests;
4. Provide Organization Credentials; and,
5. Identify Key Management Personnel clearances.25

Once a contractor fulfills these five requirements, the Defense Security 
Service (DSS, formerly the Defense Investigative Service until 199626) begins 
the investigation for the FCL. Contractors are advised to register with the 
Central Contractor Registration to obtain a Commercial and Government 
Entity (CAGE) code.27 These databases are managed by the General 
Services Administration (GSA). “Government agencies use CAGE codes 
codes to track and identify defense contractors.”28

An FCL relates to an organization and not a physical location or building. “The 
DSS will make an initial determination of a contractor’s ability to protect 
classified information”. If the DSS denies the FCL, the contractor will not 
receive the contract.

A granted FCL is valid for the lifecycle of the classified contract. After the DSS 
grants the FCL, the DSS will also assess and review the FCL at intervals. “If 
the cleared contractor is found not in compliance with the NISPOM, DSS will 
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23 cite needed

24 Bennett, 59-60

25 Bennett, 60

26 Henderson, Security Clearance, xiii FN10

27 Bennett, 61 see: https://www.sam.gov/portal/public/SAM/

28 Bennett, 61



notify the GCA [Government Contracting Activity] or prime contractor in a 
written report.”29

Personnel Security Clearance 
Every defense contractor who receives an FCL must process Personnel 
(Security) Clearance (PCL) applications. Also, every contractor who has an 
FCL must appoint a Facility Security Officer (FSO). The FSO is responsible for 
security awareness training and overall supervision of methods to prevent 
unauthorized disclosure of Government secrets.30 “The only requirement is 
that the FSO be a US citizen and has a security clearance at at [sic] least the 
same level as the facility clearance.”31

The DSS provides mandatory training for the FSO. “The FSO is going to make 
or break the cleared contractor’s security clearance eligibility.”32 The FSO 
must ensure compliance among the defense contractor’s team by gently 
balancing cooperation and vigilance. The FSO should be the type of person 
who can conduct a friendly patrol of the facility while casually, but effectively 
checking up on the cleared individuals without appearing to be heavy handed 
or dictatorial.

The FSO’s primary duty is to guard data, but the FSO must also be an able 
business person who properly prioritizes the contractors obligations and 
business goals. If the contractor is not financially viable, the contractor cannot 
adequately guard secrets, nor continue to provide the Government with the 
products and services required.33 Business is booming in the defense 
contractor industry. U.S. Military activities in Iraq and Afghanistan are largely 
credited with this business boom. Experts advise that now is an excellent time 
to enter the defense contractor business.34

Need To Know

Before employees access classification they must:
1. Possess a security clearance;
2. Have a need to know; and,
3. Sign a Classified Information Non Disclosure Agreement (SF312).35
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29 Bennet, 63-65

30 Bennett, 19-20

31 Bennett,43

32 Bennett, 22

33 Bennett, 45-47

34 Henderson, cite needed

35 Bennett, 40



Just as essential as any security clearance, an individual’s need to know will 
determine whether access to classified data should be permitted or not. For 
instance, although two individuals might have the same Top Secret security 
clearance, both individuals will not be permitted access to the same data if 
they do not each have a need to know. The first individual with access to 
classified data must take care to prevent the second individual, with no need 
to know, from accessing that classified data as if the second individual did not 
have a security clearance to access the data.

One method for keeping secret information secret is a method referred to as 
the Clean Desk Policy. This policy requires employees to completely clear 
their desk of any documents before removing classified material from 
safekeeping. While reviewing such classified materials at their desks, 
employees should have no other documents on their desks. Consequently, if 
another employee came to the employee’s office door, and that employee did 
not have the need to know and the proper security clearance, the employee at 
her desk would know exactly what materials need to be covered up or 
removed from the desk because the only documents on the desk would be the 
classified material. A regular walk about the facility by the FSO at various 
times of day could involve checking to see if cleared personnel were properly 
practicing the Clean Desk Policy.36

Also, the FSO must check that secret data has been properly stored at the 
end of the day, or when left unattended. “TOP SECRET material shall be 
stored in a GSA-approved container, an approved vault, or an approved 
closed area with supplemental controls.”37 Supplemental Controls refers to an 
Intrusion Detection System (IDS).38 An entire section of the NISPOM is 
dedicated to explaining permissible IDSs.39 Construction requirements for a 
“closed area” are detailed in Section 8 of Chapter 5: Safeguarding Classified 
Information.

“SECRET material shall be stored in a GSA-approved container, an approved 
vault, or closed area. Supplemental controls are required for storage in closed 
areas.”40 “CONFIDENTIAL material shall be stored in the same manner as 
TOP SECRET or SECRET material except that no supplemental protection is 
required.”41
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36 cite needed

37 Department of Defense, Chapter 5 Safeguarding Classified Information, Section 3 Storage 
and Storage Equipment 5-302

38 Ibid. 5-307

39 Department of Defense, Chapter 5 Safeguarding Classified Information, Section 9 Intrusion 
Detection Systems

40 Department of Defense, 5-303

41 Department of Defense, 5-304



Copy machines, scanners and other reproduction equipment should be 
designated for classified information reproduction. Only such designated 
equipment should be used. Appropriate equipment should be clearly labeled 
with signs indicating the classified production level for which the machine is 
approved, i.e. Top Secret, Secret or Confidential. The FSO should be able to 
control and audit who has access to each machine. Also, the FSO should 
assign document numbers to track the number of copies made.42

Vetting

The Office of Personnel Management (OPM) is the primary authority for 
vetting PCLs. None of the Government agencies are required to use the OPM 
to vet PCLs, but almost all PCLs are vetted through the OPM.43 The OPM has 
the most thorough network of field offices, and specialized investigators and 
other employees practiced with vetting PCLs.

In the several years after 2005, the OPM nearly doubled the number of field 
investigators. This resulted in the eradication of a substantial backlog of 
pending investigations, and a significant reduction in the investigative time for 
each PCL. The increase in the number of investigators was possible because 
the OPM charges the other organs of Government for the investigations.44 For 
the most expensive of these, the Single Scope Background Investigation 
(SSBI), the OPM charges about $3,550, or $3,900 for priority handling for 
each investigation.45

The Joint Personnel Adjudication System (JPAS) is managed by the DSS and 
is used to request investigations. The DSS has gone on record as saying the 
JPAS is in critical condition, and further attempts to fix or upgrade the system 
could “. . . kill the system.” A successor to the JPAS could take years to 
prepare. Because the Government has done such a poor job of administering 
the system, PCL applicants are advised to take steps to facilitate the 
investigative procedure by providing investigators with the precise information 
they are seeking in the proper format.46

INITIAL INVESTIGATIONS

Once the OPM receives a request for investigation, the investigation is 
opened and assigned a case number. The case is scoped to one of four 
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43 cite needed

44 William H. Henderson, Security Clearance Manual: How to Reduce the Time It Takes to Get 
Your Government Clearance (Pacific Grove, California: Last Post Publishing, 2007), 149

45 Henderson, Security Clearance, xiii-xiv

46 Henderson, Security Clearance 149



investigative standards.47 The first two investigative standards are initial 
investigations: the National Agency Check with Local Agency Check and 
Credit Check (NACLC) and the SSBI . The second two standards are 
reinvestigations of previously cleared personnel. The second two standards 
are discussed below under the heading Reinvestigations.

The two initial investigative standards and their components are:
A. National Agency Check with Local Agency Check and Credit 

Check;
1. Completion of Forms: SF-86 with releases and supporting 

documentation48

2. National Agency Check: “a check of the files of a number of 
government agencies for pertinent facts bearing on the loyalty and 
trustworthiness of the individual.”49

3. Financial Review: credit bureau checks and verification of financial 
status for past 7 years

4. Birth: corroboration of date and place, documentation verification
5. Local Agency Checks: with law enforcement agencies in 

jurisdictions subject has lived, worked or attended school for more 
than 6 months during the past 5 years and agency responsible for 
arrests, if any

6. Expanding for Issues: if necessary
B. Single Scope Background Investigation;

1. Completion of Forms: same as NACLC
2. Scope:

a) 10 years
b) If under 28 years old, back to the 18th birthday, or 2 years, 

whichever is longer
3. National Agency Check: same as NACLC
4. National Agency Check for Spouse or Cohabitant (if applicable): 

same as subject’s, but without fingerprint cards
5. Birth: same as NACLC
6. Citizenship: verification for subject & immediate family members
7. Education: corroboration of most recent or significant, with 

interviews of sources, 2 for each venue
8. Employment: corroboration and interviews with supervisors and 

coworkers
9. References: 4 for the last 7 years
10.Former Spouse: interview spouse divorced in last 10 years, if any
11.Neighborhoods: confirmation of residences, interview neighbors, 2 

for each venue for last 3 years
12.Financial Review: same as NACLC
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47 Henderson, Security Clearance 31

48 U.S. Office of Personnel Management Standard Form 86: Questionnaire for National 
Security Positions http://www.opm.gov/forms/pdf_fill/sf86.pdf (22 Jan 2013)

49 Integrated Publishing’s Archive Service: Naval Aviation http://navyaviation.tpub.com/14243/
css/14243_219.htm (22 Jan 2013)



13.Local Agency Checks: same as NACLC, except 10 years
14.Public Records: verification of divorces, bankruptcies, criminal & 

civil court actions
15.Subject Interview: conducted by trained security, investigative, or 

counterintelligence personnel, take sworn statements when 
appropriate

16.Polygraph: only agencies with approved personnel security 
polygraph programs: see explanation below

17.Expanding the Investigation: same as NACLC 50

The OPM must follow minimum guidelines as explained in the NISPOM. 
However, except for a polygraph, the OPM may exceed those guidelines if the 
OPM wishes to more thoroughly investigate an applicant. Unless an applicant 
provides written consent, a polygraph may be used for employment screening 
for only certain Government agencies. The organizations that are permitted to 
use the polygraph for employment screening without the applicant’s written 
consent are:

• Central Intelligence Agency
• Defense Intelligence Agency
• Drug Enforcement Agency
• Federal Bureau of Investigation
• National Security Agency
• National Reconnaissance Office

Senior officials from agencies that use the polygraph find the polygraph useful 
because the test and the threat of the test generate admissions before, during 
and after the test. Also, the polygraph deters some potential applicants, and 
saves money by eliminating the need for more expensive investigative 
procedures.51

GUIDELINES

EO 12968 authorized 12 federal guidelines for PCLs. The Director of National 
Intelligence (DNI), Intelligence Community Policy Guidance (ICPG) Number 
704.2 “Personnel Security Adjudicative Guidelines for Determining Eligibility 
for Access to Sensitive Compartmented Information and Other Controlled 
Access Program Information,” 2 October 2008 added one more: Foreign 
Preference. The guidelines, followed by “The Concern” listed in ICPG No. 
704.2, are:

1. Allegiance to the United States;
An individual must be of unquestioned allegiance to the United 
States. The willingness to safeguard classified information is in 
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doubt if there is any reason to suspect an individual's allegiance to 
the United States.

2. Foreign Influence;
Foreign contacts and interests may be a security concern if the 
individual has divided loyalties or foreign financial interests, may 
be manipulated or induced to help a foreign person, group, 
organization, or government in a way that is not in U.S. interests, 
or is vulnerable to pressure or coercion by any foreign interest. 
Adjudication under this Guideline can and should consider !he 
identity of the foreign country in which the foreign contact or 
financial interest is located, including, but not limited to, such 
considerations as whether the foreign country is known to target 
U.S. citizens to obtain protected information and/or is associated 
with a risk of terrorism.

3. Foreign Preference;
When an individual acts in such a way as to establish a preference 
for a foreign country over the United States, he or she may provide 
information or make decisions that are harmful to the interests of 
the United States. The principal goal of the Foreign Preference 
assessment is to determine the risk based on foreign associations 
that information may be compromised if access is approved; it is 
not a measurement of how loyal a subject is to the United States. 
Therefore, a finding that there is a preference must be established 
by adequate evidence of heightened risks related to national 
security.
Furthermore, the fact that a U.S. citizen is or has become a citizen 
of another country does not establish a preference for a foreign 
country. Being a U.S. citizen and a citizen of another country is not 
prohibited or disqualifying absent a showing of heightened risks 
related to national security. The same is true for the exercise of 
any right, privilege or obligation of foreign citizenship or action to 
acquire or obtain recognition of a foreign citizenship by a U.S. 
citizen. 

4. Sexual Behavior;
Sexual behavior thaI involves a criminal offense, indicates a 
personality or emotional disorder, reflects lack of judgment or 
discretion, or which may subject the individual to undue influence 
or coercion, exploitation, or duress can raise questions about an 
individual's reliability, trustworthiness and ability to protect 
classified information. No adverse inference concerning the 
standards in this Guideline may be raised solely on the basis of 
the sexual orientation of the individual.

5. Personal Conduct;
Conduct involving questionable judgment, lack of candor, 
dishonesty, or unwillingness to comply with rules and regulations 
can raise questions about an individual's reliability, trustworthiness 
and ability to protect classified information. Of special interest is 
any failure to provide truthful and candid answers during the 
security clearance process or any other failure to cooperate with 
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the security clearance process. The following will normally result in 
an unfavorable clearance action or administrative termination of 
further processing for clearance eligibility.

a. Refusal, or failure without reasonable cause, to undergo or 
cooperate with security processing, including but not limited 
to meeting with a security investigator for subject interview, 
completing security forms or releases, and cooperation with 
medical or psychological evaluation;

b. Refusal to provide full, frank and truthful answers to lawful 
questions of investigators, security officials, or other official 
representatives in connection with a personnel security or 
trustworthiness determination.

6. Financial Considerations;
Failure or inability to live within one's means, satisfy debts, and 
meet financial obligations may indicate poor self-control, lack of 
judgment, or unwillingness to abide by rules and regulations, all of 
which can raise questions about an individual's reliability, 
trustworthiness and ability to protect classified information. An 
individual who is financially overextended is at risk of having to 
engage in illegal acts to generate funds. Compulsive gambling is a 
concern as it may lead to financial crimes including espionage. 
Affluence that cannot be explained by known sources of income is 
also a security concern. It may indicate proceeds from financially 
profitable criminal acts.

7. Alcohol Consumption;
Excessive alcohol consumption often leads to the exercise of 
questionable judgment or the failure to control impulses, and can 
raise questions about an individual's reliability and trustworthiness.

8. Drug Involvement;
Use of an illegal drug or misuse of a prescription drug could raise 
questions about an individual's reliability and trustworthiness, both 
because it may impair judgment and because it raises questions 
about a person's ability or willingness to comply with laws, rules, 
and regulations.

9. Psychological Conditions;
Certain emotional, mental, and personality conditions can impair 
judgment, reliability, or trustworthiness. A formal diagnosis of a 
disorder is not required for there to be a concern under this 
guideline. A duly qualified mental health professional (e.g., clinical 
psychologist or psychiatrist) employed by, or acceptable to and 
approved by the U.S. Government, should be consulted when 
evaluating potentially disqualifying and mitigating information 
under this guideline. No negative inference concerning the 
standards in this Guideline may be raised solely on the basis of 
seeking mental health counseling.

10.Criminal Conduct;
Criminal activity creates doubt about a person's judgment, 
reliability, and trustworthiness. By its very nature, it calls into 
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question a person's ability or willingness to comply with laws, rules 
and regulations.

11.Handling Protected Information;
Deliberate or negligent failure to comply with rules and regulations 
for protecting classified or other sensitive information raises doubt 
about an individual's trustworthiness, judgment, reliability, or 
willingness and ability to safeguard such information, and is a 
serious security concern.

12.Outside Activities; and,
Involvement in certain types of outside employment or activities is 
of security concern if it poses a conflict of interest with an 
individual's security responsibilities and could create an increased 
risk of unauthorized disclosure of classified information.

13.Use of Information Technology Services.
Noncompliance with rules, procedures, guidelines or regulations 
pertaining to information technology systems may raise security 
concerns about an individual's reliability and trustworthiness, 
calling into question the willingness or ability to properly protect 
sensitive systems, networks, and information. Information 
Technology Systems include all related computer hardware, 
software, firmware, and data used for the communication, 
transmission. processing, manipulation, storage, or protection of 
information.52

ADJUDICATION

Once the case analyst at OPM Headquarters is satisfied the investigative 
phase has been adequately completed, the PCL application is sent to the 
Central Adjudication Facility (CAF) of the agency that requested the OPM to 
conduct the PCL investigation. There are numerous CAFs, and each CAF 
decides whether to grant, deny, continue, or revoke security clearances.53

Both the investigative and adjudicative processes focus on the “whole-person 
concept”. The investigator and adjudicators are to take into account the totality 
of the person. The PCL guidelines listed above are not to be used as a 
checklist. Rather, adjudicators are to consider available, reliable information 
about the person’s past and present, both favorable and unfavorable to obtain 
an ‘overall common sense’ clearance eligibility determination.54

Unlike a criminal proceeding where the defendant receives the benefit of the 
doubt, in the case of national security any doubt about whether a clearance is 
to be issued or not is to be resolved in favor of national security, i.e. reject the 
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PCL application.55 Also, there is no Constitutional Fifth Amendment right 
preventing self-incrimination. Refusal to answer a question is grounds for 
denial of the PCL application,56 as indicated in 5. Personal Conduct b.

“There are over 1,000,000 cleared personnel under the NISP.”57 An additional 
2.2 million people hold other Federal government security clearances. Almost 
2.5 million of the total 3.2 million security clearances are affiliated with the 
DoD. For fiscal 2006, the OPM received about 713,000 requests for security 
clearance investigations, and about one million requests for other government 
background investigations, and the OPM anticipated that number to 
increase.58

The Defense Industrial Security Clearance Office (DISCO) processes about 
150,000 industrial cases. DISCO favorably adjudicates about 95% of these 
cases, but this percentage is misleading since many of the PCL applicants 
who will not be approved drop out, or the FCL revokes the offer of 
employment. If DISCO cannot find favorably, the case is referred to the 
Defense Office of Hearings and Appeals (DOHA).59 A sampling of DOHA 
security clearance cases shows the overwhelming preponderance, about 
50%, of cases concern 6. Financial Considerations. A close second was 5. 
Personal Conduct, but the Personal Conduct category is broadly applied, and 
almost always appears in conjunction with falsification or irresponsibility 
related to another of the guidelines.60

For example, the case summary from November 1999 for one applicant 
denied for 6. Financial Considerations reads: “Applicant's history of excessive 
indebtedness following a Chapter 7 bankruptcy in 1991, has not been 
mitigated by sufficient evidence of reform and rehabilitation. Clearance is 
denied.”61

Another example, this one from January 2013, found: “Applicant’s statement 
of reasons (SOR) alleges 11 delinquent debts, totaling $57,932. He placed six 
SOR debts into a debt consolidation plan (DCP). He did not timely file his 
federal tax returns for 2005 to 2010, and he owes the Internal Revenue 
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Service (IRS) about $31,000. He also owes a 2009 state tax debt of $2,072. 
Financial considerations are not mitigated. Eligibility for access to classified 
information is denied.”62

William H. Henderson, a retired federal investigator who worked as a field 
agent and supervisor for the DSS, has written extensively on the PCL 
methods and process. Henderson’s writings give detailed techniques for 
potential applicants to follow to increase the likelihood of having their PCL 
approved. Many of these techniques are common sense, such as tell the truth,   
volunteer mitigating information, or ask the interviewer for a business card. 
Additionally, Henderson provides insight into how and when an applicant can 
mitigate adverse data, or how to gently steer an interviewer off prohibited 
inquiries. Also, during the interview he recommends: “If the investigator fails to 
ask you about any unfavorable information listed on your clearance 
application form, mention the information yourself.63

Henderson’s Security Clearance Manual: How to Reduce the Time It Takes to 
Get Your Government Clearance provides fascinating examples of adjudicated 
cases. For instance, in one case involving PCL guidelines 4. Sexual Behavior 
and 5. Personal Conduct, an applicant had been terminated as a corrections 
officer because he violated sexual harassment policy. He again fell afoul of 
sexual harassment issues causing him to resign as chief security officer 
aboard a cruise ship. However, he was granted a PCL to work as a security 
officer for a defense contractor because he had mitigated his past behavior by  
informing his wife of his past.64

Another example involved a retired US Army Colonel with 26 years active 
duty, and guidelines 13. Use of Information Technology Services and 5. 
Personal Conduct. The Colonel accessed pornographic websites on his 
government computer for two years, even after having been cautioned. The 
Colonel then lied about the misuse. This demonstrated that he lacked “the 
judgment, reliability, and trustworthiness required of those with access to 
classified information.” His clearance was denied.65

Foreign Factors

Only American companies are eligible to apply for an FCL, and all FCLs are in 
the United States.66 With the exception of a Limited Access Authorization 
(LAA), only American citizens may apply for a PCL. An LAA is granted “to non-
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U.S. citizens for access to classified national security information where the 
non-U.S. citizen possess unique or unusual skill or expertise that is urgently 
needed to support a specific government project involving access to specified 
classified information and a clearable U.S. Citizen is not readily available.”

Both the FCL and PCL application processes place considerable emphasis on 
monitoring or prohibiting Foreign Ownership, Control or Influence (FOCI). 
FOCI is the term usually applied to the FCL process. The PCL equivalent is 
guideline B. Foreign Influence. The NISPOM dedicates an entire section to 
FOCI.67 

“A U.S. company is considered under FOCI whenever a 
foreign interest has the power, direct or indirect, whether or 
not exercised, and whether or not exercisable through the 
ownership of the U.S. company's securities, by contractual 
arrangements or other means, to direct or decide matters 
affecting the management or operations of that company in a 
manner which may result in unauthorized access to classified 
information or may adversely affect the performance of 
classified contracts.”68

“A U.S. company determined to be under FOCI is ineligible for an FCL unless 
and until security measures have been put in place to negate or mitigate 
FOCI.”69

The PCL Foreign Preference adjudicative guideline reads in part:

Conditions that could raise a security concern and may be 
disqualifying include:

1. the exercise of dual citizenship
2. possession and/or use of a foreign passport
3. military service or willingness to bear arms for a 
foreign country

Conditions that could mitigate security concerns include: 
None.70

The ruling of the Administrative Judge is often dependent on what the 
applicant is willing to do, even though the applicant is not usually required to 
prove their willingness. For example, clearance was granted because one 
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applicant was willing to renounce his foreign citizenship,71 while in another 
case a dual nationality PCL applicant was denied a PCL because he was 
willing to serve in the foreign military if required.72 In the former case, the 
applicant was not required to renounce his other citizenship, and in the latter, 
the applicant did not actually serve in the other nation’s military, but both were 
still held accountable simply based on their state of mind.

Some of the Foreign Influence and Foreign Preference guidelines seem a bit 
picayune. For example, voting in foreign elections raises security concerns. 
Another, “Failure to use a U.S. Passport while entering or exiting the United 
States.”73 may arguably be justified by the need to effectively track PCL 
holders when entering and leaving the United States.

If a PCL holder were alternating between dual nationality passports, such 
tracking would be more difficult. Moreover, all U.S. dual nationals are required 
to use their U.S. passport when entering or leaving the U.S. However, “Use of 
the foreign passport does not endanger U.S. citizenship.”74

Appeals & Cross Appeals

Denied PCL applicants have the right to appeal. Military and civilian DoD 
applicants can submit a written appeal to the CAF’s Personnel Security Appeal 
Board (PSAB), or request a personal appearance before a DOHA 
Administrative Judge. At least one member of a PSAB must be an attorney. 
PSAB decisions are final.

Applicants may appear with an attorney and submit supporting 
documentation. The Administrative Judge will issue a security clearance 
decision. That decision may be further appealed or cross-appealed in writing 
to the DOHA Appeal Board. A sampling of the defense contractor PCL 
decisions with the applicant’s identifying information redacted are available 
online.75

The Appeal Board may affirm, remand, or reverse the decision of the 
Administrative Judge. The Appeal Board’s decision is in writing and is usually 
final, unless there were procedural errors. There are also provisions for the 
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applicant to appeal for lost earnings due to an initial PCL denial or 
revocation.76

Reinvestigations

PCL holders must be periodically reinvestigated to maintain their clearances.  
“The intervals for Periodic Reinvestigations (PR) are:

Confidential Clearance - 15 years
Secret & “L” Clearance - 10 years
Top Secret & Q Clearance -5 years.”77

As explained above, there are four investigative standards, two initial and two 
re-investigative. The two initial investigative standards were explained under 
the heading INITIAL INVESTIGATIONS.

Reinvestigations are either Single Scope Background Investigation - Periodic 
Reinvestigations (SSBI-PR) or Phased Periodic Reinvestigation (PPR). The 
two re-investigative standards and there components are:

C. Single Scope Background Investigation - Periodic 
Reinvestigations;
1. Completion of Forms: same as NACLC
2. National Agency Check: same as NACLC, but fingerprints only if no 

prior FBI fingerprint check
3. National Agency Check for Spouse or Cohabitant (if applicable): 

same as SSBI only if no prior check
4. Employment: verification of all for period of reinvestigation
5. References: two interviews of references for period of 

reinvestigation
6. Neighborhoods: two interviews of neighbors for period of 

reinvestigation
7. Financial Review

a) Financial Status: same as NACLC, but for period of 
reinvestigation

b) Check of Treasury’s Financial Database: search automated 
databases for currency or monetary instruments, transactions or 
transportation and transactions under $10,000

8. Local Agency Checks: same as NACLC, but for period of 
reinvestigation

9. Former Spouse: if divorce took place during period of 
reinvestigation

10.Public Records: same as SSBI, but for period of reinvestigation
11.Subject Interview: same as SSBI
12.Expanding the Reinvestigation; same as NACLC or,
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D. Phased Periodic Reinvestigation: depending on if issues are found in 
one of the other three investigative standards78

PCLs “do not expire, even if the subject is overdue for a periodic 
reinvestigation.79

There are a number of certifications offered by non governmental sources that 
cleared personnel may obtain. Obtaining such certifications demonstrates to 
management “commitment to the profession, investment in the enterprise, and 
a high level of experience and knowledge.” The certification process and 
examinations evidence a PCL holder’s dedication. Contractors that reimburse 
employees for fees and training encourage a culture of improvement and 
security.

The Industrial Security Professional (ISP) Certification is sponsored by the 
Society of Industrial Security Professionals (NCMS).80 The American Society 
of Industrial Security (ASIS) International issues three certifications for 
differing needs in the security industry: Certified Protection Professional 
(CPP), Certified Professional Investigator (CPI), and Physical Security 
Professional (PSP).81 An Operations Security (OPSEC) certification is 
available from the OPSEC Professionals Society (OPS). The OPS offers two 
levels: an advanced OPSEC Certified Professional (OCP) certification, and a 
lesser: OPSEC Associate Professional (OAP) certification.82

Ongoing issues, problems, debates
The American security clearance system is an ever evolving effort. Attempts at 
streamlining are inevitably met with new and different security priorities 
necessitating new regulations and requirements. Hence, the continuous 
stream of new EOs. Also, as the American military industrial complex grows, 
the need for more PCLs and FCLs increases. However, the ultimate efficacy 
of the security clearance system is difficult to gauge.

Certainly there have been fewer recent high profile cases such as the John 
Anthony Walker spy ring, but that may be due to the fall of the Iron Curtain. 
Pointedly, Walker’s spying was not uncovered due to a PR or good security 
clearance practices. Rather, he was revealed as a spy only when his former 
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spouse reported his spying because Walker refused to pay her alimony.83 
Moreover, the recent WikiLeaks84 scandal suggests that the NISP and 
American security classification efforts face new challenges. Meeting these 
challenges will require ongoing improvements, which will be accompanied by 
the usual efforts at cost efficiencies.

In 2010, the U.S. waged a well publicized cyber security attack on Iran using 
Stuxnet malware.85 The Flame virus, identified by Russian and Hungarian 
experts, was also a U.S. creation.86 Just as with the U.S./U.S.S.R 
conventional and nuclear arms races, cyber security promises to provide the 
same sort of downward spiral of unnecessary competition. There appears to 
be no way to evade the vicious cycle of militarism, whether that be in 
conventional, nuclear or cyber weapons.

As with past arms races, Chicken Little calls for action by the American 
military industrial complex create a funding vacuum which American defense 
contractors rush into with offensive weapons. The American offensive 
weapons cause a defensive response from well worn foreign ‘bogeymen’ such 
as China, North Korea or Iran. The defensive response of foreign militaries 
inevitably includes an offensive component. The foreign reaction provides U.S. 
military and private contractors an opportunity to replace previously imaginary 
fears with a factual basis for escalating American funding of defensive and 
offensive cyber weapons.

This cycle has been going on for thousands, perhaps tens of thousands of 
years, not just in America, but where ever people in power wish to amass 
more power. If Japan wishes to minimize spending on security clearances and 
cyber warfare while maximizing cyber security, Japan should openly renounce 
cyber warfare, promise not to wage cyber attacks, enter into verifiable 
bilateral, if not multilateral treaties rejecting cyber warfare, and then make 
good on the promises. By doing so, Japan could eliminate offensive, and 
reduce defensive cyber security expenses.

This is not to argue that Japan does not require security clearance systems, 
and defensive measures. Just as one locks the door when one leaves home, 
or one does not leave the keys in a parked car, there are measures that any 
nation should take to protect government data and IT systems. However, the 
best measures to take may be to simply improve the measures in place.
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The Japanese have proved the value of simply improving conventional 
technology, and thoroughly applying basic protocols with the Shinkansen. In 
the same token, if the Japanese government simply implemented present 
protocols more throughly, the Japanese people may find substantial cost 
savings and increased security without spiraling into a new cyber arms race. 
By taking a distinctly defensive posture, with no funding of offensive 
measures, Japan’s security clearance system, cyber security and defense 
spending can be significantly reduced compared to Americas.
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Acronyms
ASIS	
 American Society of Industrial Security

CAF	
 Central Adjudication Facility
CAGE 	
 Commercial and Government Entity
CIA	
 Central Intelligence Agency 
CNWDI 	
 Critical Nuclear Weapons Design Information
COSMIC	
 Control of Secret Material in an International Command
CPI	
 Certified Professional Investigator
CPP	
 Certified Protection Professional
CSA	
 Cognizant Security Agency

DCP	
 Debt Consolidation Plan
DISCO	
 Defense Industrial Security Clearance Office
DNI	
 Director of National Intelligence
DoD	
 Department of Defense
DoE	
 Department of Energy
DOHA	
 Defense Office of Hearings and Appeals: http://www.dod.mil/
	
 dodgc/doha/
DSS	
 Defense Security Service

EO	
 Executive Order

FBI	
 Federal Bureau of Investigation
FCL	
 Facility (Security) Clearance
FOCI	
 Foreign Ownership, Control or Influence
FRD	
 Formerly Restricted Data
FSO	
 Facility Security Officer

GAO	
 Government Accountability Office
GCA	
 Government Contracting Activity
GSA	
 General Services Administration

ICPG	
 Intelligence Community Policy Guidance 
IDS	
 Intrusion Detection System
IRS	
 Internal Revenue Service
ISOO	
 Information Security Oversight Office
ISP	
 Industrial Security Professional Certification

JPAS 	
 Joint Personnel Adjudication System

LAA	
 Limited Access Authorization

NACLC	
 National Agency Check with Local Agency Check and Credit 
Check
NATO	
 North Atlantic Treaty Organization
NCMS	
 Society of Industrial Security Professionals
NISP	
 National Industrial Security Program
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NISPOM	
 National Industrial Security Program Operating Manual
NRC	
 Nuclear Regulatory Commission

OAP	
 OPSEC Associate Professional certification
OCA	
 Original Classifying Authority
OCP	
 OPSEC Certified Professional certification
OPM	
 Office of Personnel Management
OPS	
 OPSEC Professionals Society
OPSEC	
 Operations Security

PCL	
 Personnel (Security) Clearance
PPR	
 Phased Periodic Reinvestigation
PR	
 Periodic Reinvestigation
PSAB	
 Personnel Security Appeal Board
PSP	
 Physical Security Professional

RD	
 Restricted Data

SOR	
 Statement of Reasons
SSBI-PR	
 Single Scope Background Investigation - Periodic Reinvestigations
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