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Bitdefender.

Clarificare Termeni

1. Antivirus — Termen mai vechi, care acum se poate confunda usor cu Antimalware. Tine mai mult
de semantica. Strict vorbind este vorba despre oprirea unui cod malitios care se poate replica
singur mai departe.

2. Antimalware — Termen umbrela care acopera in ziua de astazi atat Antivirus céat si alte familii de
software malitios, ca Trojan, Spyware, Worms, Ransomware, Adware etc. Toti virusii sunt
Malware, nu toate Malware sunt virusi

3. Endpoint Prevention and Protection — Acopera atat domeniul Antimalware cat si o gama mai
larga de functionalitati privind management-ul centralizat al dispozitivelor, metodologii de
preventie si intarire si optiuni de raportare si supraveghere sporite.
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Si despre care vorbim astazi
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Consumer vs Enterprise

1. Consumer — ofera protectie de baza pentru un singur dispozitiv, oferind solutii de baza
antimalware, antispam si un firewall personal. Desi simplu, nu este configurabil, nu poate fi
supravegheat sau controlat si nu ofera acelasi nivel de protectie ca o solutie Enterprise

2. Enterprise:

1. Este o solutie pentru firme!

Control si vizibilitate centralizate

Optiuni de protectie si detectie INTRE dispozitivele protejate
Optiuni de raportare regulata

Remote management

Permisiuni restranse pentru utilizatori
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Plan pentru rezilienta cibernetica
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Mal simplu si mai
eficient — intrebari
frecvente

Pe care le primesc eu
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Intrebari frecvente
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Trebuie sa fac Politehnica pentru a lucra cu EPP? Nu.

Trebuie sa am un server sau sa fac retelistica pentru EPP? Nu
Chiar trebuie sa intru in GravityZone? Da

Dar cat de des? Cam o data pe saptamana

Dar chiar nu se poate pe mail? Ba se poate

Si ce primesc pe mail? Atat alerte cat si rapoarte

Internal Use Only
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Profiluri configurare

Bitdefender Masterclass

Reguli de atribuire
Participati gratuit la cursurile noastre recurente din seria Masterclass!

(®] Rapoarte

Obtineti acces la instructori si webinare tehnice live, pe care le puteti

parcurge in propriul dvs. ritm, care va vor ajuta sa deveniti un expert in
produsele si solutiile Bitdefender. Fiecare curs online este predat de
experti in securitate cibernetica din cadrul Bitdefender si include

sesiuni de intrebari si raspunsuri.

ACCESATI CURSURILE
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Bitdefender $ ' ' Threats Xplorer
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Bitdefender’ Masterclass

= Din iunie 2022

= Seminarii web online gratuit, in direct, despre produsele si solutiile
Bitdefender, ajutand partenerii si clientii sa-si securizeze mai bine
organizatiile

= Furnizat de profesionisti experti in securitate cibernetica Bitdefender
= Mai multe limbi / Mai multe regiuni

= Intrebari si raspunsuri dedicate in timp real

= Pentru public tehnic in principal

= Publicul de vanzari pentru anumite tipuri de sesiuni
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Bitdefender. Masterclass

Product Best Practices Use Cases Troubleshooting What’s New & MSPs dedicated
Onboarding Roadmap sessions
GravityZone New topics New topics New topics 1 sessionin H2 Product Onboarding
Onboarding (quarterly) (quarterly) (quarterly) (quarterly)

(monthly)

MDR Onboarding
(monthly)
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Regiuni acoperite / Limbi pentru livrare

= NORTH AMERICA & CANADA / APAC — sesiuni livrate in Engleza Since June 2022

= EMEA & APAC — sesiuni livrate Tn Engleza Since June 2022

= DACH (GERMANY / AUSTRIA / SWITZERLAND) — sesiuni livrate in Germana Since June 2022

= SPAIN — sesiuni livrate in Spaniola Since October 2022
= |TALY — sesiuni livrate in Italiana Since October 2022
= FRANCE & French speaking countries — sesiuni livrate in Franceza Since October 2022
= LATAM — sesiuni livrate in Spaniola Since February 2023
= ROMANIA & MOLDOVA - sesiuni livrate in Romana Since May 2024
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| | BESTPRACTICES USE CASES

June 2022

July 2022
August 2022
September 2022

October 2022
November 2022
December 2022
February 2023
March 2023
April 2023

May 2023

June 2023
September 2023

October 2023

November 2023

February 2024
March 2024

April 2024
May 2024

June 2024

September 2024

November 2024

Policy Configuration
BEST Package Installation & Configuration
Scan Exclusions

Securing any email providers with multi-layered, cloud-based email security

Bitdefender Antimalware Technologies

Investigating EDR & XDR Incidents

Securing ICAP compatible storage systems with Bitdefender Storage Security
GravityZone Patch Management

Dynamic Policy Assignment

Investigating EDR & XDR Incidents

GravityZone Console Dashboard, Reporting and Notifications

Managing GravityZone Network views

Policy configuration & dynamic assignment

Understanding configuration profiles and scan exclusions
XPSs - BEST Package Deployment & Configuration - AWS EC2

Reducing the attack surface with Endpoint Risk Analytics

Optimizing Security with Recommended Policy Configurations

Unlocking Enhanced Security - Exploring Bitdefender’s New Firewall Module for Windows
Servers

Configuring Mobile Threat Defense Policies
Defending the Inbox - A Deep Dive into Bitdefender Email Security

Efficient Endpoint Management - Mastering Tags in Bitdefender GravityZone

Mastering Policies: Inheritance and Assignation Demystified

Tackling Threats: Effective Incident Management and Investigation

Bitdefender GravityZone XDR
Container Security
Ransomware Mitigation

Update operating systems and software applications with Bitdefender GravityZone
Patch Management

BEST Client Administration for Linux and Mac Systems
Automate Workflows with Bitdefender Control Center APIs
Advanced zero-day analysis with Bitdefender Sandbox Analyzer
GravityZone Integrity Monitoring

BEST Package installation & configuration

Endpoint Risk Analytics

Highlighting unique features in GravityZone Cloud

Highlighting unique features in GravityZone On-Premises

Securing any mobile device with GravityZone Security for Mobile
XSPs - GravityZone Tasks - Overview & How-To

XDR productivity sensors configuration

XDR network & identity sensors configuration

Content Control Unleashed - Protecting Data and Productivity with Bitdefender Endpoint
Security Tools

XDR Unleashed - Mastering Threat Hunting with Bitdefender’s Historical and Live
Search Capabilities

Elevate Cloud Security with Bitdefender's CSPM+
Maximizing Mobile Security - MTD with MDM Integration vs. Standalone Solutions

Strengthening Defense - Configuring XDR Cloud Sensors for Comprehensive Threat
Detection

Navigating Licenses: Bundles, Add-ons, and Console Configuration Simplified

Policies in Action: Configuration Essentials



