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OVERVIEW 

On 12 December 2019, the Attorney-General announced that the Australian Government would conduct a review of 

the Privacy Act 1988 (Privacy Act) “to ensure privacy settings empower consumer, protect their data and best serve the 

Australian economy” (https://bit.ly/39fxEgu). 

 

Members of the public, businesses, non-profit organisations and public sector agencies were invited to make 

submission against the Privacy Act Review Issues Paper (Issues Paper) which outlines the current law and seeks 

feedback on potential issues relevant to reform. 

 

This document is Calabash Solution’s submission against the Issues Paper, with particular focus on the following areas: 

• Objectives of the Privacy Act 

• Definition of personal information 

• Small business exemption 

• Political party eexemption 

• Journalism exemption 

• Notice of Collection of personal information 

• Consent to collection and use and disclosure of personal information 

• Control and security of personal information 

• Overseas data flows and third-party certification 

• Enforcement powers under the Privacy Act and role of the OAIC 

• Direct right of action 

• Notifiable Data Breaches scheme – impact and effectiveness 

 

Calabash Solutions welcomes the opportunity to contribute to the review of the Privacy Act, and makes ourselves 

available for additional discussion, questions, and comments on our submission. 

 

Calabash Solutions consents to the publication of all or part of our submission responses to public fora. 

 

 

 

 

Donna-Leigh Jackson (CIPM, CIPT) Carey-Ann Jackson 

Director, Calabash Solutions Director, Calabash Solutions 

  

https://bit.ly/39fxEgu
https://www.ag.gov.au/system/files/2020-10/privacy-act-review--issues-paper-october-2020.pdf
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SUBMISSION 

 

General Review Comment 

The Issues Paper frequently uses the term “consumer” either embedded within a question or provided as preamble 

to the question. Calabash Solutions, in its submission, retains reference to the term “consumer” where it has been 

used in the Issues Paper, but notes the following: 

• The term “consumer” refers to one who uses economic goods. 

• Our preferred term is “individual” because an individual is more than the sum of her consumption or 

production of economic goods. 

• The term “consumer” implies a transactional relationship whereas the protection of privacy is a right 

afforded to all individuals, regardless of the nature of the relationship between the individual and the 

entity collecting and handling their personal information. 

 

Objectives of the Privacy Act 

1. Should the objects outlined in section 2A of the Act be changed? If so, what changes should be made and why? 

Calabash Solutions agrees with the Australian Competition and Consumer Commission’s (ACCC’s) Digital Platforms 

Inquiry final report’s (DPI report) recommendation that the objectives of the Act should place a greater emphasis 

on privacy protections for consumers, to empower them to make informed choices. 

Calabash Solutions recommends the removal from Section 2A of the Privacy Act the Object “to recognise that the 

protection of the privacy of individuals is balanced with the interests of entities in carrying out their functions or 

activities”. 

Justification for the removal is that the protection of an individual’s should take precedence over the interests of 

entities in carrying out their functions or actions. With the removal of this Object from Section 2A of the Privacy 

Act, the objectives will have greater emphasis on privacy protections for individuals, empowering them to make 

informed choices. 
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Definition of personal information 

2. What approaches should be considered to ensure the Act protects an appropriate range of technical 

information? 

3. Should the definition of personal information be updated to expressly include inferred personal information? 

4. Should there be additional protections in relation to de-identified, anonymised and pseudonymised 

information? If so, what should these be? 

Calabash Solutions believes that the definition of “personal information” should more closely align with Article 4(1) 

of the General Data Protection Regulation (European Union) (GDPR).  

By aligning to the GDPR definition, the definition of personal information is expanded to include technical data, 

such as IP addresses, device identifiers, location data, and any other online identifiers that may be used to identify 

an individual. 

The definition of personal information should further be updated to include inferred personal information, being 

information collated from a number of sources which reveals something new about an individual. The revision to 

include inferred personal information is particularly relevant in the context of assessing the risk of serious harm to 

an individual whose inferred personal information is compromised. 

• Consider the data breach where four major dating apps exposed precise locations of 10 million users. 

Inferred personal information from these apps carries risk of serious harm to these individuals, particularly 

if they live in countries like Saudi Arabia, where citizens are persecuted for their sexual orientation 

(particularly members of the LGBT+ community) and sexual activities.  

A revision and expansion of the definition of personal information would provide better privacy protections to 

individuals. 

Calabash Solutions supports the re-introduction of the Privacy Amendment (Re-identification Offence) Bill to 

impose criminal and civil penalties relating to the re-identification of de-identified information released by 

Commonwealth entities. This is relevant in scenarios which result in serious harm to individuals as a result of their 

de-identified information being re-identified. 

• See: Public Transport Victoria in breach of Privacy Act after re-identifiable data on over 15m myki cards 

released. 

 

  

https://www.zdnet.com/article/four-major-dating-apps-expose-precise-locations-of-10-million-users/
https://www.zdnet.com/article/public-transport-victoria-in-breach-of-privacy-act-after-re-identifiable-data-on-over-15m-myki-cards-released/
https://www.zdnet.com/article/public-transport-victoria-in-breach-of-privacy-act-after-re-identifiable-data-on-over-15m-myki-cards-released/
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Small business exemption 

7. Does the small business exemption in its current form strike the right balance between protecting the privacy 

rights of individuals and avoid imposing unnecessary compliance costs on small business? 

8. Is the current threshold appropriately pitched or should the definition of small business be amended? 

a. If so, should it be amended by changing the annual turnover threshold from $3 million to another amount, 

replacing the threshold with another factor such as number of employees or value of assets or should the 

definition be amended in another way? 

Calabash Solutions supports the For Your Information: Australian Privacy Law and Practice, ALRC Report 108, 2008 

(ALRC Report 108) recommendation for the removal of the small business exemption, noting that no other 

comparable jurisdiction (including the United Kingdom, New Zealand, Canada and the European Union) exempts 

small businesses from the general privacy law. 

When the small business exemption was introduced, it was intended to remove or minimise prohibitive compliance 

costs for those entities considered to pose little or no risk to the privacy of individuals. The rationale for the small 

business exemption is outdated, given the intrinsic value of personal information that has emerged in our online 

digital world. The compliance costs for small businesses, whose business models trade in the collection and 

handling of personal information, should not be a determining factor when considering the protection of personal 

information and the need for small businesses to comply with and uphold individuals’ right to privacy. 

Calabash Solution supports the Senate Legal and Constitutional References Committee (Senate Committee) 

recommendation in its report ‘The real Big Brother: Inquiry into the Privacy Act 1988’ to remove the small 

business exemption on the basis that it considered that individual’s privacy rights should be protected irrespective 

of the size of the business they were dealing with and that protecting privacy rights made commercial sense for all 

businesses. 

 

Political exemption 

16. Should political acts and practices continue to be exempted from the operation of some or all of the APPs?  

Calabash Solutions supports the ALRC Report 108 recommendation for the removal of the political exemption from 

the Privacy Act. Removing this exemption will promote public confidence in Australia’s system of representative 

democracy and encourage accountability from politicians and public servants. 
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Journalism exemption 

17. Does the journalism exemption appropriately balance freedom of the media to report on matters of public 

interest with individuals’ interests in protecting their privacy? 

18. Should the scope of organisations covered by the journalism exemption be altered? 

19. Should any acts and practices of media organisations be covered by the operation of some or all of the APPs?  

Calabash Solutions believes that, in addition to hearing from journalists, media organisations, publishers and social 

media companies, there is a need for the Government Review Panel to actively seek out the inputs of those who 

are marginalized and / or silenced by traditional mainstream media and new media organisations. Input is also 

required from those who specialise in understanding disinformation systems and incitement, via social media, to 

violence, genocide and war (e.g. https://bit.ly/3fGStm0).  

Updated definitions of terms such as journalism, media organisation, news and information are required as today’s 

information sharing systems are incredibly complex. 

Calabash Solutions encourages consideration of the following when reviewing this aspect of the Privacy Act: 

• News is no longer the exclusive preserve of mainstream media organisations, and journalists are not 

the only creators of news and information flowing into today’s complex information environment.   

• Disinformation systems are actively used by certain state, private sector and ideological entities to 

saturate and distort news and information sharing locally and globally. An MIT study (see 

https://bit.ly/369jNpT) concluded that false news spreads more pervasively than truth, and that 

human behaviour, more than automated bots, was responsible for spreading false news.   

• There is an uneven playing field surrounding the rights of privacy in the media. The gag order placed 

on journalists reporting on the trials of George Pell for child sex abuse is a reflection of a powerful, 

high-status, white man’s ability to access and pay for a legal team who could convince a judge to 

impose a gag order. In stark contrast, no privacy was afforded to three Queensland women charged 

over alleged false border declarations, all of whom are women of colour. The #LetHerSpeak campaign 

arose because survivors (and family members) were legally banned from speaking out using their real 

names in cases where the offender had been found guilty.  

• Whistleblowers play an important role in bringing misconduct to light. Certain media organisations 

have promoted claims and opinions that put a whistleblower at risk. (See for example Fox News and 

Alexander Vindman: https://nyti.ms/2V4gEl2).   

• Social media platforms, like Facebook, are fundamentally for-profit advertising businesses yet they 

have a significant influence on news and information sharing today. Citizen journalists, state actors, 

ideologues and other players rely on and use these social media platforms, especially Facebook, to 

spread fake news.  

 

 

https://bit.ly/3fGStm0
https://bit.ly/369jNpT
file:///C:/Users/Carey-Ann/AppData/Local/Temp/George%20Pell%20trial:%20journalists%20and%20publishers%20face%20court%20over%20coverage
https://www.abc.net.au/news/2020-07-30/coronavirus-queensland-three-women-charged/12508498
https://www.abc.net.au/news/2020-07-30/coronavirus-queensland-three-women-charged/12508498
https://www.abc.net.au/radionational/programs/drive/campaigners-welcome-victorian-reform-bill/12763328
https://nyti.ms/2V4gEl2
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Notice of Collection of Personal Information 

20. Does notice help people to understand and manage their personal information? 

22. What sort of requirements should be put in place to ensure that notification is accessible; can be easily 

understood; and informs an individual of all relevant uses and disclosures? 

24. What measures could be used to ensure individuals receive adequate notice without being subject to 

information overload? 

25. Would a standardised framework of notice, such as standard words or icons, be effective in assisting 

consumers to understand how entities are using their personal information? 

Collection notices and privacy policies play a key role in helping individuals manage their personal information. 

They are an important mechanism that support informed choices and risk-based decision making regarding an 

individual’s engagement with an entity that collects and handles personal information. Further, collection notices 

and privacy policies are an important tool that ensure entities are transparent about and accountable for their 

personal information collection and handling practices. 

• Consider the recent public debate on the installation of the COVIDSafe tracking app; privacy-savvy and -

inexperienced individuals alike poured over the tracking app’s privacy policy and terms and conditions 

before making a risk based decision on downloading the app. 

Calabash Solutions supports collection notices and privacy policies that are well designed, use plain English (or 

proper translations into languages relevant to a population) and promote layered, just-in-time presentation of 

information. 

To this end, Calabash Solution supports the introduction by the OAIC of a suite of templated collection notices and 

privacy policies. Each entity bound by the Privacy Act can download one or more templates and modify as 

appropriate. 

The use of privacy templates notices will allow consistency of terminology across all entities, it will eliminate 

verbose and confusing legalese that impedes transparency, and it will allows  individuals in easily locate those part 

in a collection notice or privacy policy that are more important to them (such as offshore disclosure or what 

personal information is collected). 

Calabash Solutions suggests that the OAIC consider the model used by W3C suite of tools, references and guides in 

the development of templated privacy collection notices and privacy policies. 

 

  

https://theconversation.com/covidsafe-tracking-app-reviewed-the-government-delivers-on-data-security-but-other-issues-remain-137249?
https://www.w3.org/Privacy/
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Consent to collection and use and disclosure of personal information 

26. Is consent an effective way for people to manage their personal information? 

27. What approaches should be considered to ensure that consent to the collection, use and disclosure of 

information is freely given and informed? 

28. Should individuals be required to separately consent to each purpose for which an entity collects, uses and 

discloses information? What would be the benefits or disadvantages of requiring individual consents for each 

primary purpose? 

30. What requirements should be considered to manage ‘consent fatigue’ of individuals? 

32. Should entities collecting, using and disclosing personal information be required to implement pro-privacy 

defaults for certain uses and disclosures of personal information? 

Calabash Solutions considers consent an effective way for people to manage their personal information. Like 

collection notices and the privacy policy, consent mechanisms support individuals in making informed choices 

regarding the collection and handling of their personal information by an entity. 

It is Calabash Solutions’ position that each of the following be considered regarding consent: 

1. Consent should be express and not implied. 

2. Consent should be sought in each of the following situations: 

• The collection and handling of sensitive information, including where inferred information includes 

sensitive information. 

• The collection and handling of government related identifiers. 

• In all situations where an individual’s personal information is disclosed to a third party. 

• In all situations where an individual’s personal information is disclosed offshore. 

• In all situations where personal information is used or disclosed for direct marketing purposes. 

3. Consent should be recorded. 

4. Consent should be sought more than once.  

• Consider the PageUp data breach where thousands of job seekers' details were exposed, even job 

applicants whose data was collected several years before the breach. In this scenario, if job candidates 

were asked to reconfirm their consent to the handling of their personal information, and assuming 

some candidates withdrew their consent, fewer individuals would have impacted by this data breach. 

5. Calabash Solution supports the introduction of templated consent notices to allow individuals to make 

more informed choices. 

Calabash Solutions does not agree that consent fatigue is pervasive or a sufficient condition to suspend consent 

notices. Those who reject the role of government oversight of private sector activity are using the concept of 

consent fatigue to promote the pursuit of profit at the expense of individuals’ right to privacy. 

Calabash Solution supports the pro-consumer recommendation in the DPI report for default settings on digital 

platforms enabling data processing for a purpose other than the performance of a contract to be pre-selected to 

‘off’. 

https://www.theguardian.com/technology/2018/jun/07/thousands-of-job-seekers-details-potentially-exposed-in-hack
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Control and security of personal information 

44. Should there be greater requirements placed on entities to destroy or de-identify personal information that 

they hold? 

Entities should be compelled to articulate their precise data retention periods in their privacy policies. 

Too often, privacy policies recite the obligation of APP 11.2 in that personal information is destroyed or de-

identified when no longer required.  

Entities should be required to specify exactly how long each element of personal information is retained, whether it 

is de-identified or destroyed once retention periods are realised, and how long after the retention date information 

is destroyed or de-identified.  

The use of a template privacy policy could be used to facilitate this obligation 

When entities fail to destroy or de-identify personal information when it is no longer required, there is a risk that 

significantly more individuals are impacted than need be, in the event of a data breach. 

• Consider The Australian National University (ANU) data breach with unauthorised access to significant 

amounts of personal details dating back 19 years. 

 

Right to erasure 

46. Should a ‘right to erasure’ be introduced into the Act? If so, what should be the key features of such a right? 

What would be the financial impact on entities? 

Calabash Solution supports the ‘right to erasure’ of personal information without undue delay, unless the retention 

of information is necessary for the performance of a contract to which the individual is a party, is required under 

law, or is otherwise necessary for an overriding public interest reason’. 

Further, Calabash Solution supports the ‘right of de-identification’ where entities are unable to meet the regulatory 

and/or financial burden associated with the right of erasure. The right of deidentification would see a permanent 

and irreversible de identification of personal information, if it is not possible for an entity to permanently erase 

personal information from a digital system. 

 

  

https://www.abc.net.au/news/2019-06-04/anu-data-hack-bank-records-personal-information/11176788
https://www.abc.net.au/news/2019-06-04/anu-data-hack-bank-records-personal-information/11176788
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Overseas data flows and third party certification 

48. What are the benefits and disadvantages of the current accountability approach to crossborder disclosures of 

personal information? 

a. Are APP8 and section 16C still appropriately framed 

A weakness of the current accountability approach to crossborder disclosures of personal information is that it 

places the burden on the entity to determine whether the privacy laws of the overseas country are substantively 

similar to the Australian privacy principles. 

Calabash Solutions supports the ALRC Report 108 recommendation that the Australian Government develop and 

publish a list of laws and binding schemes in force outside Australia that provided privacy protections that are 

substantially similar. 

The recommendation would further assist individuals in making informed choices based on where their personal 

information may be transferred, and how it would be handled. 

Calabash Solutions believes APP 8 should be amended to make more explicit the requirement that the principle 

applies equally to access to personal information from overseas locations, including when information is hosted in 

Australia and accessed by an overseas entity, without being disclosed to the overseas entity.  

 

Overseas data flows and third party certification 

50. What (if any) are the challenges of implementing the CBPR system in Australia? 

51. What would be the benefits of developing a domestic privacy certification scheme, in addition to 

implementing the CBPR system? 

Calabash Solutions supports the introduction of both the CBPR scheme and a domestic privacy certification scheme. 

In so doing, Calabash Solution recommends that both schemes be voluntary. 

Entitles can choose to implement one, both or neither scheme, depending on the nature of their business, their 

market profile, their business opportunities, and their ability to pay the ongoing accreditation and compliance costs  

A domestic privacy certification scheme would better suit those entities who operate within the Australian market 

only. 

The benefits of implementing certification schemes are numerous and include (for the individual) added and 

embedded protections and privacy controls and (for the business) independent assessments of privacy controls, 

more rigorous and formalized testing of privacy controls, market differentiation and competitive advantage. 
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Enforcement powers under the Privacy Act and role of the OAIC 

55. Are the remedies available to the Commissioner sufficient or do the enforcement mechanisms available to 

the Commissioner require expansion? 

a. If so, what should these enforcement mechanisms look like? 

Calabash Solutions supports the Government’s announcement to increase the maximum penalty for a breach of 

s13G of the Privacy Act to $10 million or three times the value of any benefit obtained through the misuse of 

information or 10 per cent of the company’s annual domestic turnover – whichever is greater. 

 

Direct right of action 

56. How should any direct right of action under the Act be framed so as to give individuals greater control over 

their personal information and provide additional incentive for APP entities to comply with their obligations 

while balancing the need to appropriately direct court resources? 

Calabash Solutions supports the DPI report recommendation that individuals be given a direct right to bring actions 

and class actions against APP entities in court to seek compensatory damages as well as aggravated and exemplary 

damages (in exceptional circumstances) for the financial and non-financial harm suffered as a result of an 

interference with their privacy under the Privacy Act. 

In considering the potential negative impacts affecting court resources, Calabash Solutions supports the two 

approaches outlined in the Issues Paper, being (1) limiting the right of direct action to the courts to serious 

breaches of the Act or APPs, and (2) applying to the courts could be made subject to a complaint first undergoing 

conciliation by the OAIC or some other administrative body, in accordance with the current model in the Australian 

Human Rights Commission Act 1986 (Cth). 

 

Notifiable Data Breaches scheme – impact and effectiveness 

63. Have entities’ practices, including data security practices, changed due to the commencement of the NDB 

Scheme? 

64. Has the NDB Scheme raised awareness about the importance of effective data security? 

Calabash Solutions supports the NDB Scheme Citing firsthand experience working with Australian health care 

providers, Calabash Solutions notes that the NDB Scheme has been instrumental in promoting a more rigorous 

awareness of and adherence to security practices since its introduction. 

In our experience working with health service providers, Calabash Solutions observes with caution the potential 

underreporting of eligible data breaches to the OAIC and impacted individuals, by the health care sector. On a 

regular basis, health service professionals inform Calabash Solutions of data breaches, none of which are reported 

(by them) despite meeting the eligibility threshold for notification. 

An unintended consequence of the commencement of the NDB Scheme, as observed by Calabash Solutions, is that 

entities obsessively focus on notification obligations under the NBD Scheme at the expense of undertaking more 

rigorous root cause analysis. 

https://www.linkedin.com/pulse/time-recalibrate-how-effectively-australias-private-sector-jackson/
https://www.linkedin.com/pulse/time-recalibrate-how-effectively-australias-private-sector-jackson/
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Calabash Solutions calls for a review of the NDB reporting in relation to the sources of data breaches. In the 

reporting period 1 April 2018 to 31 March 2019, 964 notifications were received by the OAIC - 35 per cent were 

attributed to human error, 60 per cent were attributed to malicious or criminal attacks, and five per cent were 

attributed to system faults. It is Calabash Solutions’ opinion that the current classification of “phishing attacks and 

data breaches caused by social engineering or impersonation” should be classified as human error data breaches, 

and not malicious or criminal attacks. 
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OUR VISION 

Healthy. Safe. Respected. Free. 

We believe in a world where all people are healthy, safe, free, 

and respected. 

 

OUR MISSION 

Helping Others. 

The best versions of ourselves emerge when we help others to 

be the best versions of themselves. 

 

OUR APPROACH 

Listen. Support. Analyse. Discover 

- We value patient privacy, and work with health service 

providers to assure and implement compliant privacy 

programs. 

- We listen to patients and carers as they talk about their 

journeys through all systems of care. 

- We develop and deliver Continuous Professional 

Development (CPD) for clinicians, support staff, and 

practice managers. 

- We work with small and medium datasets to understand 

what inhibits or enables treatment compliance within 

unique patient cohorts. 

- We embrace solutions that work, from technology to the 

creative arts, to cultivate health systems that deliver 

patient-centred care. 

 

 

 

 

 

CONTACT 

W   www.calabashsolutions.net 

E   info@calabashsolutions.net 

M   +61 (0) 430 231 184 

OUR PRIVACY SERVICE OFFERINGS 

Online Privacy Training 

Designed specifically for private sector health care workers. 

Offers a commonsense, practical view of the Australian Privacy 

Principles. Demonstrates how to apply the Australian Privacy 

Principles in Australian private health care sector. 

Face-to-Face Training 

Register for face-to-face training delivered at your practice, for 

your team. 

Face-to-face training lets you and your team discuss your 

practice-specific privacy questions, concerns. 

Privacy Compliance Assessment 

Does your practice comply with the Australian Privacy Act? 

We assess your practice’s compliance with the privacy 

principles using our privacy compliance assessment tools. 

Onsite visit and review of your privacy systems, processes and 

practices against the thirteen Australian Privacy Principles 

contained in the Privacy Act. 

Privacy Compliance Heat Map 

After the privacy compliance assessment, we produce your 

unique privacy compliance heat map showing areas of strong 

and weak compliance against the thirteen Australian Privacy 

Principles. 

Templated Privacy Processes 

Use our privacy compliance heat map to uncover your areas of 

weak compliance. We work with you to strengthen the gaps 

and create privacy processes for your practice 

 

DISCLAIMER 

The information contained in this report is not considered nor 

representative of legal or professional advice. Persons acting on 

information contained in this report must exercise their own 

independent judgement and seek appropriate professional 

advice where relevant and necessary. 

        
         

        
         

http://www.calabashsolutions.net/
mailto:info@calabashsolutions.net
mailto:info@calabashsolutions.net

