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We Call for Digital Rights!
What can we do to protect civil rights and liberties in the digital 
age? A group of German experts from all fields of civil society has 
created a draft proposal for a “Charter of Fundamental Digital 
Rights of the European Union”. The idea of the Charter is to lay the 
foundation for a binding legal framework in the digital era. This 
idea does not need to stop at national or European borders; rather, 
it could also be developed on the basis of common values as a 
universal approach. The Charter is an initiative under the umbrella 
of the ZEIT-Stiftung, a foundation based in Germany.

Timeline of the Initiative
The first draft was published on November 30, 2016, in German, 
English, French and Spanish. It was sumitted to the European 
Parliament and to the public for further discussion in Brussels  
on December 5, 2016. At the same time it was published in 
several leading newspapers and on a website open for public  
comments. Development of the Charter took 14 months and  
was accomplished by a group of 27 initiators — among others  
the former and then European Parliament President Martin  
Schulz, writer and lawyer Juli Zeh, social scientist Heinz Bude, 
media manager Christoph Keese and editor-in-chief of DIE ZEIT,  
Giovanni di Lorenzo. After a broad public discussion of the  
proposal, including at the international digital conference 
re:publica 2017 in Berlin, the initiators published a second revised 
version that was delivered to Federal Justice Minister Katarina 
Barley and to the public for further debate in April 2018.

The Authors
The group of 27 authors consisted of civil society experts, politi-
cians, scholars, writers, journalists, media managers and civil  
rights activists. The Charter was endorsed by 75 initial supporters, 
many of whom were prominent public figures — with international 
supporters such as Fred Turner and Jaron Lanier among them. 



Please refer to the following webpage to see the full list of original 
authors and supporters: digitalcharter.eu

Content
The Digital Charter attempts to provide answers to the question  
of how the freedom of the individual can be protected in the age of 
digital technology — not only vis-à-vis states, but also vis-à-vis 
major international corporations. In 18 articles, the charter makes 
proposals on the autonomy and freedom of the individual, on the use 
and development of artificial intelligence, on informational self- 
determination and data security, and on other important aspects, 
such as dealing with hate and harassment on the Internet. In order  
to better safeguard fundamental rights in the digital space, new  
binding guidelines should also be valid across national borders.
 Following the developments of globalization, the initiative calls 
for an extension of fundamental rights to two levels. By demanding 
an EU-wide, uniform charter, the scope of action and defence of  
the individual should be extended to a larger area. This will not only 
strengthen rights vis-à-vis the individual state, but also at a higher 
level of authority vis-à-vis the EU. Furthermore, the Charter is direc-
ted against powerful (tech) companies based abroad which tend  
to apply other standards.
 The Charter supports existing rights and does not wish to abolish 
them. Rather, it is an initiative to promote an open debate and 
further awareness so as to enable the opportunities and appreciate 
the risks of the digital world in relation to individual rights.

The Charter Text
The Digital Charter was originally written and published in German. 
On the following pages you will find an English translation of the 
revised version published in 2018.

Your Feedback
Please share your impressions, comments and ideas at  
digitalcharta@zeit-stiftung.org
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Charter of Fundamental 
Digital Rights of  
The European Union
 (Revised version of 2018)
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Preface

THIS DRAFT PROPOSAL for a Digital Charter owes its in - 
ception to the conviction that the debates on fundamental 
rights in the digital age must lead to action. It is our aim to 
strengthen and consolidate existing fundamental rights.

WE THE AUTHORS OF THE PROPOSAL believe this to  
be necessary in times when technological advancement 
brings new challenges and the need for greater state 
regulation. 

THESE CHALLENGES arise from new types of automation, 
growing digital networks, artificial intelligence and its 
application in predicting and influencing human behaviour, 
mass surveillance, robotics and man-machine interaction, 
and the concentration of power in certain state and non-
state actors. 

THIS DIGITAL CHARTER is a political manifesto in the  
form of a legislative instrument. In addition to proposals  
for future fundamental rights, it also contains formulations 
of state objectives and potential tasks for European  
legislators, with the aim of delineating the extent of the 
challenges and emphasizing the importance of civil rights 
in the digital age.

FOLLOWING A PERIOD OF BOTH INTERNAL AND PUBLIC 
DISCUSSIONS, we hereby present our revised proposal for 
a Charter so that the project may benefit from further 
public debate. We aim to set in motion a social and political 
process that should result in a binding accord on funda-
mental rights in the digital world. 
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Preamble

With the knowledge that

the recognition of the inviolable dignity and  
the equal and inalienable rights of all human  
beings is the foundation for freedom, justice,  
and peace in the world, 

the increasing spread of digital technology is  
changing the foundations of our existence,

the digital age is producing enormous shifts  
in the power relations between individuals,  
states, and corporate organizations, 

the digital age has sparked an ongoing debate  
about the nature of civil society,

fundamental rights and democratic princi- 
ples face new challenges and threats in the  
digital age,

technological advancement must always serve  
humankind, 

shaping the digital world must be understood  
as a European task in order that we may, through  
joint European action, preserve freedom,  
justice, and solidarity in the twenty-first century;
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IN RECOGNITION OF
the Universal Declaration of Human Rights,
the European Convention on Human Rights,
the Charter of Fundamental Rights of the European 
Union, the basic rights and data protection rules  
of the European Union and its Member States; 

BEING FIRMLY RESOLVED

to protect fundamental rights and democratic  
principles in the digital world through the rule of law, 

to commit state and non-state actors to the app- 
licability of fundamental rights in the digital world,

to establish in this way the foundation for a binding 
legal regime in the digital age,   

to understand digital technology not as a  
source of fear but as an opportunity for high-quality  
life in a global future;

The Union Acknowledges  
The Following Rights, 
  Liberties, and Principles:
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Article
1–18
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Article 1  
Dignity

 Human dignity remains inviolable in the digital  
age. Human dignity must be respected and safe-
guarded. No technological development may  
be allowed to encroach upon it.

Article 2  
Liberty

 Every person has the right of free access to in- 
formation and the right of free communication. This 
includes the personal right not to be informed.

Article 3  
Equality

(1) Every person has the right to equal participation in 
the digital sphere. The ban on discrimination for-
mulated in the Charter of Fundamental Rights of the 
European Union shall apply.

(2) No person may be denied access to goods and  
services or be excluded from participation in public 
life through the use of automated processes. This 
applies particularly to healthcare, protection against 
the main risks of life, the right to work, the right  
to housing, the right to freedom of movement, and 
access to the justice system and police services.
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Article 4  
Freedom of Expression and Public Sphere

(1) Every person has the right to freedom of speech  
and expression in the digital world. Censorship  
is impermissible. 

(2) This right may be limited by provisions of general 
legislation.

(3) Operators of public discussion platforms have  
the responsibility to protect the right to free- 
dom of expression. They must ensure that the  
fundamental rights and duties stipulated in  
this Charter are observed according to the law. 

Article 5  
Automated Systems and Decisions

(1) Ethical principles may be formulated only by human 
beings, and decisions that impact fundamental 
rights may be made only by human beings.

(2) The responsibility for automated decisions must  
lie with a natural or legal person. 

(3) The criteria leading to automated decisions, such as 
in the case of digital profiling, must be transparent. 

(4) Every person subject to an automated decision  
that has a significant impact on his or her life has 
the right to an independent review and ruling by  
a human being. 

(5) Decisions about life and death, physical integrity, 
and the deprivation of liberty may be made only by 
human beings.

(6) The use of artificial intelligence and robotics in 
areas related to fundamental rights violations must 
be subject to social debate and regulated by  
legislation.
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Article 6  
Transparency

(1) Every person has the right to access information 
held by government agencies. The protection  
of personal data must in particular be guaranteed. 
The principle of transparency applies also to  
private parties fulfilling public tasks.

(2) Whistle-blowers who provide information about  
entities or organizations must receive adequate  
protection.

Article 7 
Privacy, Confidentiality, and Data Protection

(1) Every person has the right to the protection  
of his or her data and the right to privacy.

(2) Personal data may be collected and processed  
from an individual only in good faith and for  
specific purposes, in those cases where there is  
a legal basis for doing so. The processing of  
data must be done in a safe, fair, and transpa- 
rentmanner and with the use of state-of-the-art 
technology. 

(3) The right of the individual to erasure, rectifica- 
tion, objection, and access as well as the right  
to be informed must be guaranteed. 

(4) Every person has the right to make a digital fresh 
start. This right is limited by the public‘s legiti- 
mate right to know.

(5) Every person has the right to live in his or her  
home freely and not under surveillance.

(6) Every person has the right to take suitable  
measures to protect his or her data and commu- 
nications from third-party access.
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(7) Groundless acts of surveillance are impermissible.
(8) Observance of these rights is to be monitored  

by independent institutions. 

Article 8  
Security of Information Systems

 The integrity and confidentiality of information 
systems and related infrastructure must be

 ensured and must be protected through adequate
 technical and organizational measures. 

Article 9  
Elections

 The right to participate in public elections  
and referenda may not be made dependent on  
the use of digital media.

Article 10  
Free Access

(1) Every person has the right to free and equal access
 to communications- and information services 

without having to waive any fundamental rights in 
exchange. 

(2) Access provision must be comprehensive, appro-
priate, and adequate. 

(3) Every person has the right to a non-personalized 
use of digital offerings. Any restrictions must be 
grounded in law.
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Article 11  
Net Neutrality

 Net neutrality must be guaranteed in  
a non-discriminatory fashion. 

Article 12  
Plurality and Free Competition

(1) Plurality and cultural diversity are to  
be promoted in the digital world. 

(2) Interoperability and open standards  
are to be promoted and prioritized.

(3) Anticompetitive practices must be  
effectively prevented.

Article 13  
Vulnerable Persons

 Children, adolescents, disadvantaged  
persons, and vulnerable persons are de- 
serving of special protection in the  
digital world. Their participation in the  
digital world must be promoted, and  
access to basic goods and services  
must be guaranteed.

Article 14  
Education

 Every person has the right to an education  
that enables a self-determined existence  
in the digital world. This aim is of central  
importance in the curricula of educational  
institutions.



Digital Charter  14

Article 15  
Work

(1) The digital transformation must be undertaken  
according to social principles.

(2) In the digital age, effective employment protec- 
tion and the right to freedom of association  
must be guaranteed.

Article 16  
Intangible Assets

(1) Every person has the right to participate in  
cultural life and to share in scientific advancement and 
its benefits.

(2) Every person has the right to the protection of the 
intellectual and material interests that accrue  
from the creation and dissemination of intangible 
assets. This right must be brought into balance  
with the interests of the public, with technological 
advancement, and with the creative processes taking 
place in society, the economy, science and academia, 
and the arts.

Article 17  
Scope of Application

(1) This Charter applies to the organs, institutions, and  
other bodies of the EU and of its Member States.

(2) The rights and principles of this Charter apply also to 
non-state actors. The fundamental rights of these 
actors are to be balanced against the rights and prin-
ciples of the Charter.
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Article 18  
Final Provisions

(1) The final responsibility for the interpretation of  
the rights stipulated in this Charter lies with the 
European Court of Justice. 

(2) Any restrictions on the exercise of the rights  
recognized in this Charter must be based on legis-
lation, must adhere to the principle of propor- 
tionality, and must respect the essence of these 
rights. The provisions of Articles 52 – 54 of the  
Charter of Fundamental Rights of the European 
Union apply.

Last updated: 24 April 2018
English translation of the German original text.
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About the ZEIT-Stiftung

The ZEIT-Stiftung Ebelin und Gerd Bucerius, a foundation in 

Germany, promotes research and scholarship, art and culture, 

and education and training. It founded the first private law 

school in Germany, Bucerius Law School. The law school is 

among Germany’s leading universities and has the highest 

ranking of any law faculty in Germany. The outstanding results 

achieved by the law school are a testament to its students’ high 

levels of aptitude and application. The ZEIT-Stiftung also initiates 

debates on political and social topics and holds forums for 

digital development. The foundation has a keen interest in 

cultural heritage and provides funding for archiving and conser-

vation projects. Through the activities of the foundation, we  

aim to inspire, motivate and achieve lasting change.
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More about the Digital Charter Initiative
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Web: digitalcharter.eu
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