
A significant number of businesses 
are risking non-compliance





The research conducted in this survey 
was conducted by Gemserv. All 

respondees were made aware of the 
purpose of their participation and all 

entered of their own volition.

The research and data herein is property 
of Gemserv. If you would like access to, 
or want to enquire about any of the data 

held within this report, please contact the 
Marketing Department at:

 
marketing@gemserv.com
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Many firms are risking non-compliance by 
deciding not to act until GDPR becomes law.

Survey reveals less than half of businesses are 
“well-prepared” for GDPR changes.

A third of businesses are unaware of approach 
to key Data Protection Officer requirement.

Less than 30% of businesses have a plan in 
place to prepare for the shake-up.

One in 20 businesses doesn’t know about 
changes to data legislation.

Firms risking major fines of up to 4% of global 
turnover.
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Introduction

Businesses that use personal data now 
have less than a year to comply with 
the General Data Protection Regulation 
(GDPR) which comes into force on 25th 
May 2018. 

The GDPR harmonises data protection 
laws across the EU and updates the 
current 20-year-old regime to take 
account of globalisation and the  
ever-changing technology landscape. 

The current legislation was brought in 
before the internet and cloud technology 
created new ways of exploiting data, and 
the GDPR seeks to address that. 

Although the GDPR represents an 
evolution of current data protection laws 
rather than a revolution, there are some 
significant changes. These have the 
potential to have a profound impact on 
many organisations that collect and use 
information about individuals, especially 
if a company’s approach to compliance 
with current data protection law is poor 
or inconsistent.

A survey conducted by Gemserv across 
senior figures in information security and 
IT has highlighted that many businesses 
are leaving themselves at risk of  
non-compliance by not taking steps to 
prepare for the changes. 

The survey findings have underlined 
the need for businesses to review and 
audit their data protection policies and 
practices early to assess what will be 
required to comply with the new rules 
and put in place a full compliance 
programme.

The change in approach under 
GDPR

The Accountability Principle – onus on 
organisations to build privacy culture

The new legislation creates an obligation 
on businesses to understand and 
mitigate the risks they create for others. 
Data protection law can no longer be 
treated as a box ticking exercise, and 
instead organisations need to develop 
a framework that can be used to build a 
culture of privacy that pervades an entire 
organisation. 

The accountability principle runs through 
the core of the GDPR. The GDPR 
requires businesses to put in place 
appropriate technical and organisational 
measures and be able to demonstrate 
what they did and its effectiveness when 
requested. Businesses will also need 
to demonstrate that they are compliant 
with the law. Such measures include 
adequate documentation on what 
personal data is processed, how, why, 
and how long it is kept. Documented 
processes and procedures aiming at 
tackling data protection issues will be 
required at an early state when building 
information systems (i.e. Privacy Impact 
Assessments) or the presence of a Data 
Protection Officer (DPO). 

This means that to prepare for GDPR, 
organisations will have to implement 
not only internal data protection 
policies. This includes privacy policies 
and notices for individuals, setting out 
full details of the processing of their 

personal data, including the legal basis 
of the processing, the safeguards in 
place for international transfers and data 
retention periods. Most organisations 
will also need to put in place ‘internal’ 
documentation, setting out full details 
of the various processing activities an 
organisation undertakes.

Steep penalties for  
non-compliance – but also an 
opportunity for businesses

The importance of preparing for, and 
ensuring compliance with, the new 
law cannot be understated, not least 
because of the huge fines of up to €20m 
or 4% of worldwide turnover that could 
be levied for breaches. But as well as 
avoiding fines, there are other business 
benefits for those organisations that use 
the changes as an opportunity to adopt 
a fresh approach to thinking about data 
privacy and protection. GDPR is not just 
a hurdle to business or an additional 
burden, but it is also a chance to build 
and enhance trust with customers and 
employees.

Clock ticking on key legislation
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GEMSERV 
INDUSTRY 
SURVEY

We wanted to gauge perceptions 
of GDPR and establish the current 
level of awareness amongst senior 
decision makers in relation to the 
new data protection regulations.  
We surveyed 103 individuals, with 
69% of respondents from either an 
Information Security or IT background. 
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How Prepared are  
Businesses?

With less than 12 months left to the compliance 
deadline, a key objective of the survey was to 
understand current levels of GDPR readiness. 

Three quarters of respondents are aware that 
the GDPR supersedes the UK’s Data Protection 
Act 1998 (DPA) (and other laws enacted across 
all Member States to implement the EU Data 
Protection Directive 1995) and comes into 
force on 25th May 2018. 

42% of businesses consider themselves very 
well prepared for GDPR. With the low levels 
of awareness and high proportion of firms 
thinking the impact of GDPR will be low, it’s 
perhaps not surprising that less than 35% of 
businesses have a plan in place to prepare for 
the GDPR. Furthermore, just over one third 
of businesses have yet started work on their 
compliance and have decided not to commit 
any resources to exploring the impact of the 
legislation until it becomes law. 

Our survey therefore reveals that there is a 
very real possibility that a significant number of 
organisations will not be compliant when the 
legislation comes into force. Failure to prepare 
could also leave businesses at risk from 
increasingly sophisticated cyber-attacks. Not 
only are financial penalties for a data breach 
substantial, risks also include reputational 
damage, significant negative media coverage 
and criminal penalties for executives if they are 
deemed responsible for failing to comply with 
legislation. 

There is little doubt that the first company to be 
sanctioned for non-compliance will be made 
an example of. In the advent of a breach it is 
also highly likely that regulators will consider 
non-compliance with procedural aspects of the 
GDPR (e.g. failing to appoint a DPO where one 
is required, failing to create an ‘internal’ record 
of processing activities or failing to ensure 
contracts are GDPR complaint) as aggravating 
factors which would simply increase the 
likelihood and size of a fine. 34% have decided not to commit any resources to exploring its 

impact until it becomes law

Two thirds of businesses are either still working on a plan for GDPR 
compliance or do not have a plan in place

PROPORTION OF BUSINESSES THAT HAVE 
STARTED PREPARING FOR GDPR

DOES YOUR COMPANY HAVE A PLAN TO 
PREPARE FOR GDPR

42%Very prepared

5%Were not aware of changes
to law

34%
Were aware of GDPR & have 
decided not to commit any 
resources to exploring its 

impact until it becomes law

19%Other

Proportion of Businesses that have started preparing for GDPR

34%We have a plan in place

63%We are still working on our
plan

2%We do not have a plan in place

1%Didn’t answer

Does your company have a plan to prepare for GDPR?
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Are Businesses Aware of the 
Penalties?

As things stand in the UK, the Information 
Commissioner’s Office (ICO) can apply fines of 
up to £500,000 for contraventions of the DPA 
1998. Once GDPR comes into force on 25th 
May 2018, the ICO and other data protection 
regulators will have the power to apply a two-
tiered sanction regime. Lesser incidents will 
be subject to a maximum fine of either €10m 
(£7.9m) or 2% of an organisation’s global 
turnover (whichever is greater). Businesses 
which commit serious violations by failing to 
follow the basic principles for processing data, 
such as consent, ignoring individuals’ rights 
over their data, or transferring data to another 
country without a lawful basis could face a 
penalty of up to €20m (£17.5m) or 4% of global 
annual turnover, whichever is greater.

88% of respondents correctly 
stated that data protection 
authorities will have the 
power to issue fines of up to 
4% of worldwide turnover or 
€20,000,000.

HOW BIG COULD THE PENALTIES BE UNDER THE GDPR?

88%
€20m or 4% of annual 

global turnover - whichever 
is higher

10%
Up to €1m or 2% of annual
global turnover - whichever

is higher

3%
€500,000 or 0.5% of annual
global turnover - whichever

is higher

2%

Didn’t answer
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Breach Reporting 
Awareness

Under the GDPR, controllers must report 
‘personal data breaches’ to the relevant 
data protection authority without undue 
delay and, where feasible, within 72 
hours of becoming aware of the breach, 
unless the breach is unlikely to result 
in risk for the rights and freedoms of 
individuals. 

A personal data breach is defined quite 
widely to include ‘a breach of security 
leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal 
data transmitted, stored or otherwise 
processed’. 

If a notification is not made within 72 
hours of the data breach, the data 
controller must give a ‘reasoned 
justification’ explaining the reason for the 
delay. Additional obligations are imposed 

on data processors to notify the data 
controller after becoming aware of a 
personal data breach. The data controller 
is also required to record any personal 
data breaches and any actions that the 
data controller has taken in respect of 
them.

Where a personal data breach is likely 
to result in a high risk to the rights and 
freedoms of individuals, the controller is 
required to communicate the nature of 
the personal data breach, together with 
the information set out above, in clear 
and plain language, to the data subject 
concerned without undue delay.

If an organisation identifies a breach, 
it will have to be prepared to put in 
considerable effort in a very short period 
of time, including:

• identifying cause and resolving the 
point of failure; 

• gathering information relating to the 
data breach;

• reporting to the data protection 
regulator; and

• reporting to data subjects.

Businesses will need to review their 
incident management plan. If a business 
doesn’t have a plan in place currently 
they will need to write, test and 
communicate one. They will also need to 
train people to communicate and seek 
advice where and when required.

Two thirds of 
organisations have 
internal breach reporting 
procedures or an 
incident report plan in 
place
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What measures and procedures do you currently have in place to respond to data breaches?

WHAT MEASURES 
AND PROCEDURES 
DO YOU CURRENTLY 
HAVE IN PLACE TO 
RESPOND TO DATA 
BREACHES?
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Security

Two thirds of 
organisations surveyed 

confirmed they have 
security measures 
such as firewalls, 

end-point security and 
encryption in place to 

safeguard personal data. 
However only half of 

organisations surveyed 
undertake regular staff 

training.

Businesses are expected to fully assess 
and then implement measures to ensure 
a level of security which is tailored and 
appropriate to the risk. Businesses need 
to understand what data it has, where it 
is, who has access to it, and what it is 
used for. Personal data isn’t just names 
and ID numbers or payroll numbers; 
it includes things like a computer’s IP 
address and demographic information.

There are therefore basic security 
controls that need to be put in 
place, whether the data is static or 
in transit. Data should be encrypted 
or anonymised, so that it can’t be 

immediately tied back to an individual. 
Under the GDPR, businesses need 
to have the ability to ensure ongoing 
confidentiality, integrity, availability 
and resilience of systems and services 
processing personal data.

Businesses should carry out a detailed 
assessment setting out the type of 
personal data being processed as 
well as the processing operations and 
evaluate the risks, according to what 
the GDPR suggests may give rise to 
risk, as mentioned above. Based on the 
assessment of the risks, businesses 
should select appropriate, state of 

the art technical and organisational 
measures, which will be effective and 
capable of being implemented within the 
organisation.

It is clear that many businesses need to 
either develop or ensure regular training 
programmes and assessments are put in 
place that educate and test employees’ 
understanding of best practice 
information handling. 

%

Regular staff training

Anonymisation or
Pseudonmisation of data

Internal policies

Encryption

End Point Security

Firewalls

Regular patching

Miscellaeneous

Information Security Programme

0 20 40 806010 30 7050

What security measures does your organisation implement to minimise the
likelihood and impact of a data breach?

WHAT SECURITY 
MEASURES DOES 

YOUR ORGANISATION 
IMPLEMENT TO 

MINIMISE THE 
LIKELIHOOD AND 

IMPACT OF A DATA 
BREACH?
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Data Processors

Controllers using data processors to 
carry out data processing on their behalf 
will need to prepare for the stricter 
requirements of the controller/processor 
relationship. Where the current Data 
Protection directive only imposes direct 
compliance obligations on controllers, 
the GDPR for the first time imposes 
direct compliance obligations on both 

controllers and processors, and both 
controllers and processors will face 
direct enforcement and serious penalties 
if they do not comply with the new EU 
data protection law. 

For example, data processors must now 
maintain written records regarding all 
categories of personal data processing 

activities carried out on behalf of a 
controller. Processors must  
cooperate, on request, with the 
relevant data protection authority, have 
appropriate technical and organisational 
measures to ensure a level of security 
appropriate to the risk and notify the 
controller without undue delay upon 
becoming aware of a data breach.

%

Cooperate with data
protection authorities

Inform the data controller immediately
upon becoming aware of a breach

Create & maintain an internal
record of processing activities

Comply with requirements on
data transfers outside the EU

Comply with additional contractual 
terms required by the GDPR

Implement additional data
security measures

Miscellaeneous

Didn’t answer

0 10 20 4030

As a data processor, which of the additional obligations will require most internal
consideration and change for your organisation?

AS A DATA PROCESSOR, WHICH OF THE ADDITIONAL OBLIGATIONS WILL REQUIRE MOST INTERNAL CONSIDERATION 
AND CHANGE FOR YOUR ORGANISATION?

Concerns relating to additional data processor obligations were evenly split across the possible responses available.  
39% of respondents selected two or more obligations from the available list. 
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Organisations that act as processors, or act 
as controllers that engage processors, should 
carefully review the requirements associated 
with appointing processors. In particular, before 
appointing a data processor, controllers will be 
expected to assess whether a processor has 
provided sufficient guarantees to ensure that the 
GDPR requirements will be met and the rights of 
data subjects will be protected. This will require 
controllers to demonstrate that careful due 
diligence and review of a processor’s operations 
and data handling procedures have been 
undertaken.

The GDPR sets out much more prescriptive 
requirements for a binding contract between the 
controller and processor. The contract itself must 
also include specific provisions, which could in 
due course be covered by standard contractual 
clauses. These will apply to new data processor 
contracts but will also apply to existing contracts 
and therefore data controllers will have to re-visit 
existing data processor contracts.

The data processor must also allow for, and 
contribute to, audits, including inspections 
conducted by or on behalf of the data controller.

HAVE YOU IMPLEMENTED A PROCESS TO REVIEW DATA 
PROCESSING AGREEMENTS WITH THIRD PARTIES?

Over half of respondents have 
implemented a process for 
reviewing data processing 
agreements with third parties. 
However almost a quarter 
simply did not know whether 
their business had initiated 
such a review.

52%

Yes

22%

No

25%

Don’t know

1%

Didn’t answer
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Extraterritorial Reach

The GDPR has a greater territorial reach than 
existing laws and so will apply to many more 
organisations around the world. Businesses 
processing personal data in the context of their 
activities will be covered, regardless of whether 
the processing takes place in the EU. In addition, 
the GDPR will also apply to businesses with no 
establishment in the EU who process personal 
data of EU citizens where the processing relates 
to: 

• the offering of goods or services to those 
individuals, whether or not payment is 
required; or 

• the monitoring of their behaviour as far as 
their behaviour takes place within the EU. 16%

Only in the EU

9%

EU & US

78%
Borderless legislation 
as long as you hold 

the data of EU citizens

2%

Didn’t answer

WHERE IS THE GDPR APPLICABLE?

78% of respondents correctly 
identified the GDPR as 
borderless legislation as long 
as you hold the data of EU 
citizens



15
page

Who is Responsible for the 
GDPR Compliance?

Implementation of a GDPR compliance 
programme requires substantial 
investment of organisational resources 
and management time. Cooperation 
and understanding of the new GDPR 
obligations across the business is critical. 
It is vital to identify key stakeholders and 
ensure that the organisation has board 

or senior management buy-in to support 
the project. Legal, HR, IT and compliance 
teams will need to take an integrated 
approach. Technical and/or specialist 
support may be required to understand 
where the organisation currently holds 
personal data, and if current systems can 
operate within the parameters required to 

comply with the GDPR.

The findings of the survey reveal that 
there is no clear consensus as to 
where responsibility for GDPR within 
organisations should sit.
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What team in your organisation currently has primary responsibility for
data protection and compliance including GD PR?

?

WHICH TEAM IN YOUR ORGANISATION CURRENTLY HAS PRIMARY RESPONSIBILITY FOR DATA PROTECTION AND 
COMPLIANCE INCLUDING GDPR?

85% of businesses surveyed have responsibility for GDPR sitting either within Compliance, IT, Security or within its Legal teams. 
32% of respondents indicated that responsibility for GDPR lies within two or more teams. 
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Data Protection Officer

Under the GDPR, a DPO will need to be 
appointed if an organisation’s core activities 
consist of either: 

• processing operations which, by virtue 
of their nature, their scope and/or their 
purposes, require regular and systematic 
monitoring of data subjects on a large scale; 
or 

• processing of special categories of data and 
personal data relating to criminal convictions 
and offences in specific circumstances on a 
large scale.

Businesses must designate a DPO based on 
professional experience and expert knowledge of 
data protection law and practices and ability to 
fulfil the tasks above. Even if not strictly required, 
many organisations may decide that there are 
benefits in having a DPO, such as centralising 
compliance, having a main point of contact 
and giving clarity around the responsibility 
for overall compliance within an organisation. 
Businesses can also recruit and appoint an 
external DPO who will work based on a service 
contract. According to the Article 29 Working 
Party Guidelines on Data Protection Officers, the 
appointed DPO can be a company or another 
organisation.

The existing pool of experienced data protection 
professionals is small. Even those currently 
employed in the area may not have the required 
or appropriate certifications to meet the 
regulatory expectations.

???

49%

Already have a data 
protection team led by a 
professionally quali�ed 
Data Protection Of�cer 

15%

Plan to outsource this 
function to a data protection 

professional services �rm

6%

Didn’t answer

30%

Didn’t know

WHAT IS YOUR COMPANY’S MOST LIKELY APPROACH TO 
APPOINTING A DATA PROTECTION OFFICER?

49% of businesses surveyed have a qualified DPO in place.
Almost a third of respondees 
didn’t know whether they had a 
qualified DPO in place.
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Article 30 Requirement – Records 
of Processing Activities

Article 30 of the GDPR 
introduces a major change. 
Both controllers and 
processors must maintain 
records of data processing 
activities which take place 
within the organisation and 
produce that record to their 
data protection authority upon 
request. 

For controllers, the record will 
need to outline the purposes 
for processing personal data, 
the categories and external 
recipients of personal data, 
details of transfers outside 
the European Economic Area 
(EEA), retention periods and 
a general description of the 
security measures. 

For processors, they will need 
to record the categories of 
processing carried out on 
behalf of each controller. If 
a business doesn’t know 
what data it holds on behalf 
of clients, this creates an 

immediate challenge. 

This requirement will require 
some extensive effort. Failure 
to maintain processing 
records is subject to fines 
of €10m or 2% of global 
turnover. 

The records that must 
be kept should be stored 
in a centralised manner. 
Depending on the 
infrastructure of the specific 
business, they will need 
to explore how to support 
this fundamental and 
time-consuming process. 
Preferably, organisations 
should not just rely on Excel 
sheets but instead use a 
proper tool to ensure the 
register can easily be kept up 
to date.

Getting the right processes in 
place to ensure the necessary 
records are filed and easily 
retrievable, as well as 
exploring and implementing 

the technical measures, will 
place significant demands on 
a business and the privacy 
professionals involved. Not 
only will businesses need 
to keep track of existing 
processing activities but also 
those that have been taking 
place for a number of years. 
Convincing the business of 
the added value of these 
records - besides the threat 
of a significant fine - will also 
take time.

DO YOU HOLD AN UP TO DATE INVENTORY OF THE PERSONAL DATA YOU HOLD AS 
REQUIRED BY THE GDPR?

43% of 
businesses 
surveyed do 
not hold an 
inventory of 

data processing 
activities

56%

Yes

43%

No

1%

Didn’t answer

Do you hold an up to date inventory of the personal data you hold as
required by GDPR?
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GDPR Gap Analysis/Audit – 
the Starting Point for Ensuring 
Compliance

Ultimately, there is no magic bullet to 
ensure GDPR compliance. It requires a 
combination of technology and culture 
to be able to, at the very minimum, 
show you have the processes in place to 
prevent a breach.

The roadmap for GDPR compliance 
begins with an audit of the personal 
data in the business. This will enable the 
business to map out its personal data 
and identify compliance gaps. Once 
the necessary compliance measures 
are determined, they will need to be 
implemented in business practices and 
operations.

Importance of a data protection audit

Data protection audits largely involve 
a systematic independent examination 
of an organisation’s existing level of 
compliance with data protection rules, 
although the exact scope of an audit 
necessarily depends on the specific 
requirements of the business.

A data protection audit can be  
time-consuming given it typically 
involves interviewing a number of key 
people in an organisation. It is essential 
that an audit is carried out within a 
strict timeframe to ensure a consistent 
outcome. Over a longer period, 
the factual and legal position of an 
organisation may have changed.

An organisation can choose to delegate 
the task to a third-party auditor. External 
auditors are able to bring experience 
from other organisations and industries, 
which may help to identify transferable 
solutions. 

Any audit needs to take the structure of 
the organisation into account by asking 
the following questions:

•  Is the audited organisation a single 
legal entity or does it belong to a 
group of companies?

• What business units exist and what 
functions do they have?

• Does the audited organisation have 
a matrix structure?

• How are the data processing 
activities structured? In particular, 
have certain functions been 
centralised or are they carried out 
locally? Are databases shared 
among business units or legal 
entities?

Each audit will be different, and should 
be tailored to suit the particular needs of 
the individual organisation. In general, an 
audit will consist of three phases.

1. Define objective and scope

The crucial first step of any audit is to 
define the objective and scope, deciding 
whether the audit should cover:

• All business units or only some of 
them (typically, at least HR, IT and 
Marketing);

• All data processing activities or 
only particular key processes or 
areas that have been identified 
as (potential) high risk areas or 
business drivers; and

•  The whole group or only certain 
legal entities that are more 

important from a business 
perspective or are considered to 
be representative. However, even 
where only some companies are 
audited, the compliance solution 
will need to consider the data 
flows in the entire group, as well as 
the existence of global or shared 
databases and the (intra-group) 
outsourcing of certain processing 
activities (for example, the operation 
of a central IT helpdesk).

2. Determine processes and personnel to 
    be covered

It is also very important at this stage to 
inform personnel in advance about the 
audit, and to obtain the support of senior 
management and staff members involved 
in managing the audit and providing the 
audit responses.
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3. Methodology 

An audit can be carried out based on 
face-to-face interviews conducted with 
relevant staff members. 

Typically the following information should 
be sought:

•  The legal entity or business unit 
being audited;

•  Existing policies, procedures, 
contracts and compliance measures 
as regards data protection;

•  Databases and software 
applications containing personal 
data, as well as data processing 
activities;

•  Categories of personal data 
(including sensitive data) being 
processed;

•  Categories of data subjects whose 
personal data is being processed;

•  Purpose of processing the data;

•  Existence of data processors and 
controllers;

•  Data flows within and outside the 
audited organisation, and inside and 
outside of the EU; and

•  Technical and organisational 
security measures.

Audits should also include data mapping 
- identifying, understanding and mapping 
out the data flows of an organisation. 
A good Data Map (also referred to 
as a “Data Inventory”) will provide a 
comprehensive overview of the data 
flows within, to and from a business. For 
example, a Data Map will illustrate: 

•  the various categories of data 
held and processed by individual 
business units; and 

•  data transfers and disclosures 
between different business units 
and to third parties, such as service 
providers.

Data Mapping will assist businesses 
to become compliant with various new 
privacy requirements as they apply to 
them, including:

•  the requirement to maintain detailed 
records of an organisation’s 
data processing activities and to 
make these records available to 
supervisory authorities on request; 
and

•  the accountability requirement 
according to which controllers must 
ensure and be able to demonstrate 
that their processing activities are 
performed in compliance with the 
GDPR.

The amount of work required by an 
organisation to ensure GDPR compliance 
will depend on a number of factors 
including the size of company, the sector 
in which it operates and also the levels of 
compliance in relation to the current EU 
data protection directive, which GDPR is 
set to replace. 
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