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SECURITY COUNCIL 
 

With the task of guarding international peace and security, the United Nations 

Security Council is often considered the most powerful and influential body within the 

United Nations. With such power comes great responsibility, and the HKMUN 2017 Security 

Council will discuss issues that we as chairs believe are central security issues in current 

global affairs. 

 

We hope that delegates will approach the topics that have been selected with great 

passion and determination. We are confident that you will stun us with your insight, critical 

thinking and perseverance. We hope that this chair report guides you in the remaining 

weeks leading up to the conference.  

 

We hope that this year’s HKMUN will be a memorable one, and trust that the 

committee will see passionate debate, resolution writing and conversation. We look forward 

to meeting and interacting with you all, and hope that we as chairs will provide you with an 

environment that is productive, cooperative, and most of all memorable! Please do not 

hesitate to contact us if you have any questions leading up to the conference. 

 

Regards, 

Marjolijn van Raaij and Samira Saran 

Marjolijn17@lpcuwc.edu.hk, 170994@hkis.edu.hk 
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Committee: Security Council  

Issue: The Threat of International Cyber Warfare 

Name: Marjolijn van Raaij  

 

Introduction 
In the pursuit of modernization and progress, increasingly large parts of our lives take place 

on the internet. The development of technology in past decades has brought us an 

accessible forum for global communication, education and expression. However with this 

great online dependency also come risks: cyber crime is widespread, and one can only 

wonder what may happen when political conflicts start using the web on a large scale. This 

committee will discuss the dangers of a cyberwar, and the steps that the international 

community must take to control or prepare for such a threat. 

 

Key Terms 

Computer worm  A computer program that can replicate itself to other 

computers. One of the first methods used to carry out 

cyber crime, a computer worm (often shorted to a 

‘worm’) can delete files, or disrupt a computer’s 

functioning, but is most commonly used to create a 

‘backdoor’, which gives a hacker access to and control 

over other individual’s computers from a distance. 

Cybercrime Any criminal activity carried out through use of 

telecommunication networks such as the internet and 

mobile phones, inter alia hacking, stealing and 

blackmailing. 

Cyberwarfare  Any criminal activity carried out through use of 

telecommunication networks such as the internet and 

mobile phones, inter alia hacking, stealing and 

blackmailing. 
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Hacking The activity of modifying a cyber product or procedure 

to alter its function, or to fix a problem. Hacking can be 

used both legally and illegally, depending on the 

constructive or destructive nature of the act. 

 

Background Information 

Cybercrime has been around just about as long as the commercial internet has. Public              

internet use rose in the late 1980s. In 1986, Clifford Stoll, a systems administrator at the                

Lawrence Berkeley National Laboratory, noticed irregular data in the laboratory’s network.           

He developed the first digital forensic techniques and discovered that unauthorised users            

were hacking into his network. He traced back the data and discovered German hacker              

Markus Hess was behind the attacks. Hess and a number of others had been selling               

military information to the KGB, the Soviet Union’s Security Agency. 

 

In 1988, the Morris Worm became one of the first worms to affect a large number of 

networks, spreading widely in the United States. The worm slowed down computers to a 

point where they did not function anymore. Creator Robert Morris was the first American to 

ever be convicted under the US’ computer fraud and abuse act.  

 

This new type of crime posed an issue for law enforcement. There was little legislation on 

the matter, and there were very few investigators that were skilled enough to trace and 

identify online criminals. In 1990, the Electronic Frontier Foundation (EFF) was founded in 

the United States as a way to protect citizens that were unfairly persecuted as a result of 

unclear cybercrime legislation.  

 

With time, knowledge about criminal online activity grew, and nations created new 

legislation that clearly described how cybercrimes ought to be prosecuted under law. With 

more widespread knowledge of cybercrime, the online world of cybercrime became a place 

that not only hackers in dark back rooms trod upon: increasingly, groups and governments 

started to familiarize themselves with data collection and cyberattacks. 
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Whistleblower Edward Snowden was one of the first to confirm suspicions that had existed 

for a long time: the United States was collecting data from not just suspected criminals and 

terrorists, but millions of people worldwide. The National Security Agency’s PRISM program 

collected data from major websites such as Google and Yahoo, and was able to access 

private communications such as emails, phone calls and social media pages of individual’s 

worldwide. The US government is not the only country that practices mass surveillance. 

Some other notable examples include China, France, India and Russia. The ability of 

governments to tap information not just from their own citizens, but from other governments, 

asks us to think about the dangers of such espionage being used for military or political 

purposes. 

 

Espionage through data collection is not the only way in which countries can combat each 

other through the internet. Sabotage of satellites that are used for computer-controlled 

activities can disrupt communications, infrastructure and even provision of water, electrical 

power and fuel. In addition, several states have used unmanned combat aerial vehicles 

(more commonly referred to as drones) to spy on and attack individuals or locations from 

afar. 

 

Mankind’s increasing ability to use technology for military and political pursuits forces us to 

ask a difficult question: what will happen when we resort to such cyber techniques in 

warfare on an international level? Such a situation could have effects so detrimental, that 

this year’s Security Council will discuss what position it ought to take towards the threat of 

international cyber warfare, and how the United Nations can provide guidelines that the 

international community could benefit from in the case of an international cyber conflict. 

 

Timeline of Events 

1982 The CIA learns that the Soviet Union intends to steal 

software in order to be able to control the 

Trans-Siberian pipeline. As a response, the CIA alters 

the software, causing the pipeline to explode. This 
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incident is commonly considered to be the first 

cyberattack. 

1986 Clifford Stoll of the Lawrence Berkeley National 

Laboratory (USA) develops the first digital forensic 

techniques. As a consequence of attacks on the 

laboratories’ computer systems, German hacker 

Markus Hess is discovered to be selling military 

information to the KGB, the Soviet Union’s Security

Agency. 

1988 The Morris Worm becomes one of the first worms to 

affect a large number of networks, spreading widely in 

the USA. Creator Robert Morris was the first

American to ever be convicted under the US’ computer 

fraud and abuse act.  

1997 The NSA discovers how vulnerable government and 

military computers are to cyberattacks: systems could 

be hacked and disrupted using commercial

computers, which are widely available. 

2003 Anonymous, a group of hackers that carry out internet 

activism, is founded. Hackers start a three year long 

attack trying to steal sensitive information from the US 

military. Officials believe the hackers are a part of the 

Chinese military. The attacks are titled ‘Titan Rain’. 

2007 Estonian government websites are hacked and 

deactivated for nearly a month. Targets of the hackers 

are the president’s office, the Estonian parliament, law

enforcement officials and the two largest banks 

in Estonia. The hackers are believed to be backed by 

the Russian government. Computers of the British 
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Foreign Office and other government departments are 

hacked. British officials believe the hackers to be 

members of the Chinese People’s Liberation Army. 

(PLA) 

2008 Preceding the Russo-Georgian War in the same year, 

many of Georgia’s government computer networks are 

hacked and disabled. Media companies are also 

affected. Georgia accuses Russia of being behind the 

attack. 

2009 Israel accuses Hamas of launching an attack on Israeli 

government websites. The attack takes shape in the 

form of millions of junk emails being sent every second, 

paralyzing government computers. 

2010 Stuxnet is discovered as the first military cyber weapon. 

The program has the ability to control industrial 

equipment and making it self destruct. The Pentagon 

declares that cyberspace is ‘’the new domain of 

warfare’’. 

2013 Edward Snowden reveals mass surveillance by the 

NSA on both US citizens and those of other countries, 

including prominent figures. 

2014 USA officials claim that Russian hackers gain access to 

White House and State Department emails containing 

sensitive information,  

 

Key Parties Involved 
Confirming with full accuracy the use of cyber warfare techniques by national governments 

is nearly impossible, but some evidence exists of many governments’ use of these cyber 

defence and attack techniques. 
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United States of 

America 

The USA actively use cyber warfare as a military 

strategy, both for purposes of defence (proactive cyber 

defence) and attack, claiming that the techniques they 

use are justified as they are necessary for ensuring 

national security. The National Security Agency (NSA) 

and Central Intelligence Agency (CIA) both make active 

use of espionage through data collection techniques. 

The US military under the Obama Registration 

(2008-2016) carried out hundred of attacks on suspects 

on terrorism through use of unmanned combat aerial 

vehicles. 

Russia The Russian government is thought to make use of 

hacker attacks, propaganda through the internet and 

internet surveillance (both internally and internationally). 

Russia has been accused of carrying out cyberattacks 

on countries like Estonia, Georgia and Ukraine. 

China China has been accused by inter alia  the USA, Russia 

and India of carrying out cyberattacks on them. 

Although attacks on corporate and infrastructure 

systems have been traced back to computers in China, 

it is difficult to confirm whether such attacks are 

initiatives of Chinese government organizations. 

Chinese ‘specialist military network warfare forces’ are 

suspectedly behind network attacks and defense, and 

PLA-authorized forces (branches of government 

organizations) are centers of cyberwarfare expertise. 

United Nations The United Nations - as of yet - has no set definition 

about what constitutes cyber warfare. Among the five 

permanent members of the United Nations Security 
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Council, Russia, China and the United States are 

commonly thought to be most active in the practice of 

cyberwarfare, making the discussion of this issue within 

the Security Council an important, but difficult one. 

Cyberspace is an entirely new dimension of 

international relations, and subsequently international 

law directed specifically at providing restriction and 

guidelines to cyber warfare techniques are limited. 
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Committee: Security Council  

Issue: Aspirations for self-government among Kurdish minorities 

in Iraq, Syria, Turkey and the Islamic Republic of Iran 

Name: Samira Saran 

 

 

Introduction 
 

The fourth largest ethnic group in the Iraq, Syria, Turkey and Iran collective are the Kurds. 

Inhabiting a relatively isolated region along the mountainous fringes of Turkey, Iraq, Iran 

and Syria, the Kurds form a distinctive community, one united through race, culture, 

language, and religion. As individuals continue to further develop Kurdish national 

sentiment, aspirations for self-government are dramatically increasing--heightening the risk 

for conflict.  

 

Key Terms 
 

Autonomy The condition of self government or self rule. 

 

Kurds An ethnic group in the Middle East, primarily inhabiting regions

across Turkey, Iran, Iraq, Armenia, and Syria.  

 

Peshmerga Military forces of the Kurdistan Regional Government. 

 

Iraqi Kurdistan Iraqi Kurdistan, officially the Kurdistan Region is located in the

north of Iraq and constitutes the country's only autonomous  

region. It is frequently referred to as Southern Kurdistan as 

Kurds generally consider it to be one of the four parts of  

Kurdistan, which also includes parts of southeastern Turkey  
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(Northern Kurdistan), northern Syria (Rojava or Western  

Kurdistan), and northwestern Iran (Eastern Kurdistan). 

 

Background Information 

Kurdistan Post Gulf War  

In 1992, the Iraqi Kurdistan Front held parliamentary and presidential elections, establishing 

the Kurdistan Regional Government (KRG)—a secular government in a federation with the 

rest of Iraq— have their own parliament, military (Peshmerga), borders, and foreign policy. 

The region was intended to be ruled by the two primary Kurdish parties: The Kurdish 

Democratic Party (KDP) and the Patriotic Union of Kurdistan (PUK) . 

 

Kurdish civil war and accompanying hardships 

After the establishment of the KRG, the Kurds were faced with severe economic 

depression, as they were subjected to a double embargo: one imposed by the UN on Iraq, 

and another imposed by Saddam Hussein. This hardship precipitated  hostile tension and 

sentiment between the two dominant parties, the KDP and PUK, over the control of 

resources. By 1993, the relationship between the two parties had deteriorated greatly and 

led to the intra-Kurdish conflict between 1994 and 1996. 

 

Second Iraqi-Kurdish War  

The Second Iraqi-Kurdish War, perceived as the second part of the Barzani rebellion, was 

precipitated by the collapse of Kurdish autonomy talks. This Kurdish attempt to resist the 

Iraqi Army eventually led to the collapse of the Kurds--the war ending with the exile of the 

Iraqi KDP party.  

 

Algiers Agreement 

The Algiers Pact, an agreement between Iran and Iraq to settle their border disputes, was 

primarily intended to force Iraq into ending the Kurdish Rebellion. The suppressive 

measures carried out by the government against the Kurds led to further clashes between 

the Iraqi Army and Kurdish fighters in 1977. Exemplifying the magnitude of these clashes, 

in 1978 and 1979, 600 Kurdish villages were burned down and over 200,000 Kurds were 

rendered homeless, with refugee status. 
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UN Involvement 
The United Nations has not made any concerted efforts to resolve the question of Kurdish 

autonomy except the Security Council Resolution of 688, adopted on the 5th of April 1991. 

The resolution condemned the repression of the Kurds by the Iraqi government, allowed for 

the entry of international humanitarian aid in the region and created no-fly zones in Iraqi 

Kurdistan-- a generally weak effort towards ensuring a safe  space for the Kurds. The 

guidelines the resolution sought to uphold did not last for long, and the Iraqi government 

made little effort to recognize the condemnations.  The HR/CN/754 Resolution focused on 

preventing the discrimination of national, ethnic, religious and linguistic minorities. 

 

Key Issues 

 
Islamic Conquest 

In August 2014, the Kurdish Yezidis in their villages in the Kurdistan Regional Government 

in Iraq were attacked by the Islamic State (IS). More than 200,000 Yezidis sought refuge in 

the mountains while an estimated number of 5,000 innocent lives were lost. In this incident, 

girls and women were raped and sold into sexual slavery by the Islamic State.  

 

Oppression and discrimination 

The Kurds have been victim to subjugation from neighboring nations during the majority of 

their history. In the four main countries in which they inhabit, the Kurds have fallen to 

various discriminatory actions of oppression, including ethnic cleansing, genocide, chemical 

attacks, the ban of their language and culture, displacements, destruction of cities, and the 

negation of  political and economical rights. 

 

Suppression of Kurdish Rights 

For most of the 20th Century, the Turkish government refused to recognize the Kurdish 

population. Until the late 1990s, the Kurds were unable to speak their own language 

publicly. Restrictions defined in the Turkish Constitution that ban the usage of Kurdish 
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language in public and political institution still exist. The unemployment level of the Kurdish 

in the southeastern region of Turkey is reaching 70 percent. As a result of general 

discrimination, in Iran, the Kurds have also suffered great economic hardships.  

 

Timeline of Events 
 

1970 Mar 11, Iraq’s Ba’ath Party agreed to an autonomy accord with the Kurd 

xxxxxxxxxxxxnation. 

1974 Mar 11, Iraq's "Law for Autonomy in the Area of Kurdistan" was promulgated.  

 

1975 Mar 6, OPEC held a meeting in Algiers attended for the first time by its 

xxxxxxxxxxxxmembers’ top leaders. Here the Algiers Accord between Baghdad and 

xxxxxxxxxxxxTeheran put an end to their border dispute and brought all Iranian help to the 

xxxxxxxxxxxxKurdish rebellion to a halt. The United States abruptly withdrew its support for 

xxxxxxxxxxxxthe Kurds and the rebellion collapsed. Many thousands of Kurdish fighters 

and xxxxxxxxxxxxtheir families were forced to flee to Iran to escape the pursuing Iraqi army. 

 

1975 Jun, The Patriotic Union of Kurdistan (PUK) broke off from the KDP after Iran 

xxxxxxxxxxxxand Iraq resolved a border dispute and the US ended support for a Kurdish 

xxxxxxxxxxxxrebellion. The Patriotic Union of Kurdistan (PUK) was founded by Jalal 

xxxxxxxxxxxxTalabani as a breakaway faction of the KDP. The PUK favored armed struggle 

xxxxxxxxxxxxwith other Kurdish groups against Saddam Hussein. 

 

1980 xxxxxxPublications in Kurdish were banned in Turkey. 

 

1988            Iraqi jets dropped chemical weapons on the Kurdish town of Halabja and 

xxxxxxxxxxxxsome 7,000 residents were killed immediately.  

 

1991            Apr 5, The UN adopted Resolution 688, condemning Saddam Hussein’s 

xcccccccccccsuppression of the Kurds and demanded respect and political rights for all 

cccccccccccccitizens. A safe haven was established above Iraq’s 36th parallel. 
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1991 President Bush announced that US forces would be sent into northern Iraq to 

xxxxxxxxxxxxassist Kurdish refugees. 

 

1996 Dec 27, In France the foreign ministry said that it would no longer help 

xxxxxxxxxxxxsafeguard Kurdish civilians in northern Iraq. 

 

1998 A UN refugee agency reported that 6,800 Kurds have fled their homes in 

xxxxxxxxxxxxnorthern Iraq following reported Turkish air raids on rebel positions. 

 

2003 The Kurdish guerrilla group that battled the Turkish army for some 15 years 

xxxxxxxxxxxxannounced that it was dissolving itself and was planning to form a new group 

xxxxxxxxxxxxthat would likely would pursue Kurdish rights through negotiations.  

 

2014 Kurds in northeast Syria, on the eve of peace talks in Switzerland,  declared a 

xxxxxxxxxxxxprovincial government. 

 

 

Key Parties 

Kurdistan Regional Government (KRG) 

The president of Iraqi Kurdistan is also the commander-in-chief of the Peshmerga Armed 

Forces. Parliament creates and passes laws by a majority vote, and the president has the 

power to veto any bill. 

 

Iran 

Kurdish separatism in Iran has lead to ongoing disputes between the Kurdish opposition in 

Western Iran and the government of Iran. The government of Iran has never employed 

brutality against the Kurds with as much force Turkey or Iraq has, but it has always been 

opposed to Kurdish separatism.  

 

Iraq 
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The new Iraqi constitution recognizes the Kurdistan region in Iraq as an official federal 

state, governed by the KRG. Despite this freedom, considerable pressure still remains on 

the Kurds in Iraq as they negotiate with the Iraqi government, and are forced to cope with 

the concurrent and precarious relations in Turkey and Iran.  

 

Syria 

Since the Syrian Civil War, Syrian government has abandoned the majority of 

Kurdish-populated areas, leaving the Kurds autonomous. 

 

Turkey 

Though the government is reluctant to acknowledge the Kurds, the government is gradually 

permitting more liberty to the Kurds. Most recently, The Laws of 2004 provided the unseen 

freedom to Turkish Kurds, allowing Kurdish language broadcasts and removing other 

restrictions.  

 

USA 

The US supports Iraqi Kurdish autonomy and provides continuous direct military support in 

training and equipping Peshmerga in an ultimate effort to destroy ISIS. The U.S. played a 

crucial role in establishing peace between the KDP and the PUK after the Kurdish Civil War 

in 1998.  
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