
This summer, some very significant Ransomware 
attacks happened. In May, a critical infrastructure 
company called Colonial Pipeline was hacked. 
Colonial Pipeline, responsible for the distribution of 
amongst others gasoline, could not operate for 
several days. Citizens in the US felt the consequences 
of a ransomware-attack in their real life, because 
gasoline stations had to close due to a lack of supply. 
Shortly after, a vulnerability in the software of a 
company called Kaseya was the subject of the  
attention of some very professional hackers. The 
company was chosen smartly by the attackers since 
Kaseya allows other IT companies to remotely access 
their clients. Hence, the attack was considered a  
‘Double Supply Chain’ hack, in the sense that by 
means of getting access to through the vulnerability 
in Kaseya, cybercriminals were not only able to access 
the customers of Kaseya, but also the customers of 
their customers. Not very surprisingly, the fall-out was 
quite huge, with thousands of companies being held 
hostage for a period of time. A supermarket in 
Sweden was unable to operate for several days, but 
also many Dutch SMEs were in trouble. 

The question arises what the best option for these 
companies is when faced with a ransomware attack. 
When thinking about this question, I find it very interes-
ting to distinguish between the best option for individual 
companies and the best option for society. Let’s start the 
discussion with the basic three options there are when 
you are a victim of a ransomware attack: 

Option nr.1: 
To simply pay the ransom. Be aware that when you pay, 
you make the guess that you will get the key to decrypt 
your systems. Also, you should hope that the data that is 
encrypted by the cybercriminals is not traded on the dark 
web. The advantage of this option is clear, you will be 
able to run your systems like nothing has happened. The 
disadvantage for society is also clear: paying reinforces 
the criminal business model. 

Option nr.2:
To negotiate a lower price. Negotiation takes time, so you 
will have to wait a little longer. Sometimes, negotiation 
leads to significant lower prices, but you probably have to 
consult a specialized firm to execute the negotiation.

Option nr.3:
Refrain from paying. In that case, you better hope you 
have a good back-up available to restore your data (or a 
key to decrypt your data from someone other than the 
criminals that want ransom in return.)

Today, we see an increasing demand in industry for 
option 2: ransomware negotiation in order to receive a 
lower price. One could say that negotiation leads to a 
certain ‘market equilibrium’ for an optimal price for 
cybersecurity. In order to be a partner worth negotiating 
with, we also see that criminal gangs actually make 
investments to become a trustworthy partner. For 
instance DarkSide, the group that hacked Colonial 
Pipeline, apparently donated to charities to boost their 
image. Also, REvil, the group that hacked Kaseya, 
published the statement that it would no longer attack 
organisations in amongst others health-care and  
education. On the cybersecurity side, specialized cyber 
security firms gain experience with cybercriminals and 
increasingly know where and in which circumstances 
there is room for negotiation. 
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Ofcourse, it is always better to pay a lower price for your 
decryption key than a higher price. However, the risk 
with focusing on negotiation is that it can distract us 
from more fundamental societal solutions that put 
organisations in the position that they can afford not to 
pay before an attack happens. 

In the beginning of 2020, I argued in this magazine that 
“it is time that also the Dutch government introduces a 
well thought policy advice and guidelines on how to deal 
with ransomware attacks from a societal perspective.” 
Unfortunately, things move slowly on the policy side. 
Thus, I found it necessary to align a group of cyber-
security professors to publish an open letter to urge the 
need for a broader societal debate about ransomware. 
The result was an opinion article in the Dutch Financial 
Times. The main outcome was that we urged the Dutch 
government to think about how to make it more easy for 
companies not to pay ransom. Indeed, there are concrete 
measures the government can already take today to make 
the first steps to reduce the ransomware problem. The 
government can make it explicit that the goal of the 

policy is to make it easier for companies not to pay 
ransom. Also, it would be beneficial when one reports 
ransomware payments to authorities. We could also 
create a fund, for instance with insurers, to support those 
who are a victim of ransomware payments. In that way, 
we can be more resilient to ransomware attacks and 
create a better starting position for all those companies 
that are vulnerable to ransomware attacks.
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