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Revolutionizing Vulnerability

Overview:

Assessments and Penetration Testing

VulSync is an innovative reporting platform developed in-house by Safe Decision to revolu-
tionize vulnerability assessments and penetration testing engagements for our clients.
Traditionally, vulnerability assessment and penetration testing (VAPT) services often involve
lengthy waiting periods for clients to receive findings reports and begin the mitigation
efforts. VulSync changes the game by providing real-time updates on project status and
vulnerabilities discovered, empowering clients to take immediate action to mitigate risks.

Key Features:

e

Real-Time Reporting:

With VulSync, clients gain access to real-time updates on
project status and vulnerabilities as they are uncovered by
our penetration testing team. Say goodbye to waiting
weeks or months for findings reports - VulSync delivers
information instantly.

Comprehensive Vulnerability Details

VulSync provides detailed information on vulnerabilities
discovered during the VAPT engagement, including
descriptions, proof-of-concepts (POCs), severity levels,
and recommended mitigation strategies. Clients have all
the information they need to prioritize and address
vulnerabilities effectively.

Interactive Dashboard

Our user-friendly dashboard allows clients to easily
navigate and track the progress of their VAPT engage-
ment. From viewing project status to accessing detailed
vulnerability reports, VulSync puts all the information at
your fingertips.

Effortless Collaboration:

VulSync facilitates seamless collaboration between our
penetration testing team and clients. Clients can add
comments, request validation testing of fixed vulnerabili-
ties, and engage in ongoing discussions with our experts,
streamlining the vulnerability management process.

Customized Reporting

With VulSync, clients can generate customized reports
tailored to their specific needs and requirements.
Whether it's executive summaries or detailed technical
reports, VulSync ensures that clients receive the insights
they need to make informed decisions.

Benefits:

Faster Time to Detection/Resolve

By providing real-time updates on vulnerabilities, VulSync
drastically reduces the mean-time to detect and resolve
vulnerabilities, enabling clients to identify and address risks
more quickly.

Streamlined Vulnerability Management

VulSync simplifies the vulnerability management process by
providing a centralized platform for tracking, prioritizing, and
mitigating vulnerabilities. Clients can efficiently manage their
security posture without the hassle of manual reporting
processes and long waiting periods.

Insurance and Risk Management

Reinsurance companies use VDRs to facilitate reinsurance
transactions, sharing treaty terms, underwriting files, and
claims data with reinsurers and brokers.

Get Started with VulSync

Experience the power of real-time vulnerability findings with VulSync. Contact us
today to learn more about how VulSync can optimize your vulnerability assessment
and penetration testing engagements.
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VulSync VAPT Reporting Portal

Safe Decision has developed an in-house proprietary cloud-based solution named
“VulSync”. VulSync is locally hosted at Safe Decision’s Class-C certified cloud and
serves the purpose of syncing VAPT results with the client in real-time. Together, we
will explore the main functionalities of VulSync and how it changes the game when it
comes conducting vulnerability assessments and penetration testing engagements.
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VulSync Dashboard

The main dashboard demonstrates a statistical overview of your on-going projects. Below is a
list of information that you can view through the main dashboard.

Number of ongoing projects

Number of system users

Number of assets under assessment

Number of discovered vulnerabilities

Number of vulnerabilities discovered per day
Average vulnerability resolution time

When has a certain vulnerability been discovered
Comparison of vulnerabilities discovered to vulnerabilities resolved/unresolved.
Severity of the vulnerabilities discovered

OWASP Top 10 findings

Top vulnerabilities by Asset

Assets Categories

VulSync

www.safedecision.com.sa  / info@safedecision.com.sa Safe Decision ©



User Management

Under the user management window pane, you can create users for your assigned
developer, vulnerability owner, etc. to manage a specific asset or the entire project.
Whether it is aninternal employee at your organization or an application developer at
a 3rd party organization.

Projects Pane

® The project pane allows you to view

your current and previous completed
projects with information such as
project name, start and end dates as
well as project status.

Selecting a specific project, you can
view project information such as
duration of the project left, total
number of assets assigned in the
project and number of vulnerabilities
discovered.

Under the assets pane view, you can
search and filter specific assets,
approaches and methodology.

Under the “Vulnerabilities” page, it
allows you to view a complete list of
all the vulnerabilities discovered. You
can filter results by category, asset,
status and date. You can also
generate a comprehensive
technical/executive and recheck
reports per vulnerability or the entire
findings in one simple click.

e By Clicking on a specific
vulnerability, you can view a
complete report of the finding.
Including vulnerability description,
criticality, proof of concept and
mitigation recommendations.

e In the comments section, you can
input a comment to our penetration
testing team in-regards to any
specific vulnerability. You can also
request a recheck/validation test
per vulnerability in one simple click.
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