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With the development of technology, no matter how far away you are from families, you can communicate with them at any time in any place. The same applies to optical communication, regardless of the physical location of the two hosts or the different VNAs to which they belong, they can exchange with each other by routing between VNAs. So what is routing between VLANs and how do I configure routing between VLANs on Layer 3 switches? What is inter VLAN routing? In Figure 1, three computeers connect to a Gigabit Ethernet
switch on a limited area LAN (local area network). However, they cannot communicate with hosts on another LAN because there is no connection between these Ethernet switches. Then comes the VLAN, which provides us with logical separation or segmentation of our networks to facilitate communication between hosts on different LAN networks. However, each VLAN is a unique broadcast domain, so computers on separate VLAN networks cannot communicate with each other by default. There is a way to solve this problem, and that's
what we're going to shed light on – inter VLAN routing. Fig. 1 LAN and VLAN in the Networking process of transferring network traffic from one VLAN to another VLAN using routing is known as inter-VLAN routing. One way to route between VLANs is to connect the router to the switch infrastructure. When you use a router to facilitate routing between VNAs, the router interface can be connected to separate VNAs. Devices on these VNAs communicate with each other through a router. In addition, a more convenient method is introduced – to
configure inter VLAN routing on layer 3 switches. Layer 3 switching is more scalable than a router that provides only a limited number of available ports. To allow a Layer 3 switch to perform routing functions, the switch must have IP routing enabled. The 10gb Ethernet switch and the 40gb Ethernet switch are recommended to work as a Layer 3. 2 Inter VLAN Routing on Layer 3 SwitchesIn figure 2 switch is a Layer 3 switch configured with ip address 10.0.0.1. VLAN10 and VLAN20 with IP address 10.10.10.10 and IP address 10.20.20.20
are configured on Layer 2 switches. These two IP addresses will be the default gateway addresses for hosts that belong to VLAN10 and VLAN20 on Layer 2 switches. All interfaces connecting the three switches must also be configured as trunk ports to move the marked VLAN10 and VLAN20 frames between the switches. Traffic between VLAN10 and VLAN20 will be routed by a Layer 3 switch after the routing is configured between VLANS. These steps can be achieved by using the VLAN configuration command below. Create VLAN 10
and 20 in switch databaseAdd Fe0/1 port on VLAN 10 and Fe0/2 port on VLAN 20Create fe0/24Th layer 3 trunk port and create VLAN 10 and 20 in the switch databaseCreate Fe0/47 trunk ports Switch VLAN Rozhraní VL (ALL) (ALL) It acts as a virtual layer 3 interface on layer 3 of the switchConclusionVLAN is created to communicate between hosts in different networks. Inter VLAN routing is developed to realize exchanges between hosts on different VLAN networks. Inter VLAN routing on a Layer 3 switch without a router is also
accessible with technology development. Further configuration of network switches can be found on our website www.fs.com. Router on StickSVI (Switch Virtual Interface) In this lesson we will look at routing between VLAN networks. If we want communication between different VNAs, we're going to need a device that can route. We could use an external router, but it is also possible to use a multi-layer switch (aka layer 3 switches). Let's look at different options! The router on Stick SW1 has two VLAN networks, so we have two different
subnets. If we want communication between these VLAN's, we're going to have to use a device that can route. In this example, we use a router for the job. R1 will need access to both VLAN networks, so we'll create an 802.1Q strain between SW1 and R1. Here's how to configure it: SW1 (config)#interface fa0/3 SW1 (config-if)#switchport strain encapsulating dot1q SW1 (config-if) #switchport trunk mode SW1 (config-if) #switchport strain enabled vlan 10.20 This is how we configure SW1. Make interface fa0/3 stem port and for security
measures I made sure that only VLAN 10 and 20 are allowed. R1(config)#interface fa0/0.10 R1(config-subif)#encapsulation dot1Q 10 R1(config-subif)#ip address 192.168.10.254 255.255.0 R1(config)#interface fa0/0.20 R1(config-subif)#encapsulation dot1Q 20 R1(config-subif)#ip address 192.168.20.254 255.255.255.0 Create two sub-interfaces on the router and tell it which VLAN it belongs to. Be sure to add an IP address for each VLAN. R1#show ip route Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external type 2 i su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 ia - IS-IS inter area, * - candidate default, U - per-user static route o - ODR, P - periodized static route Gateway of last resort is not set C 192.168.10 .0/24 is directly connected, FastEthernet0/0.10 C 192.168.20.0/24 is directly connected, FastEthernet0/0.20 Router will be able to route because these two networks
are directly connected. C:\Documents &amp; Settings\H1&gt;ipconfig Windows IP Ethernet Network Configuration Adapter Local Area Network Connection: Connection-specific DNS extension . : IP address.
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: 255.255.255.0 Gateway........... : 192.168.10.254 C:\Documents and Settings\H2&gt;ipconfig Windows IP Configuration Ethernet Adapter Ethernet Connection: Ethernet: DNS suffix . : IP address.
........................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
: 255.255.255.0 Starting gate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . : 192.168.20.254 Be sure to set the IP address and gateway on your computers. Let's try a ping: C:\Documents and Settings\H1&gt;ping 192.168.20.1 Pinging 192.168.20.1 with 32 bytes of data: Reply from 192.168.20.1: bytes=32 time&lt;1ms TTL=128 Reply from 192.168.20.1: bytes=32 time&lt;1ms TTL=128 Reply from 192.168.20.1: bytes=32 time&lt;1ms TTL=128 Reply from 192.168.20.1: bytes=32 time&lt;1ms
TTL=128 Ping statistics for 192.168.1.2: Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), Approximate round trip times in milli-seconds: Minimum = 0ms, Maximum = 0ms, Average = 0ms That's how you do it. So why would you want to use a solution like this? It's cheap! You don't need a multi-layer switch for routing. Each layer 2 switch will do. Cisco Catalyst 2960 is a Layer 2 switch; the cheapest multi-layer switch is the Cisco Catalyst 3560. Compare the price of the two and you'll see what I'm talking about. Some of the drawbacks of
this solution is that your router is a single point of failure and that traffic flows up and down on the same link that could cause congestion. Want to see for yourself? Here you will find the final configuration of each device. R1 host name R1 ! interface fastEthernet0/0.10 encapsuage dot1Q 10 ip address 192.168.10.254 255.255.255.0 ! interface fastEthernet0/0.20 encapsuage dot1Q 20 ip address 192.168.20.254 255.255.255.255.0 ! end of SW1 hostname SW1 ! interface fastEthernet0/1 switchport mode access switchport access vlan 10 !
interface fastEthernet0/2 switchport mode access switchport access vlan 20 ! interface fastEthernet0/3 switchport trunk encapsuling dot1q switchport mode trunk switchport trunk enabled vlan 10.20 end So what other solutions do we have? SVI (Switch Virtual Interface) This is an image of a multi-layer switch. This switch has routing options! I can configure something called SVI (Switch Virtual Interface) for each VLAN and put an IP address on it. This IP address can be used for computers as the default gateway. Here's how to configure it:
SW1 (config)#ip routing SW1 (config)#interface vlan 10 SW1 (config-if) #no shutdown SW1 (config-if)#ip address 192.168.10.254 255.255.25 5.255.0 SW1(config)#interface vlan 20 SW1(config-if)#no off SW1(config-if)#ip address 192.168.20.254 255.255.255.0 Start by enabling routing using the ip routing command. If you forget about it, the switch will not build a routing table! The next step is to create SVI for VLAN 10 and 20 and configure IP addresses on them. This configuration may look familiar if you previously worked with Layer 2
switches. Layer 2 as Cisco Catalyst 2950/2960 we also have an SVI, but you can only use it for remote management. Once you have created the SVI and enter no shutdown it will usually be up because it is just a virtual interface, but there are a number of requirements, or it will appear as down: The VLAN must exist in the VLAN database and should be active. At least one access or master port should actively use this VLAN and be in tree forwarding mode. Simply put: The VLAN must be active somehow, or your SVI will go down. I have
two computers in vlan 10 and created an SVI for VLAN 10. SW1 # show ip interface short vlan 10 INTERFACE IP-Address OK? Method Status Protocol Vlan10 192.168.10.254 YES manual up You will see that the status says up / up, so it's good. If I turn off one interface nothing will change, my SVI will still show/up because the FA0/2 interface is still active. SW1 # show ip interface short vlan 10 Interface IP-Address OK? Method Status Protocol Vlan10 192.168.10.254 YES manual up down Once I close both interfaces we have nothing
active anymore in VLAN 10. As a result, the SVI will go up/down. Now, if I want, I can exclude the interface from the SVI state. Imagine that I want to make sure that whatever happens with FA0/2 does not affect the state of the SVI: SW1 (config)#interface FA0/2 SW1 (config-if)#switchport autostate exclude that I can use the switchport autostate exclude command. This means that it will no longer affect the state of the SVI interface. Fa0/1 is the only interface that can now affect the state of the SVI once it goes down you will see that the SVI
stand to go down as well, even though fa0/2 is still up and running. Enough about SVI, there's another method we can use our multi-layered switch for routing. By default, all interfaces on the switch are toggle ports (Layer 2), but we can change them to routed ports (Layer 3). The routed port is exactly the same interface as what we use on the router. Want to see for yourself? Here you will find the final configuration of SW1. SW1.
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