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1. Introduction





Motives 

Opportunities

Guardians
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Motives for cybercrime are hardly new:

Greed

Lust

Power

Revenge

Curiosity

Excitement

Rebellion

Intellectual Challenge

Self Defence

Ideology
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Human Guardianship

•Parents 

•Teachers

•Systems Administrators

•Individual Users
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Technological Guardianship

•Filtering Software 

•Anti-Virus Software

•Authentication Technologies

•Credit Card Algorithms
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What is Cybercrime?
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Unauthorised Access

Interference with Lawful Use

Prohibited Content

Theft/Destruction of Data

Damage to Systems



Unauthorized access

(Hacking)
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Theft of 

Information Services
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Identity Theft

Security 21
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Information Piracy

Counterfeiting

Forgery
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Possession/Dissemination 

of Offensive Materials

Security 21
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Security 21
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Online Child Exploitation
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Stalking & Bullying
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Extortion
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1. Communicate a threat

2. Target  computer systems

3. Medium of  blackmail

4. Digital payment

5. Intelligence about victims
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Electronic Funds

Transfer Fraud

Regulatory Institutions Network

College of Asia and the Pacific



Regulatory Institutions Network

College of Asia and the Pacific

2016 Theft of US$81,000,000

Bangladeshi funds deposited 

in US Federal Reserve 

system



Electronic 

Money Laundering
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Philippines

Bank secrecy laws-strong

Cash transaction reporting-weak

Casinos exempt !!



Advance Fee Fraud
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Romance Fraud
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Gavin kkariper@konya.edu.tr

My name is Gavin. I'm 45 years old, from 

the US. I'm in Syria right now fighting IS. I 

want to get to know you better, if I may be 

so bold. I consider myself an easy-going 

man, and I am currently looking for a 

relationship in which I feel loved. Please 

tell me more about yourself, if you don't 

mind.
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Sales and Investment

Fraud
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Business Interest

William Leung kchengc@cuhk.edu.hk

I have a business for you worth 24.5m usd, reply 

(willieleu2@gmail.com) for more details.

---

This email has been checked for viruses by Avast antivirus 

software.

https://www.avast.com/antivirus
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Ransomware Fraud

(Fraud+Extortion)
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Financial Hoaxes
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Illegal  Interception 

or Disclosure 

of Information
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Communications in 

Furtherance of Criminal 

Conspiracies
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Electronic Vandalism

&   Terrorism 

Cyber Warfare
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What’s New?

Greater diversity of activity within 

these generic crime types

Greater diversity of targets

and attack vectors
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2. Trends
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What’s New?

Sophisticated

Commercialized

Diversity of Organizational Form

State and State-Sponsored
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Sophistication:
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More skillful exploitation of trust
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More skillful exploitation of trust
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More skillful exploitation of trust

Bigger, Better Botnets
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More skillful exploitation of trust

Bigger, Better Botnets

Greatly Improved Malware
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More skillful exploitation of trust

Bigger, Better Botnets

Greatly Improved Malware

Crime on a Much Larger Scale
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Skillful use of digital technology 

by terrorist groups and by 

organized criminal groups 

Islamic State (Wired, April 2016); Zetas
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Recruitment

Propaganda

Fundraising

Tactical Communications
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“Los Zetas are deploying their own teams 

of computer experts to track those 

individuals involved in the online anti-

cartel campaign…”

(Stratfor 2011)
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http://mexiconewsdaily.com/wp-content/uploads/2015/03/doscolgados1-600x389.jpg
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Offensive 

countermeasures

Cyber-operations

Psychological warfare



28/11/2018
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Commercialization:
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Hackers for Hire
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Hackers for Hire

Botnets for Rent
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Hackers for Hire

Botnets for Rent

Malware Bazaars
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Hackers for Hire

Botnets for Rent

Malware Bazaars

DDoS Services
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Updates and User Support for 

Exploit kits
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Updates and User Support for 

Exploit Kits

Markets for Undiscovered 

Flaws in Computer Code            

(Zero Day Exploits)
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Diversity of 

Organizational Structures:
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State and State-sponsored

Cybercrime
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Offensive Cyber Operations

State, or State-Sponsored

Espionage 

Sabotage 

Disruption
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Estonia/Ukraine/Georgia/USA  (Russia)

2007 2008 2015 2016

Stuxnet   (USA + Israel)  2010

Saudi Aramco   (Iran) 2012  

Industrial/Economic Espionage  (China) 2013

Sony Pictures   (DPRK)  2014

Bangladesh Central Bank  (DPRK) 2016

Wannacry  (DPRK) 2016

North Korean Missile Tests   (USA)   2017
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sss
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“Stuxnet”
Stunning complexity and sophistication

Using 4 “zero day” exploits

Commandeered industrial control system while    

hiding the fact

Disabled alarms while signalling that systems were 

operating normally.

A “game changer” in cyber security
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PLA Unit  61398

(APT 1) 
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http://intelreport.mandiant.com/
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http://www.alokitobangladesh.com/online/details/50205
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https://www.google.com.au/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwjGmJuAvP_dAhUJPXAKHavNDcoQjRx6BAgBEAU&url=https%3A%2F%2Flogrhythm.com%2Fblog%2Fwannacry-ransomware%2F&psig=AOvVaw1v0VWnxPc0qr67HxnqIGjj&ust=1539384401250130
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https://www.unilad.co.uk/news/armageddon-postponed-as-north-korean-missile-launch-fails-again/


Regulatory Institutions Network

College of Asia and the Pacific

State- “Sponsored”:

Russian Hackers
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1. Attack anything you like, as 

long as it is outside of Russia
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2. If you encounter information 

that may be useful to the 

Russian State, please let us 

know.
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3. When patriotic duty beckons,        

please heed the call.



Regulatory Institutions Network

College of Asia and the Pacific

Plausible Deniability
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China

Estonia

Georgia

India

Iran

Saudi Arabia

South Korea

United States
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http://www.houstonchronicle.com/news/nation-world/nation/article/7-Iranians-charged-for-US-cyberattacks-7044915.php
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United States of America

vs

Ahmed Fathi et al

https://www.justice.gov/opa/file/

834996/download
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State Ignorance

State Incapacity

“Blind Eye”

Tacit Encouragement

Active Sponsorship

Formal Collaboration

State Monopoly
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4. Recent     

Technological 

Developments
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Mobile Telephony

Wireless Internet

Cloud Computing

Voice-over Internet Protocol

Social Media
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Further into the future:

“The Internet of Things”

Interconnectivity
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50 Billion interconnected devices 

worldwide by 2020
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Remote car hijacking

https://www.youtube.com/watch?v=M

K0SrxBC1xs
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Vulnerability of Weapons Systems
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US Government Accountability Office

WEAPON SYSTEMS 

CYBERSECURITY:

DOD Just Beginning to Grapple 

with Scale of Vulnerabilities

GAO-19-128: Published: Oct 9, 2018. 

Publicly Released: Oct 9, 2018.

https://www.gao.gov/products/GAO-19-128
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“Big Data” 

a tool for criminals
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Further into the future:

“The Internet of Things”

Brain-machine Technology



Regulatory Institutions Network

College of Asia and the Pacific



Regulatory Institutions Network

College of Asia and the Pacific



Regulatory Institutions Network

College of Asia and the Pacific



Regulatory Institutions Network

College of Asia and the Pacific

http://blog.newtrent.com/quadriplegic-moves-for-chocolate/
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Further into the future:

“The Internet of Things”

Brain-machine Technology

Brain-to-Brain Technology
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5. Conclusions
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Crime Follows Opportunity
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Every New Technology

Every New Application

is vulnerable to criminal 

exploitation
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It is theoretically possible for someone with 

just a laptop to: 

▪ Commandeer an aircraft 

▪ Put a virus into flight control computers 

▪ Jeopardize the safety of the flight by taking control of    

computers 

▪ Take over the warning systems or even navigation 

systems 

US Government Accountability Office 2015
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.

https://books.google.com.au/books?id=q1AJCgAAQBAJ&printsec=frontcover&source=gbs_ge_summary_r&cad=0
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Solutions:



How best to achieve 

security and prosperity 

in Cyberspace?
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Security Consciousness
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Security Consciousness

Resources
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Security Consciousness

Resources

International Co-operation
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Security Consciousness

Resources

International Co-operation

Substantive Criminal law
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Security Consciousness

Resources

International Co-operation

Substantive Criminal law

Laws of Criminal Procedure

and Evidence
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Budapest Convention

https://www.coe.int/en/web/cybercrime/

the-budapest-convention



Successful models of 

Co-operation
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China-Taiwan 

Fraud Investigation (2012)
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Silk Road 2.0 Takedown 

(2014)

Bulgaria, Czech Republic, Finland, France, Germany, 

Hungary, Ireland, Latvia, Lithuania, Luxembourg, 

Netherlands, Romania, Spain, Sweden, Switzerland, 

United Kingdom,  United States

Regulatory Institutions Network

College of Asia and the Pacific



Regulatory Institutions Network

College of Asia and the Pacific

Pluralistic Cybersecurity

Governments  

Private Industry 

Civil Society

(Better communication within and 

between these sectors) 
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More Secure Software

More training and education   police;    

prosecutors; judges; citizens

More international cooperation 

▪ Harmonization of laws       

(substantive criminal law;  

criminal procedure laws)

▪ Cross-border investigations

▪ Bridging the digital divide
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Santayana (1863-1952):

Those who forget the past are 

condemned to repeat it.
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Those who fail to anticipate the 

future are in for a rude shock 

when it arrives.
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Thank You !
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Peter.Grabosky@anu.edu.au

http://Regnet.anu.edu.au


