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Electronic signature policy for medical records

From Robert Mullins financial institutions and many other companies have successfully transitioned from paper-based files to electronic transition, but the healthcare industry is another matter. While high technology is used to diagnose and treat many diseases, the back office is still running on paper. One push is the
transition to electronic medical records, but security and privacy concerns are still a problem. The stimulus package signed by President Obama in February 2009 included '19 billion to help the health care industry switch to electronic health records (EER), while the next 10 years will see an additional USD 50 billion
proposed. But there are many reasons to be cautious about such efforts. Hospitals, clinics, and doctors have fallen decisively short of time as their offices remain filled with Manila folders full of paper records and diagrams. The Obama administration has advocated for electronic health records because they can help
improve the efficiency of health care by sharing information about a patient's history, treatment, and outcomes. However, the risks associated with switching to EmRs include doubts about its accuracy, the risk of records being hacked, and unauthorized access to records of insurers, employers, or others who could use
this information against patients by denying them insurance or jobs. One of the reasons why medical records have not become digital, as they have in financial services or other areas, is HIPAA. The Federal Health Insurance Portability and Accountability Act, passed in 1996, requires hospitals, clinics, and others in the
health care system to protect the privacy of medical records. HIPAA includes fines of up to 250,000 U.S. dollars in fines and 10 years in prison for violations. Given the harsh penalties and the number of electronic records violations, many in the healthcare sector believe it is easier to secure paper records. The story of e-
patient Dave is a cautionary tale about what can go wrong with EMRs. According to a story in the Boston Globe, e-patient Dave, whose real name is Dave deBronkart, asked for the transfer of his medical records from the hospital where he was being cared for to Google Health, a free service that allows patients to retain
control of their medical records. Dave discovered several inaccuracies in his medical history because much of the information about his medical records was taken from billing documents, which, for example, only listed which test was performed, not the As The Globe reported, some doctors fear that inaccurate
information from billing data could lead to improper treatment. In another case documented in Consumer Reports, a woman was denied insurance because of a medical procedure coding error that said she had chronic obstructive pulmonary disease. She had no COPD. Although information security technology is
available to block unauthorized access to medical records, block, Violations happen all the time. The Privacy Rights Clearinghouse has tracked every reported data breach in the Us since 2005, and in several cases the compromised data was medical data. In one case, desktop computers were stolen from a medical
clinic in San Jose, California. In another, 2,800 medical records were issued online at Ohio State University Medical Center. In another case in Ohio, 60,000 records were uncovered. Records can be effectively secured, but as the market for the digitization of medical records is emerging, many new companies with
different standards, approaches and reliability can jump into the market. There will be many fly-by-night companies. There needs to be real vigilance to ensure that people actually get what they pay for, said John Halamka, chairman of the U.S. Healthcare Information Technology Standards Panel, as cited in an article
about Cnet.com. Some violations can be mischievous, such as hospital staff looking at medical records of celebrities like Farrah Fawcett and Britney Spears in California. But other violations can be more serious. Data protectionists warn that unauthorized access could lead to patient discrimination. An insurance
company could deny coverage to someone based on what they find in the person's medical records, or an employer might refuse to hire someone based on their medical history. Doctors in the United States have invested in some of the world's most advanced diagnostic devices, but when it comes to tracking patients'
sick stories, doctors and hospitals still rely primarily on pen and paper. Members of both parties are in favour of turning all these papers into a comprehensive system of electronic medical records, and the government is finally creating incentives to make this dream a reality. The 2009 stimulus package provided funding



for doctors and hospitals to improve their record-keeping systems, and President Obama has said he wants every American to have an electronic health record by 2014 [Source: Pear]. Why should the government make this investment? Analysts predict that electronic health records could save the US billions of dollars in
health spending, and their use has been associated with better patient care. But let's be specific -- in this article, we have five examples of what these savings and better health outcomes might look like. Page 2 Well, that seems an obvious -- if your medical records there would be less paperwork, of course, wouldn't it?
But take a minute to think about the effects of fewer file drawers. Currently, every time you see a new doctor, fill out a slice of papers. But with access to an electronic medical record, your doctor will already have information about all the medications you take, the results of all the lab tests you've ever had health problems
you face. Doctors and nurses don't have to draw diagrams and transcribe information so they might have more time and more meaningful interactions with patients. And have you heard jokes about the poor handwriting of the doctors? Nurses or patients no longer waste time finding a doctor's commands, as he or she will
use a computer or electronic device to make them. This advantage is also crucial for the next item on our list. Schoolchildren in the United States often face an ominous-sounding permanent record. Do not get into trouble, teacher warn, or that is where the crime is recorded. Better do good on these tests, they will say,
because the results go into a file that will stay with you for life. It was unclear who kept or had access to the document -- Santa Claus, perhaps? -- but while employers can ask for a criminal background or request an academic copy, they never seem to request permanent recording. However, when it comes to your
health, it would be a great help. Known as an electronic medical record, this file would follow you from the time you were born to your death. Any doctor you visited during your lifetime would immediately know what allergies you had and any medication stake you had ever taken without having to fill out papers. He or she
would have access to your entire health history, and this large-scale view would help identify any changes that could cause serious problems, such as steady weight gain or ever-increasing cholesterol levels. Advertising The system that houses your file would also help the doctor manage your care by reminding you of
preventive screenings that you should receive based on your age, gender, and family history, and the system would also have the ability to issue a warning before a mistake was made -- to warn the doctor if one of your medications responds badly to another. All the diagnostic lab tests you had would be uploaded directly
to the file to quickly access, and if you saw a specialist, there would be less chance that you would have to undergo double tests. If you are struggling with a chronic condition such as diabetes or heart disease, your doctors could better coordinate your care. Not only would this electronic medical record save you time and
lead to better care, it can ultimately save you and all US citizens money. Analysts that the widespread use of electronic health records could save tens of billions of dollars in costs from the U.S. health care system [Source: Hillestad et al.]. Despite these advantages, the US lags behind other developed countries in
electronic health records. Find out on the next page why the system will change. In today's world, many people do not think of over-sharing. We're vying to be cast on reality TV shows for cameras to follow us every minute. We document our daily activities on our Twitter feeds, post party pictures on Facebook and upload
videos of marriage proposals to YouTube. Sometimes it seems that there is nothing we will not share with our fellow citizens. But mention the current efforts to digitize health records and create a system of electronic medical files, and even the most dedicated technophiles can shudder. There is something about
converting old-fashioned paper charts that makes people nervous. Survey after survey has shown that U.S. citizens do not trust systems of electronic medical records, but it is a fear that we conquer because these systems are on the way. The 2009 stimulus package included billions of dollars to create electronic health
records for each citizen. Advertising Electronic medical records promise a wealth of benefits. They will reduce the exploding administrative costs that overwhelm our health system, and they will also help doctors ensure better care. Instead of remembering the last time you had a tetanus shot or any medication you've
ever taken, doctors will be able to get this information with a few clicks of a computer mouse. With this data at their fingertips, they can avoid ordering duplicate tests or prescribing the wrong drug. Healthcare professionals will be better able to monitor the preventive care patients need for their age and gender, and they
will also be able to work with other doctors to address chronic conditions. It may sound like a good deal, but it is perfectly reasonable to have questions about the privacy of these records. Would a network like this be safe from hackers? Could all your information end up on the Internet? And what about the most sensitive
aspects of your health history -- things like abortions, drug abuse, and mental illness -- everyone needs to see them? The stimulus package, which included funds for electronic health records, included a set of data protection standards that must meet those records that the Obama administration is in the midst of
completion. While we wait for the ultimate rules, we take a look at the possible security precautions. Protective measures.
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