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Executive Summary 

This report describes the measures taken to secure the system, both from the perspective of data 
protection/information management and general information security. It also explains how the system 
can be audited to meet compliance and standards in information management security.  

This project makes extensive use of Balena, an IoT device orchestration service, and this report 
describes its security benefits and implications. As an IoT project, use of the cloud is important and 
various measures are taken to ensure a secure system, such as access tokens and API keys, which 
are detailed in this report. This document also discusses the use of external services to which the 
devices need to be connected. 

This deliverable also specifies a set of security, privacy and data protection models that are used to 
comply with various data information policies in the context of cloud applications. More particularly, 
this document shows practical use of models like identity and access management, role-based access 
control (RBAC) and client authorization within the COFYbox Portal and Community Tools, a set of 
cloud-based web applications. In addition, it also presents the latest web application vulnerability 
assessment to identify web application security threats. 

Due to the fact that this is merely the first security assessment and that a final evaluation will be 
conducted by the end of the project, it must be noted that the following document contains sections 
that are a template for later use by project partners. While a full security assessment of key priorities 
has already been conducted herein, it must be clear that a more extensive evaluation will be 
conducted during the later stages of the project for which this document provides a framework. 
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Introduction 

Device Ownership 

Responsibility for device production is with Carbon Co-op. As a non-profit organization, Carbon Co-
op cannot generate revenue from the dissemination of the devices. Nevertheless, devices do not 
remain property of Carbon Co-op, or COFYCompany. Once given to the participant, the device is 
considered their property. 

General Information Security Principles 

The CIA (confidentiality, integrity and availability) triad summarises the three most important aspects 
of information security.  

 

Image credit: Nikander, Manninen and Laajalahti (2020) 

Confidentiality 

Personal or otherwise private information should be kept confidential. Measures are taken across the 
project to ensure that such data is protected and is not available to those who are not authorised to 
view it. This includes, but is not limited to, personally identifiable information, energy usage data, and 
unique or custom configuration settings. System administrators are, in most cases, able to view such 
information where it is necessary for them to perform their functions. In such cases, role-based access 
control (RABC) defines permissions for administrators or other workers. 

Integrity 

Data or information involved in the project should be able to accurately and consistently reflect the 
state of the system and should not be modifiable where it is not necessary. This ensures the 
searchability, traceability and recovery of the data. Where possible, steps are taken to maintain the 
reliability of the data. For example, changes made to code on the devices are stored in Gitlab’s version 
control system using Git, and device logs are available to administrators on the cloud in Balena. 

Availability 

Data should be available to authorized users as often as necessary. Information only holds value 
when it is accessible to the right people at the right time. Due to the distributed nature of IoT systems 
and consequential dependencies - on users’ home networks, for example - this aspect of the CIA triad 
is the most difficult to guarantee in this project. Nevertheless, device monitoring is a key function of 
the system that is made possible through the cloud. 
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Device Lifecycle Management using Balena 

 
BalenaCloud is used for device management and orchestration. Balena is a set of tools for building, 

deploying, and managing fleets of connected Linux devices. BalenaCloud is a paid for service, 

supported by Balena engineers. 

 

Image credit: balena.io 

The Balena development process is centered around Docker Linux containers. The applications are 

developed locally in one or more docker containers. These docker containers can run any 

programming language or service in an isolated environment. The hardware devices are set up with 

a Balena host operating system. When development reaches a point where it needs to be deployed, 

the docker containers are uploaded to BalenaCloud using command line tools, and the Balena system 

deploys the containers to the devices. 

Devices can then be monitored and managed through the BalenaCloud dashboard and other tools. 

Manage Device Identity and Authorization 

When SD card images for devices are created, they are prescribed a random device name from 

within Balena Cloud. This is a friendly name that is human-readable and is used for debugging 

purposes. Once the image has been flashed to a device, a provisioning key is established on the 

device. This key is used to register the device on the desired fleet using the provisioning API and is 

deleted once that step is completed. This ensures that access to fleets is restricted to only 

authorized devices. 

Access to a BalenaCloud fleet provides ingress to all areas of the device - terminal commands can 

be run via SSH inside whichever container the administrator wishes to access/debug. Therefore, 

access to the BalenaCloud platform is managed carefully by CCOOP. Role-based access control is 

https://docs.cofybox.io/cofybox/containers
https://docs.cofybox.io/cofybox/containers
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used to define permissions of those with access to the platform. For example, individuals with 

developer access may be granted permission to certain fleets, but not to others. The principle of 

least privilege is used to control access, in that individuals should be given only those privileges 

needed for them to complete their task. Google’s OpenID Connect service is used preferentially to 

access BalenaCloud, rather than username and password. 

Balena uses Cloudlink to manage device state (reboot, shutdown etc.) which prohibits device-to-

device communication. This ensures that compromised devices cannot contaminate other devices. 

See Balena’s security notes.  

Monitoring and Audit 
Device health is monitored remotely on the Balena Cloud platform via device API keys. System 

admins can view the logs of each service, and 1000 lines of logs are stored in Balena for each 

device. Audit logs via Balena are not yet available. 

Update and Patch 

Updates and patches for the CofyBox are issued regularly and remotely using industry-standard 

CI/CD practices. Changes to the code repository are pushed to GitLab and deployed to the staging 

fleet through Balena Cloud. Docker images and Python packages automatically update each time 

code is deployed, apart from Home Assistant and custom components which are manually updated 

monthly by the development team for the whole fleet. Host OS and Supervisor versions are updated 

more sporadically. 

Managing Device End-of-Life 

Devices can be removed from Balena at the end of their life - optionally data can also be purged. 

This action removes the device API key which terminates communication with BalenaCloud. The 

device is still functional, but due to the removal of communication with BalenaCloud, it can no longer 

receive updates. In the event of a compromised device, action to purge all persistent data and 

restore the default system configuration can be taken immediately. 

Device Fleets for Sandbox & Production 
Two main COFYbox fleets are managed on the Balena platform: staging (i.e. sandbox) and 

production. Updates pushed to GitLab are automatically deployed to the staging fleet and a manual 

step is required to push these updates to production. This ensures that any possible breaking 

changes remain in the staging environment before touching production. 

  

https://openid.net/connect/
https://www.balena.io/docs/learn/welcome/security/
https://forums.balena.io/t/retrieve-audit-of-device-ssh-access/359449/10
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Connecting Devices Securely to the Data Hub 
The following diagram shows the steps involved to initiate the connection between the device and the 
COFYbox cloud: 
 

 

 
  

   
1. Manage device enrollments in the COFYbox Portal 

2. Automatically provision your devices with the Device Provisioning Service 

3. Securely connect a device to the Data Hub and send telemetry data 

4. Claim and configure your device twin in the COFYbox Portal 

 
In this section we focus on the security measures for step (2) Provisioning and step (3) Sending Data. 

Device Provisioning Service  
The COFYbox Device Provisioning Service (DPS) is a helper service that returns the Data Hub 
connection information to the device. 
 
These are the high-level steps of the provisioning process: 
  
● The device manufacturer adds the provisioning service information and registration token to the 

device during the initial setup/install. 

● The community manager takes the registration token information and adds it to the enrolment list 
either through the Web API or through the COFYbox Portal. The list contains all devices that may 
at some point register, and acts as a whitelist of devices. 

● The device contacts the DPS endpoint provided during device setup and passes the registration 
token to prove its identity. 
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● DPS validates the identity of the device by validating the registration token against the enrolment 
list. If the device is not present in the enrolment list, the DPS will return a HTTP 400 error to the 
device. 

● DPS registers the device with a service bus and initiates the device's digital twin. 

● DPS returns the service bus connection information to the device, including a Shared Access 
Signature. The device can now start sending data directly to the service bus. 

Access control with Shared Access Signatures 

The COFYbox Data Hub is built on top of Microsoft Azure Service Bus and supports the principle of 
least privilege using Shared Access Signatures. 

A Shared Access Signature (SAS) gives the holder of that signature access to a particular resource 
(like a queue), for a limited time, and with limited permissions. In our scenario, it is the COFYbox 
device that gets limited access to a specific Data Hub Queue. 

To create such a Shared Access Signature, we rely on a service bus authorization rule (or shared 
access policy): 

Name: CofyboxSendPolicy 

Claims: Send 

This authorization rule prevents connected devices from reading data. Instead, a device is only 
allowed to send data to the hub. Nothing more. 

The authorization rule comes with a Primary and Secondary symmetric key, which is used to generate 
the SAS-token. Please note that these keys are never shared with any device! 

The final SAS has the following form: 

SharedAccessSignature sig={signature}&se={expiry}&skn={policyName}&sr={resourceURI} 

  

Here are the components of each token: 

● {signature}      

An HMAC-SHA256 signature string. This signature is using the symmetric key (primary or 
secondary) of the CofyboxSendPolicy to perform the hash. 

● {resourceURI} 

URI of the hub endpoint (queue) that can be accessed with this token. 

● {expiry} 

The expiration date of the SAS-token. Once expired, the device needs to request a new SAS. 
Compromised, stolen or deactivated devices would no longer be able to get a new signature. 

● {policyName}  

The name of the shared access policy to which this token refers, being CofyboxSendPolicy. 
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Cloud Application Security 
Cloud application security is the process of protecting data and systems stored in the cloud. This 
process involves identity and access management, role-based access control, client authorization, 
data encryption, key and secret management and vulnerability assessment. 

Identity and access management  

The COFYbox identity server is responsible for the whole user identity lifecycle and also handles 
authentication and authorization of the user. 

Authentication is required when a client application needs to know the identity of the current user. 
Typically, these applications manage data on behalf of that user and need to make sure that this user 
can only access the data for which he is allowed. In the COFYbox ecosystem we currently only have 
one client application: the COFYbox Portal - a JavaScript-based client application - that requires 
authentication of the user. 

Here’s a diagram showing the major front-end pieces of the COFYbox cloud architecture. 

 

 

 

After a user is authenticated, a user must be authorized to perform actions. 
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Role-based access control 

The COFYbox role-based access control is an authorization system to manage who has access to 
COFYbox resources, what they can do with those resources, and what areas they have access to. 

Below is a list of the roles available on the COFYbox Portal. 

● Members 

Members have limited access in the COFYbox Portal. They can only access data and perform 
administrative tasks on the device(s) they claimed. 

● Community Managers 

Community Managers help manage members and devices within a community and can 
perform other administrative tasks. 

● Community Owners 

Community Owners hold the same level of permission as the Community Managers. In 
addition, they can assign community owners and managers. 

● System Administrators 

System Administrators can create communities and assign community owners and managers. 
They can also perform system-related administrative tasks. 

  

These are the high-level steps that COFYbox RBAC uses to determine if a user has access to a 
resource: 

  

1. A user acquires a token for COFYbox API. 

2. The user makes a REST API call to COFYbox API with the token attached. 

3. COFYbox API retrieves all the role assignments that apply to the resource upon which the 
action is being taken. 

4. COFYbox API narrows the role assignments that apply to the user and determines what roles 
the user has for the resource. 

5. COFYbox API determines if the action in the API call is included in the roles the user has for 
the resource. If the user doesn’t have a role with the action at the requested scope, access is 
not allowed. Otherwise, access is allowed. 
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The following diagram is a summary of the evaluation logic. 

 

 

Client Authorization 

The COFYbox API is using scopes to grant applications different levels of access to data on behalf of 
the end user. 

Please note that scopes control what a client application can access, not what a user can access. 

COFYbox API uses scopes that refer to the object they grant access to, followed by the class of action 
on that object they allow (e.g. devices:write). The list of objects includes user profiles, devices and 
workspaces. 

There are currently only two classes of action: 

● read: Reading the full information about a single resource. 

● write: Modifying the resource in any way e.g. creating, editing or deleting. 

For example, to request access to a device (twin) that has been claimed by the user, a client app 
would request devices:read. If the client app also needs to access the user profile, the requested 
scope would be profile:read devices:read. 
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Below is a list of currently supported API scopes: 
  

● devices:read 

Read only access to your devices, including both settings and sensor data. 

● devices:write 

Full access to your devices, including both settings and sensor data. 

● workspaces:read 

Read only access to your workspaces 

● workspaces:write 

Full access to your workspaces 

● profile:read 

Read only access to your user profile 

● profile:write 

Full access to your user profile 

Data Encryption 

The COFYbox cloud applications are using encryption to protect data that is at rest or in transit. 

● Encryption in transit protects data as it’s transmitted between cloud systems or to end-users. 
This includes encrypting communication between two services, whether they’re internal or 
external, so that data cannot be intercepted by unauthorized third parties. 

→ All HTTP traffic is enforced to go via HTTPS. 

● Encryption at rest ensures data cannot be read by unauthorized users while it is stored in 
the cloud. This can include multiple layers of encryption at the hardware, file, and database 
levels to fully protect sensitive application data from data breaches. 

→ Data that is stored is encrypted and decrypted transparently using 256-bit AES encryption, 
one of the strongest block ciphers available, and is FIPS 140-2 compliant. 

Key and Secret Management 

All application keys and secrets are stored in a managed key vault service, being Microsoft Azure Key 
Vault. 

Web Application Security Assessment 

Web Application Security Assessment is a systematic review of security weaknesses in a web-based 
application. It evaluates if the web application is susceptible to any known vulnerabilities, assigns 
severity levels to those vulnerabilities, and recommends remediation or mitigation, if and whenever 
needed. 

The latest results are presented in Appendix A. COFYbox Web Application Security Assessment (July 
2022). 
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Separation of Development, Sandbox and Production 

The COFYbox Dev-team has the ability to connect and test devices and/or software updates before 
putting them on the live system, reducing the risk of lowering the security of the current COFYbox 
ecosystem. 

● A COFYbox sandbox environment is maintained and includes all services that are used in the 
production environment. 

● Members of the dev-team usually also have a local development environment. 

 

Information Management and Security at the cloud provider 

The COFYbox sandbox and production environment are hosted on the Microsoft Azure cloud. 

Certification 

Microsoft Azure services are certified to: 

● ISO 27001 (Information Security) 

● ISO 27017 (Code of Practice for Information Security Controls) 

● ISO 27018 (Code of Practice for Protecting Personal Data in the Cloud) 

● ISO 27701 (PIMS), a standard that can be mapped to many of the requirements under GDPR. 

Compliancy 

Microsoft Azure services are compliant to: 

● EU GDPR: https://docs.microsoft.com/en-us/compliance/regulatory/gdpr 

● EU Model Clauses: https://docs.microsoft.com/en-us/compliance/regulatory/offering-eu-
model-clauses 

The European Union’s 28 data protection authorities, acting through their “Article 29 Working 
Party,” have determined that the contractual privacy protections Microsoft offers to its 
enterprise cloud customers meet the current existing EU standards for international transfers 
of data. Microsoft is the first and only cloud provider to receive this type of approval. Europe’s 
privacy regulators have said, in effect, that personal data stored in Microsoft’s enterprise cloud 
is subject to Europe’s rigorous privacy standards no matter where that data is located. This 
recognition applies to Microsoft’s enterprise cloud services – in particular, Microsoft Azure, 
Office 365, Microsoft Dynamics CRM and Microsoft Intune.  

Data Residency 

For most of the Azure services REScoopEU - being the controlling party - can decide where data is 
stored. The COFYbox cloud architecture relies on Microsoft Azure (PaaS) services that are all hosted 
in Europe, more specifically at the West Europe datacenter, located in the Netherlands. More 
information: https://azure.microsoft.com/en-us/global-infrastructure/data-residency/ 

  

 

https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27017
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27018
https://docs.microsoft.com/nl-BE/compliance/regulatory/offering-iso-27701
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr
https://docs.microsoft.com/en-us/compliance/regulatory/offering-eu-model-clauses
https://docs.microsoft.com/en-us/compliance/regulatory/offering-eu-model-clauses
https://azure.microsoft.com/en-us/global-infrastructure/data-residency/
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COFYbox Device 

WIFI Hotspot 
Each device, once connected to an external network, produces its own WiFi hotspot that can be 

used for local development. This is password protected by the manufacturer using a WPA2 

passphrase that is supplied to the user at installation via a sticker on the box. 

Home Assistant 
Home Assistant is a free and open-source software designed for home automation. It runs as a 

docker-style container on the COFYbox, and acts as a “hub” for the execution of commands in the 

users’ homes. It provides a simple local UI for the users of the COFYbox. Access to Home Assistant 

is password protected by the end user. If access to home assistant is needed for an administrator to 

debug, the password must be shared by the user with the administrator. 

 

See the Home Assistant website 

 

Nginx Reverse Proxy 

Nginx is a reverse proxy and load balancing software and, as of June 2022, is the most popular web 
server mechanism in the world. On the devices, it serves static files and manages connections with a 
secure gateway.  

 

Connecting to external services 

InfluxDB 

InfluxDB Cloud is a cloud-based time-series database that allows reporting of cofybox data. Such 
data includes energy usage and production information, as well as, in some cases, a heartbeat sensor 
allowing for device monitoring. The devices have write access to the database, with the connection 
being secured with SSL certificates on the device.  

PowerShaper 

PowerShaper is Carbon Co-op’s internal domestic Demand Side Response programme. COFYboxes 
act as a hub for the implementation of the service. DSR events are distributed from CCOOP’s Virtual 
Top Node (VTN) application, to the COFYboxes. In turn, acting as a Virtual End Node (VEN), the 
COFYBoxes provide control over smart devices in users’ homes.  

 
The VTN application is behind a secure gateway which is a custom configuration of an nginx reverse 
proxy. This enables a few different features: 

● Efficient and correct client certificate checking: the nginx proxy efficiently off-loads the client 
certificate checking and passes the SHA1 of the client certificates to the VTN application for 
authentication/authorisation. 

● Load balancing: the nginx proxy can load balance across VTN applications. 
● Security: the nginx proxy acts as a secure gateway with higher security guarantees and a 

smaller attack surface than a normal web application. All VTN requests must pass through 
the gateway which makes it easy to detect attacks etc. It also implements a layered 

https://www.home-assistant.io/
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approach to security which provides high security guarantees at each level as well as 
architecturally. 
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Appendix A.  

COFYbox Web Application Security Assessment (July 2022)  

 

 


