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If you are a former Cal Fed Commercial Real Estate Lending customer, click here. If you have any other questions or need more information, call Customer Service at 1-866-248-4937. Citibank is working with law enforcement to aggressively investigate a fraudulent email that was sent as spam to numerous email addresses. Although the email appears to be
from Citibank regarding Your Audit Account at Citibank, it does not, and Citibank is in no way involved in the distribution of this email. The email tells recipients that their Citibank audit account will be suspended unless they accept new Terms and Conditions and address them to a site that appears to be from Citibank. The fraudulent site requires the
customer's name and the first 4 digits of their ATM card number. Citibank urges recipients of this email to delete it immediately. Citibank does not ask customers to provide sensitive information in this way. Customers who receive suspicious emails claiming to be from Citibank are encouraged to report it to customer service at the number listed on their ATM
card. Citibank's systems have not been compromised in any way. Please understand that we are unable to respond to individual emails about this issue. Rest assured that we are using all the information available in this important investigation. Below are some good general tips to help educate consumers about online safety. Leave suspicious sites. If you
suspect that a website is not what it claims to be, leave the site immediately. Do not follow any of the instructions it presents. - Be careful about scam emails. These may seem to come from a trusted business or friend, but they are actually designed to trick you into downloading a virus or jumping to a fraudulent website and disclosing sensitive information. Do
not respond to any emails requesting your personal information. Be very suspicious of any emails from a company or person asking for your password, Social Security number or other highly sensitive information. - Only do business with the companies you know and trust. Be aware! Phony look the same way websites are designed to trick consumers and
collect their personal information. Make sure that websites on which you trade publish privacy and security policies and review them carefully. Open emails only when you know the sender. Pay special attention to opening an email message with an attachment. Even a friend can accidentally send an email with a virus. Be careful before you click on a link in an
email or other message. The may not be reliable. Do not send sensitive personal or financial information unless it is encrypted on a secure website. Normal emails are not encrypted and are more like sending a postal card. Look for the lock symbol in the bottom browser bar to make sure the site is running in protected mode confidential information is entered.
Use strong passwords or personal identification numbers (PINS) for Internet accounts. Choose hard-to-guess passwords for others and use a different password for each of your accounts. Use both letters and numbers and a combination of lowercase and uppercase letters if passwords or PINs are case sensitive. Make sure your home computer has the
latest antivirus software. Antivirus software needs frequent updates to protect against new viruses. Be sure to download antivirus updates as soon as you receive a notification that a download is available. Install a personal firewall to prevent unauthorized access to your home computer. This is especially important if you are connecting to the Internet via a
cable modem or a Digital Subscriber Line (DSL) modem. 1-800-374-9700 (Online Banking) 1-800-627-3999 (Bank Account Information) 1-800-374-9700 (option #2) (Bill Payments) 1-888-214-0036 (Citi Mobile) 1-800-745-1534, (option 1) (Checking, Savings and CD Application Status) 1-800-374-9700 (Bank en Espanol) 1-800-685-0935 (Home Equity Lines
and Loans) 1-800-695-5911 (Citibank Retirement Planning Products) 1-888-248-4465 (Citigold) 1-210-677-0065 (Citigold Outside the U.S., Canada, Puerto Rico) 1-800-870-1073 (Citi Private Bank Account Inquiries) 1-813-604-3290 (Global Executive Banking)Mail:Citibank Client Services Citi Inquiries: 100 Citibank Drive, San Antonio, TX 78245Follow
CitibankTwitter Citibank: 10 Free Calle Toll: 3 Citi: 1 Citibank 395 6th Ave: 1 Citibank Verification: 1 « Previous post | Home property. Next Post - FRAUD ALERT: Citibank Fraud Alert Bogus Email Attention fraudulent emails sent to Citibank customers. You claim to be at Citibank's, but it's not. Its intent is to get you to enter sensitive information about your
account and use this information to commit fraud. There are many variants of this type of scam, but they all try to get the link clicked. However, these links are fake although they are usually cleverly masked and seem to be legitimate. To ensure legitimate and secure access, always enter www.citibank.com in your browser. This applies to any sensitive
account you may have from a financial institution, EBay, PayPal etc. Category: FRAUD ALERTS Published march 3, 2004 at 12:57 pm Permalink Comments I received an email saying that I am the benefiecial of will be appollo account in the sum of 3,00000.00 dairs and they ask me to send funds in the amount of 650.00 even if weston union or gram money
and they will send the money to me. The money is at the citibank in Greece. Published by: Loretta on Nov 30, 2011 6:05:59 SOMEONE sent me message via facebook chat that she wants to give me opportunities. He said he's working on and discovered a fund of a dead man and said I have to claim because he fixed the necessary documents for me to be
the deceased man's legal relative. He ordered me to email Citibank and citibank responded and asked for some documents that the girl immediately handed me over and forwarded to citibank. Then again the citibank submitted a background transfer form that I filled in with my bank account and their response was to pay the transaction fees by courier. The fee
is almost $1,200 that I can't afford and I forwarded the citibank message to her and she insisted on summarizing a $450 and she'll take care of the rest. I said I can't afford $450 for coz I'm poor. I said you should pay the rest coz you have a job and this test your confidence in me by handing over the money to citibank. She did not accept instead she ordered
me to email the information bank of my cousin's account and the email add in the United States. I said I don't have any cousins in the United States. I just pretended she could trick me, just for fun to see if she can't be easily frustrated. At the end of the day, he'il learn that I'm too smart that he hasn't noticed it from the start. Our transaction has been ongoing
for almost 2 months. It includes me dalaying answers, giving invented bank accounts, anonymous names that don't exist and some phone numbers and addresses that don't exist. Posted by: jamal on October 2, 2011 9:44:10 PM I just received this fake email that went straight to my spam thanks to gmail detecting it for being fraud. Citi Alerting Service - Hide
Quoted Text - Citibank Warning Message A message was sent to citibank message center. - To read your message, go to - Select link messages, which appears to the left of each page. If you want to confirm this email is from Citibank, go to the Citibank message center. Email Security Zone At the top of this message, you'll see an email security zone. Its
purpose is to help you verify that the email was actually sent by Citibank. If you have any questions, please call 1-800-374-9700. INFORMATION THIS MESSAGE Please do not respond to this customer service email. For specific account requests, kindly call 1-800-374-9700 (TTY: 1-800-788-0002) or visit citibank.com. - Hide quoted text - Citibank, N.A.
Member FDIC. Citi © 2010 Citigroup Inc. Published by: j on Dec 4, 2010 9:04:12 PM This is what I got today: - - you need to confirm that the last transactions were made by you or another user of the account. You can do this by following the link below: once your business is confirmed, you can continue to use your account normally. Thank you for for with
Citibank! Citi Online Banking Security - Since there have been so many mergers these days, I wasn't sure if I had an account with them! Just to be safe, I decided to check... Published by: Linda Kruger on October 4, 2010 12:05:51 PM I would like to sign up for alerts that allow you to monitor my balance, etc. I went www.citibank.com/alerts all there was related
to the fraud notices. Ellen Fletcher Published by: Ellen Fletcher on May 30, 2010 8:49:08 PM I have never done business with citibank. Yet I get an email from these spammers several times a month. They also have my name as Frances (a girl's name) instead of Frank. I have complained several times to the FTC and CitiBank without success. Citibank won't
help me because I don't have an account with their bank. Citibank E-mail &amp; Wireless Banking Alerts Payee Set up or Changed On 04/20/10 a new payee has been set up, or an existing one has been changed, on your account: CENTURY LINK Published by: Frank as of April 21, 2010 7:06:46 AM I was impressed by this attention to detail scammer with
the Citibank logo. An unwise unseeded person would be deceived. Account activity is -------------------------------------------------------------------------------- Due to your recent card transactions and activities, we need to make sure that your account has not been accessed by unauthorized third parties. In order to safeguard your Citibank account, we require you to
confirm your bank details. You can do this securely by following the link below and completing the verification: At the top of this message you will see an email security area. Its purpose is to help you verify that the email was actually sent by Citibank. If you have any questions, follow the link in this email to visit Citibank.com and click Security at the bottom of
the screen. INFORMATION THIS MESSAGE Please do not respond to this customer service email. For specific account requests, please call 1-800-265-2700 (TTY: 1-800-566-1118) or visit the link in the email. -------------------------------------------------------------------------------- Citibank, N.A. FDIC Member. © Citi with Arc Design and Citibank are registered
service marks of Citigroup !!!!!!!! Inc. WHAT THE FUCK ARE THESE COMPANIES DOING? CAN THEY FUCK A PETITION AGAINST THAT REGISTERED SITE AND BLOCK THE SHIT?? IF THESE PEOPLE CAN'T HIRE ME AND I'M GOING TO SHOW THESE FUCKING EXPERTS HOW TO TAKE CARE OF BUSINESS. Published by: a on February 22,
2010 4:18:39 AM I received this email I don't even have an account with Citi Bank. ChangeSunday, ChangeSunday, e-mail address 31, 2010 6:38 AM From: alerts@citibank.com To: Undisclosed recipients - privacy citi.com Secure Member ATM/Debit card ending in: 2541 Edit Email Notification --------------------------------------------------------------------------------
Edit Email Address A request has been received to change your email addresses to Citibank.com: Here are your current addresses : rgarback@hotmail.com rgarbay@cox.net If you haven't asked for this change, please click here to log in with your user ID and password and send a ticket. For security reasons, this message is sent to both old and new email
addresses. -------------------------------------------------------------------------------- At the top of the message, you'll see an email protection zone. Its purpose is to help you verify that the email was actually sent by Citibank. If you have any questions, please call 1-800-374-9700. For more information about fraud, Citibank.com and click About email fraud at the bottom
of the screen. Information this MESSAGE Please do not respond to this customer service email. For specific account requests, please call 1-800-374-9700 or visit citibankonline.com. Citi with Arc Design and Citibank are registered service marks of Citigroup Inc. -------------------------------------------------------------------------------- ------------------------------------------
-------------------------------------- © Published by: BJ 01 Feb 2010 9:22:30 AM I received this email several times Good Day, I just received a report that you are dead and also obtained a power of attorney issued by a United States Court that Mr. Briggs is the legitimate beneficiary for the huge amount you have with the bank. He also claimed you died and came
with a copy of your will and death certificate to the Bank. I tried to get in touch with you on the phone, but i didn't get any response. Therefore, I write to you to know if you are DEAD or ALIVE. If you don't respond within 48 hours, we'il have no choice but to hand over the funds to Mr. Briggs. WE HAVE WITH US A SCAN COPY FOR THE SECRET PHOTO
TAKEN BY OUR SECURITY CAMERA, THE DAY HE CAME TO OUR OFFICE TO CLASSIFY HIS CLAIM THAT YOU'RE DEAD. Respond quickly before handing over these funds to him. contact me with my direct email: paymentsector@web2mail.com Pls notices that we will shake hands with Hsbc Bank to get you the funds once you return. Greetings, Mr.
Jerry Smith Citibank Payment Sector Department. Published by: Dan prutch at Oct 21, 2009 11:18:41 AM -------------------------------------------------------------------------------- CitiCard Customer, Your access to the Online Services has been suspended due to several unauthorized attempts on your account. To allow you to continue logging into your online
account, it will only take a few minutes to reactivate your account. Click on the guide link and follow the instructions for immediately activating your account information. Important - It is recommended to match your online account data rightly to avoid rejection of the service. Your Sincerely, CitiCard Online Helpdesk Posted by: Sylvia on Jun 30, 2009 12:14:56
PM I received the same email, I knew it was a scam because I don't have a Citibank account: This is a security alert you requested to help you protect your account. Your account has been suspended. The number of three (3) failed logon attempts has been exceeded. To unlock your account, sign in to your account Thank you for your collaboration. Citibank
Service Center Attn: E-mail/Internet Services 100 Citibank Drive Building 3, 1st Floor San Antonio, TX 78245 Published by: L. Martin as of April 15, 2009 7:37:59 AM I received this email. Sounds like a scam. ------------- this is a security alert required to protect your account. Your account has been restricted. The number of three (3) failed logon attempts has
been exceeded. To unlock your account, please your account Thank you for your cooperation. Regards Constance Sheppard Published by: Sandra Spivey as of September 29, 2008 10:39:57 AM I received an email from this email address that I believe to be fake. Really? Citibank [mail_support.id919535636289967CBF@citi.com] Published by: Janet Neff on
February 18, 2008 7:17:03 AM ----- Original Message ----- From: Citibank A: Gayegrissom Posted: Monday, October 25, 2004 5:58 PM Subject: Possible Spam - Please confirm your Account Dear esteemed Citibank member, Due to concerns, for the safety and integrity of the online banking community we have issued the following warning message. It has
come to our attention that your account information needs to be confirmed due to inactive customers, fraud and spoofing reports. If you could take 5-10 minutes from your online experience and renew records you will not inso order in case of future problems with the online service. However, failure to confirm your records may result in your account being
suspended. Once you have confirmed your account register your internet banking service will not be interrupted and will continue normally. Click here to confirm your bank records. Thank you for your time, Citibank Billing Department. -------------------------------------------------------------------------------- Citibank.com Citigroup Privacy Promise Terms, Conditions,
Warnings and Small Prints Copyright © 2004, Citicorp Published by: Gloria Bettman on Oct 25, 2004 1:13:50 PM
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