
SOME DEPARTMENTAL GDPR ACTIONS 
& KEY QUESTIONS YOU NEED TO BE ABLE TO ANSWER

HR LEGAL MARKETING FINANCE IT PURCHASING
Employment contracts -

What personal data and 

sensitive personal data 

do you collect? 

Have you documented 

why you need to 

capture it? 

Do you obtain consent 

and explain how it will 

be processed? 

Are your policies, forms 

and awareness training 

updated with the new 

personal data 

categories? 

How will you deal with a 

request for provision of 

personal data? 

Is your process 

documented? 

Is any of it automated? 

Can it scale for multiple 

concurrent requests for 

this data? 

Do you know the new 

response timescale? 

Do you have published 

data retention 

When you capture 

consent (e.g. tick 

boxes) for the use of 

personal data, do you 

explain specifically why 

you need to have it and 

how it will be 

processed? 

Did you know that the 

consent needs to be 

explicit and the 

individual giving 

consent needs to be 

fully informed? 

GDPR applies to all 

online identifiers (e.g. 

SEPA [Single Euro 

Payments Area]) and 

any Identification 

numbers (e.g. 

employee IDs). 

Have you reviewed your 

processes to ensure that 

these are securely 

managed?

Have you reviewed the 

potential GDPR 

penalties and have you 

taken account of these 

in any risk planning? 

Do you know which 

systems hold  personal 

data including the new 

special categories of 

personal data? 

Can you find that data 

in the event of a 

request from a data 

subject and can you 

delete it? Is it stored 

securely, whether 

that's in your offices or 

in the cloud? Can you 

identify a security 

breach & assess its 

impact to personal 

data? Have you got a 

process for notifying 

that breach within 72 

hours? 

Where a sub-contractor is 

processing data on your 

behalf, where you are the 

data controller, have you 

ensured that the 

processor has provided 

sufficient guarantees, in 

particular in terms of 

expert knowledge, 

reliability and 

resources, to implement 

technical and 

organisational measures 

which will meet the 

requirements of the 

GDPR? 

An employee animation of this is available here: https://youtu.be/IXTpfN35mZw


