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AARP’s Fraud Watch Network can help you spot and avoid ®
scams. Sign up for free “Watchdog Alerts”, review our —

scam-tracking map, or call our toll-free helpline, 877-908-3360 H

if you or a loved one suspect you’ve been a victim. Wyomlng

FraudWatch Newsletter

Gmail Red Flag: A business in Laramie reported receiving a suspicious email from a
— company in a related field. The email was from a Gmail address, which raised con-
cerns about its legitimacy. The sender offered a collaboration opportunity, propos-
ing workshops and joint programs. However, the use of a Gmail address for busi-
— ness communication made the recipient wary, as legitimate businesses typically do
not use Gmail for official correspondence. CyberWyoming Note: Businesses should
avoid using Gmail addresses for professional communications, as they can seem
unprofessional and raise legitimacy concerns. Always verify the sender’s credentials
and contact information before engaging in any business partnership.

New Phishing Attack Shifts Focus to Macs: A sophisticated phishing attack origi-
nally aimed at Windows users has now shifted to target Mac users. The attackers
are trying to steal Apple ID credentials by using deceptive pop-up alerts disguised
as security warnings. This campaign, which previously used Microsoft’s servers to
appear legitimate, has adapted to bypass new security features in Windows brows-
ers like Edge, Chrome, and Firefox.

@l

Now, with those protections in place, the attackers are focusing on Safari users, us-
ing pop-ups that freeze the webpage to make the warning seem more convincing.
While more advanced users may spot the scam, less tech-savvy individuals could be
vulnerable. — Brought to you by Secure the Village & 9to5Mac

Call The Wyoming Senior Medicare Patrol for assistance with potential Medicare fraud or abuse at 1-800-856-4398

Information and resources to CyberWyoming Alliance
help you with... Please report your scams to:

* Find resources and information around VA benefits, phishing@cyberwyoming.org
health, caregiving, fraud and employment for retired el

and active-duty military and their families by going L W Y O
to aarp.org/veterans or calling our toll-free <<,
nationwide phone number 1-888-OUR-AARP (1-888- el
687-2277). =
* Family caregiving: Call the Caregiving Resource U

Center for a free Prepare to Care Guide (1-877-333-

. :rsfus(:.and scams: Call the AARP Fraud Watch A L L I A N C E

Network Helpline toll-free (1-877-908-3360). AWARENESS - EDUCATION « OUTREACH

CyberWyoming Alliance’s goal is for Wyoming to be the most cyber-secure state in the nation. To do this, we know that

cybersecurity efforts have to be local, trusted, and grassroots in nature.
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If abuse, neglect, abandonment,
intimidation or financial exploitation WYOMING

of an older adult is occurring, Foob BANK
report it to Adult Protective Services. | | OF THE ROCKIES®

Basics of what DFS/APS can do: N

+ If an abuse/neglect case is reported and opened, an APS N \\
Caseworker will respond within 24-72 hours, depending on \ N
immediate danger or impending harm.

+ APSis mandated by statute to notify law enforcement. FIGHTING H U,NGER' FEEDING HOPE.

* An APS Caseworker will interview the vulnerable adult to WyomingFoodBank.org
determine the facts of the situation.

+  APS works with the vulnerable adult regarding availability of
community services he/she is agreeable to receive in order

to ensure his/her safety.

Basics of what DFS/APS cannot do:
«  APS cannot force anyone to accept help, adults have the Mobile Food Pantries

right to refuse. "
«  APS cannot force anyone to reside in a nursing home, APS Commg To Your Area:

is committed to keeping vulnerable adults as safe as possi-

ble, in their own homes. MAY 1- PINEDALE RENDEZVOUS POINT 11A-1P
MAY2-ROCKRIVER 321 AVENUED 10:30A-12:30P

How to make a report: MAY 6 - LYMAN BRIDGER VALLEY BAPTIST 4p-1p
. MAY 9- HANNA TOWN SHOP, 407 LOWE 10A-12P

Ca.II (.307).777'?564 or C|IC.k on dfs:wyo.gov/about/contgct?us/ MAY 10- BASIN FAIRGROUNDS 108-12P
This is a link with contact information to each community in Wyo- MAY 15- NEWCASTLE  FAIRGROUNDS 11A-1P
ming that has a DFS office. APS abuse/neglect reports can also MAY 16 - WRIGHT 1231E ELKHORN AVE 1-3p
be made by contacting law enforcement in the community where it LI L

the abuse is taking place. MAY 17 - ROCK SPRINGS  WHITE MOUNTAIN MALL 11:30A-1P

MAY 20 - BUFFALO FAIRGROUNDS BUILDING 12-2P
MAY 27 - ARAPAHOE  ARAPAHOE SCHOOL 12-2p
MAY 27 - FT. WASHAKIE  EASTERN SHOSHONITRIBALHEALTH ~ 12-2P
MAY 29- SHERIDAN ~ FAIRGROUNDS 9A-11A

C oo
WYOMING DEPARTMENT
OF FAMILY SERVICES

Safe at home ® Giving families opportunities for success ® Supporting the people who support the families
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