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ENISA: Market of
Cybersecurity Assessments - 250
Jan 31, 2024

Common 0
Criteria 150
certified 100
products in “
the European ) _ |

U nion up to 2018 2019 2020 2021 2022
2022

B Number of products certified



EUCC

A EUROPEAN
Scheme




EUCC SCHEME

o

CYBERSECURITY
CERTIFICATION

SOG IS (“Senior Officials
Group Information Systems
Security") Successor to SOG IS

MRA
MRA (Mutual Recognition
Agreement),

Comprises 32 members
from Industry &
Accreditation bodies




Intention to use the EUCC scheme

82% of the participants
(61% outside EU/EEA), for
the following usages (in

line with the profile of
participants):
All MS participants (100%)
3% SR e indicated they intend to
2% use the EUCC scheme.
-gnmc:uum Icr

25% .+ Have your ICT Products
Cantlied

= Develop Certification
Activities (as a
Cartification Body (C8) or
135 Evaluation Fecilty/Testing
Laborstory (ITSEF))
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EUCC Highlights

Allows for
composite
certification

Voluntary
scheme unless
itis mandated

Harmonised
conditions for

vulnerability by policy or
handling and regulation

disclosure;

Useof a
framework-based label
and a QR code to ensure
easy access to accurate

certification
information
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EUCC SCHEME GOALS

Respect of the current security properties of  Improvement of the current SOGIS MRA, in
the SOG IS MRA accordance with the CSA.

EUCC GOALS

Improve the market conditions for the Define conditions for the promotion of
general-purpose ICT products certified products.




EUCC Common Criteria Certification Scheme

&0 i i

Scope: Product Schematic Follow the Maintenance
Any type of IT Product that Working Group
includes Security Features Organization of the maintenance

plan

: @

Transition from SOG-IS

Transition and implementation of
new plan

Future Actions

Participation in ENISA work,
Accreditation of certification
centres, Negotiation and
adoption of the Implementing
Act

The EUCC Common Criteria Certification Scheme provides a comprehensive framework

for the security of IT products, with substantial and high security assurance levels




EUCC SCHEME HIGHLIGHTS

0
o The necessary information for certification shalm
include relevant evidence for evaluation. It may
include previous evaluation results.

® |tisforeseen that a label is associated with the
European Cybersecurity Certification Framework,
and specifically implemented for each scheme,
including the EUCC scheme.

Joloxrs

Common Criteria Trree AVA_VAN leve!
Scheme-CB name-Year.
CYBERSECURITY CERTIFICATION | month1D number E =4
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EUCC SCHEME HIGHLIGHTS

Retention of records by CAB shall follow the general rules of accreditation standards
ISO/IEC 17065 and ISO/IEC 17025.

Some EU schemes particigating to the SOG-IS MRA cover the same type or categories
of ICT products but may go beyond the EUCC in terms of national certification or cover
partly the EUCC assurance levels.

A certificate contains the most relevant information for the identification of the
product and the assurance level obtained.

Information associated to a certified ICT product shall be available for a period of at
least five years after the expiration date of the certificate.




EUCC SCHEME HIGHLIGHTS

Maximum period of validity of certificates shall be 5 years

ENISA will publish the certificates with appropriate relevant information attached. To manage accurate and up
to date dataflows, ENISA will establish conditions and/or guidance for the delivery and publication of
information.

The establishment of a mutual recognition agreement (MRA) between the participants shall support mutual
ncomltlonlz with dte':lm’ .:ountrles. Preliminary conditions for mutual recognition of certificates and for peer
assessment are defined.




EUCC SCHEME HIGHLIGHTS

/ ¢ Certificates will provide a link to Supplementary \
o cybersecurity information. Such information may be required
o for certification activities.

® In addition to the certification of ICT products, the scheme
shag las well cover the certification of Protection
Profiles.

® Security of information used for and created by certification
shall be insured.

® Based onits experience, the AHWG recommends a
transition period of two (2) years to adopt the new
rules while introducing no market disruption. Any
shorter period should be accompanied with temporary
derogations to the EUCC rules.

® Groups of experts involving NCCA, CAB and their testing
facilities, and manufactures or providers of ICT products
should be considered as to further develop harmonised
requirements for the scheme.




QUIZ

® Name one of the key features in the EUCC

e EUCCis applicable to ICT products, processes and services certification,
TRUE or FALSE

® What is the maximum validity of EUCC certificates ?




Asdefined in

Cybersecurity Act

Stakeholders




Stakeholders %%

THE COORDINATION CENTER

X 4

EUROPEAN CYBERSECURITY CERTIFICATION GROUP (ECCG) Article 62

* en Isa Prepare a candidate scheme or to review an existing European cybersecurity certification
* scheme:

-based on the Union rolling work program.
European Network

* * * and.lnformatlon Transmits Candidate scheme to the Commission after interacting with ECCG, SCCG, Adhoc
* SeCU’ltyAgenCy working Group and other Industry and standardisation bodies

swhich is not included in the Union rolling work program.

@
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Stakeholders

K

THE POWER CENTER

ECCG

EUROPEAN CYBERSECURITY CERTIFICATION
GROUP (ECCG) Article 62

Comprises national cybersecurity certification
authorities from member countries.

Advise & assist ENISA in EU CSA implementation.

Advise & assist ENISA in preparing candidate
schemes. Article 48

Facilitate cooperation between national
cybersecurity certification authorities

Facilitate alignment of European cybersecurity
certification schemes with internationally
recognised standards

NCCA

NATIONAL CYBERSECURITY CERTIFICATION
AUTHORITIES (NCCA) ARTICLE 62.2

Each Member State designates one or more
national cybersecurity certification authorities in its
territory or with mutual agreement, in the territory
of another Member State

Monitor & supervise activities of CABs & Public
bodies functioning as CABs

Enforce rules as described in EU certification
schemes
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Stakeholders &

THE HELP CENTER

SCCG

STAKEHOLDER CYBERSECURITY
CERTIFICATION GROUP (SCCG) ARTICLE 22

Composed of members selected from amongst
recognised experts representing the relevant
stakeholders.

Advice the Commission & ECCG on the need for
additional certification schemes.

Advise ENISA on general and strategic matters relating
to the market, cybersecurity certification, and
standardisation.

Advise the Commission on strategic issues regarding
the EU certification framework.

Assist the commission in the preparation of the Union
rolling work programme

AHWG

ADHOC WORKING GROUP (AWG) Article 20

Appointed by the Executive Director of ENISA after
notifying the management board.

Tasked with providing to ENISA, specific advice and
expertise on a subject matter e.g. a candidate scheme.

Committee members must declare any conflict of
interest

L~
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Stakeholders &

INTERNATIONAL COOPERATION

Third Countries

ARTICLE 12

ENISA shall contribute to the Union’s efforts to
cooperate with third countries and international
organisations as well as within relevant international
cooperation frameworks by:

- engaging, where appropriate, as an observer in the
organisation of international exercises;

- facilitating, at the request of the Commission, the
exchange of best practices,

- providing, at the request of the Commission, its

expertise;

- providing recommendations and assistance to the
Commission on matters concerning agreements for the
mutual recognition

L~
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Highlights...

EUCC Implementing
Act




Work Programme

PROCESS OF DEVELOPING A SCHEME i e

5 Avice © Reguest to prepare & candidate
Cybersecutity coetifications scheme

@ Preparation of a canddate
cybersecurity ceetification scheme

® Trammbalon and adoption
of & candiitate cybersecurity
certification scheme

3 5¢ch under devel

i) a FE

FUSG FUCS (2148

o : Hequest for a Buropean
A \ Cybersecurity
- Certification Scheme

From ; ;"
Condidate ) e
to Scheme | |

Opinion

European
Cybersecurity
Opirdon Certification

Scheme

2,

€ " 0@

Dratt
Implementing Act




The EUCC to Adoption Timeline

July 2019

Dec 2020

ECCG Opinion '

June 2022

L ' Draft 1A

June 2020

Draft Candidate

31 January 2024

' Published EUCC

Implementing act

Public Draft =) '

Q32023

22024 Proprietary and Confidential. All Rights Reserved

27 Feb 2025

Regulation Applies '

' 27 Feb 2024

' Entry into force
Chapter IV and Annex ||
requirements apply

9
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EUCC implementing act

Conformity

General Provisions Certification of ICT products Certification of Protection Assessment
(6 articles) (8 articles) Profiles (6 articles) Bodies

(4 articles)

Monitoring, non-conformity
and non-compliance
(7 articles)

Retention, disclosure and Mutual recognition
protection of information agreements with third
(4 articles) countries (1 article)

Vulnerability management
and disclosure (8 articles)

Peer assessment of certification bodies Maintenance of the scheme

tral Bravies !
(3 articles) (1 article) Final provisions (2 articles)

State of the art documents (Annex | -
1)

Assurance continuity (Annex IV) Sundry requirements (Annexes V - IX)

0.’.
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What didn't change (with regards
to the Candidate Scheme)...

A v H

EUCC mapping with AVA_VAN levels Authorization of CABs Mutual recognition conditions
EUCC assurance levels will be mapped to Conformity assessment bodies (CABs) will Conditions will be defined for mutual
AVA_VAN assurance levels require authorization on top of accreditation recognition of EUCCs issued in different
to issue EUCCs member states

The EUCC scheme will define key provisions for assurance levels, CAB authorization, certificate

duration, and mutual recognition to enable a harmonized certification framework.




Some New Provisions...

=

SOTA docs

with dynamic updates

Transition period

12 months, except for CABs notifications, ...

2024 Proprietary and Confidential. Al Rights Reserved

CCRA participation

Member States should end their participation
in the CCRA in the areas covered by this
Regulation

u.t.'
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Guidelines for Certificate Validity Duration

e Certification bodies should e Key factors in determining validity
determine certificate validity duration
Certification bodies should decide on the duration of Life cycle and version management policies of the ICT
the validity of certificates based on the life cycle and product should inform the duration.

version management policies of the ICT product. The
validity should not exceed five years and should align
with practices in other Member States.

e Validity duration

recommendations

The maximum duration is five years. Align with
practices in other Member States for the same ICT

product.

L]
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ECCG & MG

Ll
a6k

&7

e

The European Cybersecurity Certification The Maintenance Group assists the
Group plays an important role in the Commission
scheme With maintenance of the scheme and any assistance
Through cooperation with the private sector, the requested

creation of specialised subgroups and relevant
preparatory work

The European Cybersecurity Certification Group maintains the scheme

through cooperation, preparatory work, and assistance to the Commission.




EUCC Implementing Act

Selected Provisions

N
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General Provisions (1-2)

Scope of EUCC Common Criteria

Target of Evaluation

L~

»Et

N
- - RED ALERT LABS
©2024 Proprietary and Confidential. All Rights Reserved 1oT Segurity



Intended Use & Risk Analysis

Applicants SHOULD provide usage documentation

i 1’!‘]-’,';‘:",v:|1;...<,:7 =

Applicants SHOULD provide risk analysis
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General Provisions (3-6)

Evaluation Standards Objectivity and Independence

The EUCC establishes a robust framework for cybersecurity certification,
promoting trust and security in ICT products across the EU through the
implementation of these comprehensive provisions.




Certification at AVA_VAN Level 4 or 5 (7)

Rigorous Security (scenario a) Technical Example: Smart Card
Evaluation Domains in Annex | Devices

The certification at AVA_VAN level 4 or 5 ensures that critical ICT
products undergo a rigorous security evaluation process, with specific
requirements based on the technical domains listed in Annex I.




Certification at AVA_VAN Level 4 or 5 (7)

Certified Protection Profile (Scenario b)

If an ICT product belongs to a category covered by a certified
protection profile that includes AVA_VAN levels 4 or 5, it must be
evaluated according to the methodologies specified in that
protection profile.

Example (scenario b)

A HSM used in financial transactions falls under a certified PP for
such devices listed in Annex |l and would be evaluated based on
the security requirements and evaluation methodologies
specified in the PP.

£2024 Proprietary and Confidential. All Rights Reserved

Exceptional and Duly Justified Cases
(Scenario c)

If neither Scenario (a) nor (b) is applicable, and it is unlikely that
the technical domain or PP will be included in the foreseeable
future, certification can be sought in exceptional and duly
justified cases.

Example (scenario c)

A new type of biometric authentication device that does not yet
fall under any existing technical domain or protection profile
could be considered for certification. The CAB must notify the
NCCA with a detailed justification and proposed evaluation
methodology for approval.

<l< )')
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Article 8 - Info Necessary for Certification

e Provide all information to CB & ® Provide composite elements
ITSEF If composite certification allowed

Relevant evidence & details on product & code
¢ Provide other information

e Can provide prior cert evidence Vulnerability management/disclosure, Cybersecurity

From EUCC, other EU schemes, national schemes Intormation for ceftified products

e Retain information for 5 years
after the expiry of the certificate

The retention concerns the certification body, the ITSEF
and the applicant

® |TSEF reuses evaluation results

If evidence conforms & authenticity confirmed

'
N
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CONTENT AND FORMAT OF CERTIFICATES (Article 10 +
ANNEX VII)

e CABs will have to adopt the new content and format of the

EUCC certificate, that, amongst other requirements includes:
* Aunique identifier established by the certification body issuing

the certificate;
¢ Information related to the certified ICT product or protection
profile and the holder of the certificate (name and type of the

product, version, link to the website, ...),
* Information related to the evaluation and certification of the

ICT product or protection profile (hame and addressed of CB,
ref to certification report, period of validity, ...)

* The mark and label associated with the certificate in
accordance with Article 11.

HamvarD Law SCHOOL

Latwrenee 3, Dap




Am | required to put a Mark or a
Label on my Certified Product ?




MARKS AND LABELS (Article 11 + ANNEX IX)

® The EUCC has defined a new label and associated mark, established for the European Cybersecurity
Certification Framework, and specifically implemented for this scheme.

* This labelis to be used in combination with a QR code provided by ENISA once a certificate is issued.

[=]

¢ The label needs to entail obligated information as defined under the EUCC.

Common Criteria AVA_VAN level
Scheme-CB name-Year-

CYBERSECURITY CERTIFICATION | mont-ID rumber

"
_.'.r..

Note: The use of new EUCC mark and label on the certified product is voluntary

w i




What are the rules regarding
the validity period of an EUCC
certificate and under what
conditions can it be extended?

N
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Period of validity of EUCC certificate (12)

e Certification bodies shall e Key factors in determining validity
determine certificate validity duration
The certification body shall set a period of validity for Life cycle and version management policies of the ICT
each EUCC certificate issued taking into account the product should inform the duration.

characteristics of the certified ICT product.

e Exceptional cases > 5 years

o Valldlty duration < 5 years subject to the prior approval of the NCCA. The NCCA
The maximum duration is five years. Align with shall notify the ECCG of the granted approval without
practices in other Member States for the same ICT undue delay.
product.

L]
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POST-ACQUISITION OBLIGATIONS
OF EUCC CERTIFICATE HOLDERS

Regularly monitor vulnerability Provide assistance in rectifying non- Have a process to handle newly
intelligence (article 27) compliances (article 29) discovered vulnerabilities per EUCC
Monitor emerging vulnerabilities in the Assist in addressing any non-compliances guidelines
certified product throughout the certificate's identified during audits

duration

Certificate holders must uphold key responsibilities
during the certificate's duration to maintain compliance




How are PPs evaluated, and
under what circumstances
can they be certified ?

N
RED ALERT LABS
loT Secunty

. ~ ’ —- : : - ™ R
: - " % . -



Article 15 - Certification of PPs

e Applicable elements of standards @ Level of risk

the applicable elements of the standards referred to in the level of risk associated with the intended use of the
Article 3 (CC, CEM) ICT products concerned pursuant to Article 52 of
Regulation (EU) 2019/881 and their security functions
. that support the security objectives set out in Article 51
e Applicable state-of-the-art of Regulation (EU) 2019/881

document

document related to the harmonised accreditation of
conformity assessment bodies: ‘Accreditation of ITSEFs
for the EUCC], initially approved by ECCG on 20 October
2023.

P . REDALERT LABS
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PPs

Protection Profiles should
be certified by approved
bodies

PPs should only be certified by
public or private certification
bodies approved by the national
cybersecurity authority

S,

PPs should be published
as state-of-the-art docs

PPs should be published as SOTA
docs for that ICT product
category

PPs have key role for high
assurance certification

Due to their key role, PPs should
be developed as state-of-the-art
and endorsed by the EC
Cybersecurity Cert Group

v

Certified PPs should be
monitored by authorities

Certified PPs should be
monitored by national
cybersecurity authorities for
compliance

Certified Protection Profiles play a critical role in ensuring

high assurance cybersecurity certification of ICT products.




How does the NCCA conduct its
monitoring activities, and what is
the annual sampling requirement

for EUCC certificates?

i
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Compliance Monitoring by NCCAs (25)

Annual sampling of EUCC certificates Cooperation with market surveillance Monitoring compliance
authorities

monitor the compliance of: (a) the CB and the ITSEF (b) the holders of an
EUCC certificate (c) the certified ICT products; (d) the assurance expressed
in the EUCC certificate addressing the evolving threat landscape.




What are the monitoring
responsibilities of the CB
regarding certificate holders,
certified ICT products, and PPs?




Compliance Monitoring by the CB (26)

Monitor certificate holder compliance Monitor certified product security Monitor certified protection profiles
The CB shall monitor the compliance of the The CB shall monitor the compliance of the ICT The CB shall monitor the assurance expressed
holders of a certificate with their obligations products it has certified with their respective in the certified protection profiles.

under this Regulation and Regulation (EU) security requirements.

2019/881 towards the EUCC certificate that
was issued by the certification body.

The certification body has a critical role in ensuring the integrity and compliance of the EUCC

certification process, monitoring certificate holders, certified products, and protection profiles.




What responsibilities does the
holder of an EUCC certificate have
in monitoring the conformity ?




Monitoring Vulnerability by the Certificate Holder (27)

==

ch

Known Dependencies User and Security Researcher Reports External Sources

Proactively monitor and address vulnerability information from
various sources to ensure the security of the certified ICT product.



Example of Vulnerability Monitoring (27)

Investigation and Documentation and
Remediation Certification

L]
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Vulnerability Management Procedures (33)

A

 Information

Transmission
set up and maintain must maintain and carry outa must inform the transmit all relevant
necessary procedures publish methods to vulnerability impact holders of dependent information about
for managing receive information on analysis. EUCC certificates. potential
vulnerabilities, vulnerabilities vulnerabilities to that
supplemented by EN certification body.
ISO/IEC 30111
procedures,

_
g e
FI
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Vulnerability Impact Analysis (34)

Target of Evaluation and Assurance Attack Potential Calculation

@ Statements E If applicable, an attack potential calculation must be
Vulnerability impact analysis must reference the performed following the relevant methodology in
specific target of evaluation and the assurance the standards mentioned in Article 3 and the state-
statements in the EUCC certificate. of-the-art documents listed in Annex |. The AVA_VAN

level (assurance vulnerability analysis level) of the

EUCC certificate must be considered in the

Timeframe for Analysis calculation.

@ The analysis should be carried out in a timeframe

that reflects the exploitability and criticality of the
potential vulnerability.

The vulnerability impact analysis is a crucial part of the EUCC certification process,

ensuring that the analysis is thorough, timely, and considers the specific target
and assurance statements, as well as the attack potential calculation.




Step by Step...

Determination:
| lys

oy
Set Ar

RED ALERT LABS
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Publication of the vulnerability (39)

Continuously
monitor the ICT
product and
identify any
vulnerabilities as
part of the
certification
process.

Keep detailed
records of all
identified
vulnerabilities,
including their
nature, potential
impact, and
remediation
actions taken.

Disclose
Vulnerabilities

Once the
certificate is
withdrawn, ensure
that all known and
remediated
vulnerabilities are
disclosed to the
public.

Use the European
vulnerability
database
established under
Directive (EU)
2022/2555 to
register the
identified
vulnerabilities,
providing detailed
information about
them and how
they were
addressed.

C2024 Proprietary and Confidential. All Rights Reserved,

Use
Alternative
‘Repositories

If necessary,
vulnerabilities can
also be registered
in other
designated online
repositories as per
Regulation (EV)
2019/881.

Maintain

Comp liance

Records

Maintain
comprehensive
records of all
disclosed
vulnerabilities and
the corresponding
remediation
efforts, keeping
them securely and
making them
available for
verification when
required.

P~
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Under what conditions can a CB
suspend an EUCC certificate, and
what steps must the certificate
holder take upon receiving
notification of suspension?




Consequences of non-conformity (28)

EUCC Certificate Suspended

The certification body may suspend, without undue
delay, the EUCC certificate in accordance with
Article 30 in case of emergency, or where the holder
of the EUCC certificate does not duly cooperate with
the certification body

—
HH

Remedial Action Timeline

Upon receipt of the information referred to in
paragraph 1, the holder of the EUCC certificate shall
within the time period set by the certification body,

which shall not exceed 30 days, propose to the
certification body the remedial action necessary to
address the non-conformity.

RED ALERT LABS
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What are the consequences | WHAT
for a certificate holder failing PO YOu
: R ‘
to meet their obligations? ME NN
(4




Consequences of non-compliance
by the holder of certificate (29)

Non-compliance with Commitments and Non-compliance with Regulation (EU)
Obligations 2019/881

Actions in Case of Non-Compliance

- - L/
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Example 1

EUCC Certificate Holder Routine Audit

Notification and Grace Period

L~
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Example 2

® Certification Body

® Certification

S Suspension
Vulnerability
Discovery
plan failure to act Potential
o) o) Certificate
Withdrawal
Notification

Requirement Company Inaction

"N
s 1 =
= 2
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Will national cybersecurity
certification schemes
cease to exist ?




ANNEX I: Technical domains and state-of-the-art documents

Annexes. SOTA docs and Guidance

[
State-of-the-art documents Some guidance were initialized under Technical Domains
State-of-the-art documents could be technical the ENISA AHWG
domains dependent like M55SR Guidance will have to be updated and commeon technical framework related to a

ep
— e - e f Eammo gy | Foar -

potentially added at later stape. particuiar tecnnology 1or the
harmonized certification with a set of

characteristic security requirements;
. .

Different types of documents being created as part of the EUCC IA.




ANNEX I: State Of The Art

State-of-the-art documents Harmonize evaluation

State-of-the-art documents standardize the evaluation of ICT products across organizations.



ANNEX I/11/111: List of SOTA Documents

- Dynamic documents from ECCG - Annex | lists SOTA docs - PP list not up-to-date
I'he act refers to dynamic docs initiated by _egal updates complex by referencing annex List of Protection Profiles (Annex || ANNEX I

ems outdated

Future PPs will need new delegated acts




What are the steps and conditions
for applying patches under the
EUCC certification scheme?

N
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Patch Management (Annex IV section 4)

Patch management provides structured process for
updating certified products

Conditions for including patch mechanism in certification

Patch management option does not apply to addressing
non-critical vulnerabilities, which should be handled in
accordance with

N
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Steps for Patch Application (Annex IV section 4)

The holder of the certificate may Submit the patch for review in
apply the certified patch case 2(b)
Within 5 working days, the holder of the certificate may In caseitisa o
Report the patch in case 2(a) Submit the patch for re-
) case , report the patch evaluation in case 2(c)
N body. The certification body will not I case

N
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Article 33 - Vulnerability management procedures

Implement vulnerability Transmit assessment report
management procedures i o

t potential vulnerabilities to the certifi

Perform vulnerability impact
analysis

Follow ISO 29147 for vulnerability disclosure procedures
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EVALUATION STANDARDS

Evaluations shall be based on the following standards:

The EUCC e Common Criteria for Information Technology Security Evaluation, under their applicable ISO/IEC 15408 version or
scheme is based under their applicable version published on CC website and composed of:
on the CC and CC Part 1: Introduction and general model;
. CC Part 2: Security functional components;
the CEM, with an CC Part 3: Security assurance components;
additional set of
supporting
elements, further ® Common Methodology for Information Technology Security Evaluation, under its applicable ISO/IEC 18045 version or
defined under its applicable version published on CC website, simply referred to as the CEM into this candidate scheme,

Certificates issued shall indicate which version/release of the CC and CEM have been used for the evaluation and
certification. In addition, the following standards shall apply for the accreditation of the conformity assessment bodies
that perform the evaluation and certification activities:

® |SO 17065: for the conformity assessment body or national authority in charge of the activities of certification,
hereinafter designated as certification body (CB).

® |SO 17025: for the part of a third-party conformity assessment body or national authority, or the subcontractor of a
CAB or national authority, that oversees the activities of evaluation, hereinafter designated as testing laboratory
(ITSEF).

—_



ASSURANCE LEVELS

= J

Certification under this scheme shall cover the assurance levels ‘substantial’ and ‘high’ of the

The EUCC CSA. The assignment to the assurance levels of the CSA shall be based on the use of the
scheme covers assurance components for vulnerability assessment defined in CC Part 3 as follows:

assurance levels

‘substantial’ and

‘high’ of the CSA.

A A
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| v
Y — :\“ur_m“ Assurance Components by Evaluation
ASSURANCE LEVELS | | e
k [ EALT [ EAL2 | EALS | EALA | EALS | EALG | EAL?
ADV_ARC T l
70 ADV _FSP l 1 | 2 | 3 | 4|85 |5 6
) ADV IMP | 1 1 | 2 2
: ¢ . [)C\'k‘lﬂpn\tﬂ“ . {Iv)\*‘NT R *'{,7’ 75 = 1 = ;"*
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Table 1: Evaluation assurance level summary (excerpt from CC Part 3)




ASSESSMENT TYPE

ghe scheme Th i rd'pa I"ty 9 te—-'S—tE:f"%%.::"“‘"_, (\:, E
oes not Shi-vefipis~ W g
permit Assessments = N
conformity

self-

assessments /

Self

assessments Q




7 =)

CAB, including
their testing
laboratories, are
subject to specific
requirements in
addition to their
accreditation for
the 'high’
assurance level
of certification

REQUIREMENTS APPLICABLE TO A CAB

In accordance with Annex.19 of the CSA, a certification body (CB) shall be accredited with the
relevant standard, ISO/IEC 17065. It shall in addition be authorised by its NCCA to produce
certificates at the assurance level ‘high’ of the CSA.

For the assurance level ‘'substantial’, this technical competence shall be assessed through the
accreditation of the testing laboratory according to ISO/IEC 17025.

In addition, the EUCC scheme provides for the following specific requirements to which
conformity assessment bodies are subject in order to guarantee their technical competence to
evaluate the cybersecurity requirements:

- specific requirements shall concern technical competences related to specific testing
activities and shall apply only as regards certificates issued at assurance level ‘high'.

» requirements shall apply both to internal testing laboratories of conformity assessment
bodies and to the external ones in cases where testing is performed by a subcontractor.




EUCC compatibility
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SECURITY
FUNCTIONAL
REQUIREMENTS
(SFRS) AND
SECURITY
ASSURANCE
REQUIREMENTS
(SARS)

The new EUCC certification can be implemented on top of both the older and newer
versions of the Common Criteria standard. From that point of view, there is no change for
SFRs and SARs based on CC Part 2 and CC Part 3, as the EUCC scheme builds upon the core
elements of CC and introduces supplementary criteria alongside the established CC
and Common Methodology for Information Technology Security Evaluation
(CEM) protocols.

Of course, between the older (CC V3.1) and the newer (CC:2022) versions of the Common
Criteria, there are differences in terms of the SFRs and SARs, which developers and
laboratories need to consider.




QUIZ

Fan ™ o
- )

® Which body is ISO 17025 applicable for ?

e Conformity self assessments are used in EUCC. True or False?
e What standards are EUCC evaluations based on?

e EUCCis a horizontal scheme. True or false?




CC:2022 impact
on EUCC



Evaluation Approach & Impacts on EUCC
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Impacts on EUCC

e “Attack-based approach” does not affect the candidate EUCC scheme version 1.1

® The “specification-based approach’, is anticipated to have the following impacts in case it is used to deliver EUCC
certificates:

¢ where adherence to the assurance level high of the CSA is needed, the "attack-based approach" is required
* "specification-based approach", on the contrary, may be a useful addition for evaluations at the substantial level
¢ asthe “specification-based” approach uses exact conformance PPs

¢ evolutions in the state-of-the-art is considered by updating the PPs or the supporting documents describing the
requirements and the evaluation methodology;
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Modularity & Impacts on EUCC

* Modularity

e New version of the standards supports new modularity capabilities, which relate
to:

e the modularity of the evaluation process, through new composition
mechanisms.

¢ the modularity of requirements within a single TOE, through the following
mechanisms:

e o functional and assurance packages (notably EALs).
e o0 modular PPs,
® o multi-assurance evaluation paradigm

® 0 requirement bundling



Modularity & Impacts on EUCC
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e Composition : Impact on EUCC

e At this stage, the use of the Network or bi-directional or the Embedded composition models within the EUCC
scheme seems premature. The EUCC community should first search to establish and promote harmonised specific
mechanisms for these composition models, and where this has priority, it should be taken into consideration into
the activities to be further supported by the maintenance organisation put in place for the scheme.

® The Layered approach, on the other hand, can now benefit to a broader variety of products than the “traditional”

ICs/platforms/smart cards, as today covered by Annex 6, COMPOSITE PRODUCT EVALUATION FOR SMARTCARDS AND
SIMILAR DEVICES of the candidate EUCC scheme v1.1.1.

—_




Modularity & Impacts on EUCC

f -
)

e Packages

¢ Packages are sets of security (either assurance or functional) components or requirements. New assurance packages
have been introduced in the new version of ISO/IEC 15408-5:

e COMP
e PPA
e STA
e Packages : Impact on EUCC

¢ New packages introduced do not require any change into the candidate EUCC scheme and have
potential immediate applicability.
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Modularity & Impacts on EUCC
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* Modular PPs

e Allow addressing TOE’s possible functional variations, and are mostly intended to describe TOEs built out of modules, including
modules that are sourced from different developers and/or are evaluated separately, e.g.:

e alternative architecture choices ;
¢ optional features or modules

® PP-Modules rely on one or more base PPs and may introduce changes to their TOE types. PP-Modules may use other PP-Modules
as a base. They may carry a specific set of assurance components for the module

® The evaluation of PP-Modules is enforced through the evaluation of the configurations they belong to, thus ensuring their
consistency. The ACE assurance class, which complements APE, covers the evaluation of PP-Configurations and their PP-
Modules. The evaluation of PPs, PP-Modules and PP-Configurations can be reused as usual in the evaluation of STs.

¢ Modular PPs : Impact on EUCC

e Noimpact
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Modularity & Impacts on EUCC

e Multi-Assurance evaluations

¢ Defines a flexible framework using predefined EALs from ISO/IEC 15408-5 or assurance components from ISO/IEC
15408-3

e Allows addressing heterogeneous products and evaluating modular TOEs that require different assurance for
different parts of their functionality.

e Multi-Assurance evaluations : Impact on EUCC

® Do not raise any applicability issue, and the conditions associated with the different sub-TSFs evaluations will

continue to depend on the individual AVA_VAN level they intend to achieve.
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Modularity & Impacts on EUCC

e Others

e ADV SPM has been redefined

® The evaluation method of the standards now covers evaluations using formal methods, where this was before left to
national schemes. Moreover, the formal model coverage has been clarified, as to avoid misleading STs.

e Others:Impacton EUCC

® This improvement is not considered to have any impact on the candidate EUCC scheme v1.1.
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Towards a State of the Art Document

EUCC
Vulnerability Management

Chapter VI of the EUCC Regulation

N
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Article 33: Vulnerability management procedure

Establishment and maintenance Application rules for the EUCC
of vulnerability management scheme
procedures Follow specifi
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1- Preparation

for receiving vulnerability Spec encryption n dt
information (article 33) parties, such as PGP with a minimum 307

Develop and maintain methods Encryption method
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2- Receipt

Certificate holders must notify CB of
vulnerabilities

Holders must notify the issuing CB within 3
days of discovering any vulnerabilities or
irregularities in a certified ICT product.

CB must notify certificate holders

If a CB becomes aware of a vulnerability in an
ICT product it certified, it must inform the
certificate holder within 3 days.

Assess and report vulnerabilities

Holders must assess if a potential vulnerability
affects security and compliance of the ICT
product. They must report such vulnerabilities
to the CB in a timely manner.

Certificate holders and CBs have notification requirements

for vulnerabilities under the CSA regulation.




3- Verification

Certificate suspension (article 28) Vulnerability analysis (article 33 / 34) Attack potential calculation (article
. : : 34)

Certificate suspension, vulnerability analysis, and attack potential
calculation help ensure security standards are upheld.




Article 35: Impact Analysis Report

L

Vulnerability Analysis Report
Contents

The report must assess the impact of vulnerabilities
on the certified ICT product, potential attack risks,
and remediation possibilities, including details on
exploit methods while maintaining confidentiality.

Certification Body Review

The certification body reviews the vulnerability
analysis report, seeking ITSEF input if necessary,
and can approve, disapprove, or request
clarifications. Non-compliance may lead to
suspension or withdrawal of the certificate.

2024 Proprietary and Confidential. Al Rights Reserved

3| Reporting and Documentation

The report must be sent to the certification body,
and if it indicates an unremediable vulnerability,
the certificate will be withdrawn. All analysis

documentation should be retained for five years.
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Article 36: Remediation Development

Proposal Submission Outcome and Certification
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1, suspending the EUCC certificate
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Vulnerability Disclosure

30-day embargo on vulnerability Notify and share vulnerability details Public disclosure guidelines (article
disclosure (article 38) 39)

Embargo, notification, and public disclosure guidelines
for vulnerabilities found in certified products.




5- Release and Post Release

Deploy Remediations

Update Product Lifecycle

Notify Customers

Monitor Effectiveness
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Certificate holder is informed /
finds out about a potential
vulnerability
Vulnerability
verified
Initial 22?7
(recorded)

Vulnerability disproved

Record kept for 5 years

Justified extension

request
Vulnerability verified,
impacts a composite
product
Dependent holder of
composite EUCC
certificates
informed
ITSEF cB

Justified CB informed
reasons to
deviate from
the process
Vulnerability Attack
Impact polton:'lal
’ ev
Analysis o}

Beyond the boundaries
of AVA VAN level
(residual)

CB informed
R—

Cannot be

remediated Certificate

withdrawn

CB asks for more
data/clarification
Developer needs
to provide
clarification

cB

Vulnerability disclosure
if/ after Certificate
withdrawn and if vuln
is public and
remediated already

Assurance Continuity Procedure
Process shall be followed

Remediable within the No

boundaries of AVA_VAN
level (exploitable)

Product
contains
accepted patch
management
premise
Vulnerability disclosure
if/ after Certificate Yes
withdrawn, and if
vulnerability is public
and remediated already Patch management approach
of the EUCC scheme may be used



Key points, Clarifications, Recommendations

Some Additional
Questions
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ECCG Role - article 48

T

ECCG's role in scheme maintenance ?

ECCG maintains and provides guidance on
cybersecurity certification schemes

L (C

Public-private cooperation ? Will there be specialized subgroups ?
How would ECCG enables cooperation ECCG can create specialized subgroups
between public authorities and private sector focused on specific cybersecurity topics or

through technical working groups sectors




Evaluation Criteria & Methods - Article 5/ 7

Limitations on using Protection Profiles

Relying on EUCC certified protection profiles limits

flexibility; Only in exceptional justified cases, a CAB

may not use them subject to specific conditions, in
particular the approval by the NCCA,

?

Substantial & AVA_VAN.3

How about Substantial level ? and AVA_VAN.3 (non-
technical domain)

A balanced approach is used to ensures solid ICT security

evaluation while providing flexibility in criteria.




Handling New Technical Domains

@

Q’r

Uncertainty about new domains Establish domain process Decide categorizations
Lack of knowledge about managing products Create a standardized process for evaluating Make informed decisions on product
in unfamiliar technical areas new technical domains and categorizing categories based on the domain process
products

By establishing a formal process for new domains, we can

reduce uncertainty and consistently categorize products.




Various issues raised...
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Monitoring of Protection Profiles (article
26)

CBs' responsibilities in monitoring is unclear.

Impact of New Vulnerabilities

Lack of clarity on how new vulnerabilities affect
existing certificates after certification.



Scope & Vulnerability Management

Scope of EUCC vs national schemes Vulnerability management and disclosure

key points for discussion include the scope of the EUCC
and applying lessons learned from vulnerability pilots.



Potential Next Steps ?

N
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Maintenance Reuse of national Cryptography Interplay with other
supporting docs f CM cort regulations
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QUIZ

¢ Who maintains and provides guidance on EUCC certification scheme ?
¢ Does the ENISA get notified in case of a confirmed vulnerabilities?

e what are the POST-ACQUISITION obligation of EUCC certificate holders?




PRESUMPTION OF CONFORMITY
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Cybersecurity Act




EUCC and CRA Notification

EUCC can be used for presumption of EUCC alone does not meet CRA
conformity with CRA notification requirements
EUCC provides a route to demonstrate presumption EUCC does not involve CRA notification so
of conformity with CRA requirements for clinical additional steps are needed to meet CRA notified
investigations body requirements

EUCC provides presumption of CRA conformity but does

not meet CRA notification requirements on its own




How to Achieve EUCC Certification
Presumption of Conformity

CRA Risk Analysis Technical Elements for
Certification
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All the product boundary must be included (TOE+)

All digital elements Remote data processing Full product scope

To fully conform with CRA, the scope must be comprehensive and evaluate all
aspects of the product that include digital elements or remote data processing.



Technical Assessment of ESRs

Technical assessment of ESRs Extended SFRs/SARs needed

The technical assessment of ESRs in CRA Annex |.1
relies on existing and extended SFRs/SARs in CC2022




Vulnerability Handling

The ESRs in Annex |.2 of CRA related to vulnerability handling
can largely be assessed against technical elements in the EUCC
Components in the ALC_FLR family.

The technical patch management requirements in EUCC also
address many of the CRA Annex |.2 requirements for security
patch distribution.

N
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Technical Documentation

e CRA AnnexV e EUCC evaluations

Describes technical documentation for processes Can address through AGD_OPE and AGD_PRE
assessment

e FUCC CABs
Could cover assessment through SARs in EUCC e EUCC Patch Management
evaluation Guidance for patch installation

® CRA Annex I e ALC_DEC
Describes information for users of product with digital Instructions for secure decommissioning of the TOE
elements

L]
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SFRs & SARs can cover CRA ESRs

P
s
EUCC presumption of EUCC SARs cover CRA EUCC SARs cover CRA
conformity Annex |.1 Annex 1.2
EUCC SFRs can cover CRA Annex | EUCC SARs can assess EUCC SARs can assess product
requirements on security vulnerability handling processes design, development and
functionality and manufacturer equivalent to CRA Annex I.1. delivery processes like CRA
processes. Annex I.2.

EUCC SFRs and SARs can cover CRA requirements for

security functionality, processes and documentation.

ol

EUCC SARs cover Annex V

EUCC SARs assess product
design, VA handling, risk
assessment like CRA Annex V.




Potential solutions

standalone security targets security packages without PP
STe for CR of conformit SFR and SAR packages without PP for flexibility and

create ng« »y IS TOTN CRA presumptuon o (

| turel

create protection profile security packages with PP
base PP with configurations
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Multiple Scenarios are possible

lg-

Full product certification

Vendor accepts to certify the full product
including remote data processing using a
multilevel security target based on CC2022

i N\
Partial product certification

Vendor certifies parts of the product and
complements CRA compliance with other NLF
activities

Certified component

Vendor uses a certified component like a
secure element and shows partial compliance,
complementing with other NLF activities

Multiple scenarios for complying with CRA using EUCC certification




Conclusions

® CRA Annex | ESRs can be achieved

with EUCC

Existing and extended SFRs/SARs in EUCC can help

achieve compliance

e Manufacturer obligations
supported

Technical documentation and user instructions

requirements can be handled via EUCC SARs

e EUCC supports CRA risk

assessment
For selection of applicable ESRs

22024 Proprietary ar
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e EUCC supports full CRA
presumption

By including full product with digital elements in scope

e CRA conformity assessment
defined

Requirements for bodies seeking notification are in CSA
Annex

e Some challenges remain

Full conformance hard with smaller EUCC scope, CRA
SFRs/SARs not easy to integrate
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