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EXECUTIVE SUMMARY
The compliance and usage of Open Standards is one of key success factors for the FLEXCoop
project. This document is a final, recapitulation deliverable related to the contributions of
FLEXCoop towards standardization, and this is one of highly important FLEXCoop deliveries
in the context of result replication.
Within the FLEXCoop Task 2.5 on “Smart Grids Interoperability Standards Analysis and
overall system architecture design”, a standardization landscape is evaluated and examined. It
has focused on, at the time of delivery of FLEXCoop D2.3 - Analysis of EU-wide
Interoperability Standards and Data Models and Harmonization Requirements [1], current
evolutions in DR, the interoperability between energy market stakeholders and communication
between devices and systems.
This deliverable builds upon the deliveries of the FLEXCoop deliverable D2.3 on the “Analysis
of EU-wide Interoperability Standards and Data Models and Harmonization Requirements”,
and it represents an updated version of the deliverable D8.10 “FLEXCoop Standardization
Punch-list and Promotion Activities – First version”. Along with identifying and fortifying the
findings from D8.10, this deliverable also provides a recapitulation of activities taken towards
the standardization push based on FLEXCoop findings. The deliverable D2.3 has been released
within the initial requirements phase of the project, while this deliverable and the D8.10 belong
to the context of policy recommendations and feedback to the standardization bodies.
Numerous findings and experiences faced over the course of two years of developing the
FLEXCoop project are referred to in this document, which reflects findings of all FLEXCoop
partners, in all parts of the FLEXCoop solution. In this deliverable, one of key deliveries in the
standardization scope is elaborated: a generalized and cyber-secure functional demand response
architecture. The deliverable provides mappings of the FLEXCoop components to the elements
of the architecture. Challenges faced during the development of FLEXCoop have served as an
input to the standardization activities, and have been confirmed through a market research by
several prominent commercial players across Europe. These market players target the same
demand response flexibility area as FLEXCoop does, and it is implied that a standardization
and regulatory push may be a key technical factor to unlock of flexibility not being exploited
in the energy markets.
This deliverable is structured as follows: in the introduction, the relation to the FLEXCoop D2.3
is explained and the extensions delivered here are pointed out. Chapter 2 provides an overview
of the deliverable based on FLEXCoop architecture. Chapter 3 provides a short description of
the relevant standards, widening the landscape covered by D2.3 significantly. In Chapter 4, a
generalized functional reference architecture required for a flexible demand response solution
is explained, and a particular accent is given to security implications. The architecture is
mapped to FLEXCoop solution. In Chapter 5 the findings and challenges related to
standardization and faced over the course of FLEXCoop project are summarized and it is this
chapter that summarizes the punch list for the standardization promotion. Chapter 6 provides a
short recapitulation of standardization activities that FLEXCoop developments have
contributed to, and Chapter 7 concludes the document.
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1. INTRODUCTION
This deliverable is a consolidated and final version of the FLEXCoop Standardization punchlist and promotion Activities. The standardization activities in FLEXCoop have been initiated
with the FLEXCoop D2.3 on the “Analysis of EU-wide Interoperability Standards and Data
Models and Harmonization Requirements”. This deliverable has been a part of the requirements
phase of FLEXCoop Work Package 2 on “Stakeholder Requirements, Business Models and
Architecture Design”. The D2.3 charts the standardization landscape the planned FLEXCoop
solution is expected to operate. This deliverable is released as a recapitulation of activities
performed in the Work Package 8 on “Dissemination, Exploitation and Standardization/Policy
Recommendation”.
This deliverable represents a synthesis of the key standardization issues, beyond the original
scope of standards identified in the FLEXCoop D2.3. In particular, the ontological standards
are included, not covered in the D2.3. From the delivery of D2.3 in June 2018, significant
findings have been identified by the consortium and by other stakeholders. Thus, this
standardization punch list goes beyond the gaps identified two years and provides background
information on how the key standardization issues have been identified within the development
of FLEXCoop. In other words, while D2.3 presented the situation at the requirements phase of
FLEXCoop developments, this deliverable learns from the experiences of all the consortium
partners in the three years of developments.
The standards environment of any energy flexibility solution that wants to activate and
aggregate granular contributions to flexibility is very broad. The relevant standards range from
the market data exchange standards required the market interaction of aggregated flexibility,
all the way to in-home communication with on-premises equipment.

Business models
IEC 61968 / 61970

USEF
SAREF

Semantic integration

IEC 61850
Modbus

OpenADR

Communication protocols

Figure 1: Illustration of the relevant standards, by approximate coverage
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IEC 61850

Upstream standards
USEF

OpenADR

IEC 61850

SAREF

Modbus

Internally relevant

Downstream standards

Figure 2: Illustration of relevant standards, by relation to FLEXCoop solution
The two figures above roughly illustrate how classifying the standards is a challenging task. In
functional terms the standards can be from hardware level wiring standard over
communications protocols towards semantic data modelling numerous standards do not comply
with such division and cross between several categories. The FLEXCoop D2.3 has taken the
approach to divide the standards roughly by their relation to prospective FLEXCoop solution:
the upstream standards relevant for the environment from the FLEXCoop solution to the grid,
market operator and aggregators, and downstream standards, that target standardization of the
communication and control from the FLEXCoop solution to the actual flexibility actuators
(activators), either in-house for residential solution such as FLEXCoop’s one or at a commercial
or industrial scale.
At the time of development of FLEXCoop D2.3, there were no technical architectural decisions
taken for the FLEXCoop framework yet. Therefore, the D2.3 examined and documented the
standardization environment in which the FLEXCoop framework has been expected to
function. Among the downstream standards, the deliverable D2.3 determined the market
situation and provided support for the selection of relevant protocols. At the time of D2.3
delivery, no architectural decisions on FLEXCoop have been taken, much less lower-level
technical ones such as which communication protocols to support. Therefore, the D2.3 has
included only an initial setup and the choice of prospective protocols to be supported.
On the contrary to the D2.3 in this deliverable we build upon experiences collected in the design
and development of the FLEXCoop architecture, fully specified in the D2.9 - FLEXCoop
Framework Architecture including functional, technical and communication Specifications –
Final Version [2]. This deliverable thus benefits from the experiences and knowledge of actual
FLEXCoop architecture and takes advantage of the real-life experiences with the actual
protocols available at FLEXCoop pilot sites “in the wild”, that has been a part of the
development and particularly in the pilot deployment phase.
While developing and deploying the FLEXCoop solution, the project team faced numerous
difficulties and challenges from which the recommendations presented here are derived. The
indicative market research by the authors of this deliverable assures that this is a particular pain
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point for the deployment of FLEXCoop-like solutions, i.e. it is not unique to FLEXCoop, but
rather a characteristic of demand-response solutions interfacing with the end-user equipment.
Building on the FLEXCoop experiences, this deliverable defines the standardization actions
required to prepare the ground for the wide proliferation of DR technologies. For this reason,
the crucial obstacles are identified that could be overcome by standardization.
For the reasons above, the deliverable starts with a recapitulation of relevant standards
summarizing them in a succinct form and relating them to FLEXCoop development,
overlapping to an extent with the previous deliverable D2.3. As the FLEXCoop operates in a
wider context of a Smart Grid and as a particularly challenging problem has been linked to the
semantic interoperability between the components, this document gives attention to the existing
smart grid data models and interfaces (e.g. IEC 61970/61968/61850/62746, OpenADR) along
with the ontological standards such as OneM2M/SAREF or USEF. Subsequently a functional
demand response reference architecture, generalized from FLEXCoop findings, is presented
and the FLEXCoop components mapped to this architecture. Finally, the gaps in the current
standardization have been identified in the final part of this deliverable. The situation in
standardization varies and there are many initiatives, and some standards such as USEF and
eeBUS have even changed their initially targeted scope over the past 2 years.
The FLEXCoop consortium members are continuously in touch with the standardization
working groups (IEC, IEEE, CENELEC, and CIM). Through their participation in these
working groups and in bilateral communications with working group and task leaders and
convenors, the findings from FLEXCoop have are already proliferated, and this will continue
until the FLEXCoop completion and beyond. Furthermore, in order to widen the reach of
standardization findings in this project, following the submission of this deliverable, the authors
will synthesize the key findings into an additional leaflet, not included in the initial FLEXCoop
description of work.
This leaflet is planned to be delivered as a joint effort with the H2020 project HOLISDER Integrating Real-Intelligence in Energy Management Systems enabling Holistic Demand
Response Optimization in Buildings and Districts, financed through the Horizon 2020
programme with Grant Agreement n. 768614, and targets the general public, aiming towards
much wider proliferation of FLEXCoop and HOLISDER findings. The leaflet is designed to
raise awareness with this deliverable, along with the FLEXCoop D8.11 – Policy and Market
Reform Recommendations (Final Version) providing the publicly available supporting
materials.
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2. DELIVERABLE CONCEPT AND OBJECTIVE(S)
As stated in the introduction above, this deliverable recapitulates the standards landscape,
identifies the functional demand response architecture and maps the FLEXCoop instance to it,
and synthesizes the key findings related to standardization.
The final version of the FLEXCoop architecture is depicted in the following figure.

Figure 3: FLEXCoop Coarse Architectural Overview (Final version)
Source: FLEXCoop D2.9 [2]
Compared to the initially planned architecture in D2.6 on the “FLEXCoop Framework
Architecture including functional, technical and communication Specifications – First Version
(M12) [3], several changes have been introduced in the final version: the middleware now
includes a temporary data storage functionality, the Message Oriented Middleware now has a
more central point and aggregates the forecasting functions and the DER registry, initially
planned as a separate component. Also, significant developments have been made related to the
security and authorization/authentication framework. This will be discussed later in the
document, however for a more detailed technical description of the FLEXCoop architecture,
please refer to the FLEXCoop D2.9 [2].
A significant number and variety of standards is relevant for any demand response solution like
FLEXCoop. These standards differ in scope and the stakes involved, but this does not imply
the difference in their importance to the FLEXCoop project. For example, even an in-house
communication standard such as Zigbee, relevant within a single building downstream from the
Open Smart Box (OSB) has a crucial role when activation of flexibility comes into focus.
Conversely, if the upstream flexibility user is unable to request flexibility from the FLEXCoop
central components – no activation of flexibility will happen and the value chain will be broken,
as well.
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For the FLEXCoop system promise to be delivered, all steps have to operate correctly, from the
lowest level regarding the field area equipment and smart devices, all the way up to the highest
level where the FLEXCoop Global Demand Manager communicates to the network and market
operators. For this reason, as in the initial standardization landscape overviewed in D2.3, this
document also does not rank the standards by their relevance to FLEXCoop, but instead maps
each standard to FLEXCoop.
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Figure 4: IEC Smart Grid standards map (Source: IEC, 2019)

The figure above is a bird’s eye view of the landscape of the International Electrotechnical
Commission (IEC) standards related to smart grid. These are only the IEC standards nominally
related to smart grid, to which the FLEXCoop system belongs in a wider context. A smart grid
is defined as a highly integrated and distributed system of interfaced subsystems covering
generation, transmission, distribution, distributed energy resources and resources on customer
premises.
In this chapter, the standards landscape is presented with a brief overview of their content,
relevance and relation to FLEXCoop.

3.1. IEC 62939 Smart Grid User Interface standard
This standard aims to define the Smart Grid User Interface (SGUI) reference architecture, on
how to build interfaces for information exchange between the Common Information Model
(CIM) and diverse customer facility standards. Several ecosystems (energy,
telecommunication, home automation) have been growing in coexistence separately, while
sharing the same end point by being located directly at the customer premises. Smart homes
and smart buildings, distributed energy resources, and electric vehicles point into the direction
to empower consumers, not only passively consuming energy from the grid, but also feeding
power back (a.k.a. “prosumer”). This poses a number of technical and organizational challenges
for the grid management.
3.1.1. Introduction to IEC 62939
The Smart Grid User Interface (SGUI) is a logical, abstract cross-domain interface that supports
appropriately secure communications of information between an entity within the customer
domain (e.g., home or building energy management system, electrical load, energy storage
system or generation source) and an external service provider (e.g., utility, aggregator, market
or customer energy service provider). Devices and applications will implement the SGUI
between grid-side entities and customers for the purpose of facilitating machine-to-machine
communications. The SGUI needs to meet the needs of today’s grid interactions (e.g., demand
response, grid-aware energy management, electric vehicle (EV) charging equipment
interactions) and those of the future (e.g., retail market transactions) In practice, the SGUI will
potentially be one interface between multiple aggregation points, both inside and outside of the
customer facility. Implementations vary, rising from complex system inter-relationships:
diverse customer business and usage models with different types of equipment in different types
of customer facilities controlled by a range of energy management systems. This part of IEC 6
2939 provides an architecture to define interfaces for the information exchange between smart
equipment/systems from the demand side and the power grid. It facilitates the interoperability
between the IEC common information model (CIM) and customer facility standards for smart
grid applications.
The “user” in the standard name is, therefore, the solution interfacing with the smart grid. The
IEC 62939 standard is directed towards standardization of the interfacing methods and solutions
that exchange information with the smart grid, and is closely tied to the OASIS Energy
Interoperation [4]. The FLEXCoop strategy is in line with the objectives and requirements of
IEC 62939.
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Figure 5: The Scope of IEC 62939 Standard: Conceptual Smart Grid model showing
communication requirements relevant for the IEC 62939
In IEC 62939, the Energy Interoperation Services describes an information and communication
model to coordinate energy supply, transmission, distribution, and use, including power and
ancillary services, between any two parties, such as energy suppliers and customers, markets
and service providers, in any of the domains indicated in the figure above. The Energy
Interoperation Services, as posted by the IEC 62939 standard, makes no assumptions about
which entities will enter those markets, or about the evolution of market roles, and is not limited
solely to the interfaces indicated in the figure, i.e. there may be new actors and new scopes of
communication appearing and the IEC 62939 architecture is expected to remain relevant.
3.1.2. DR implications of the IEC 62939 (include the similar structure in the next standards’
sections)
The IEC 62939 defines an Energy Services Interface (ESI). This is an abstraction of the SGUI
for both energy consumers and producers. The ESI is the interface where Energy Interoperation
Services are exchanged. The ESI is the external face of the energy-consuming or supplying
node. The ESI may be directly on an energy management system in the end node, or it may be
mediated by other business systems. The ESI is the point of communication whereby the entities
(e.g. utilities or independent system operators) that produce and distribute electricity interact
with the entities (e.g. facilities and aggregators) that manage the consumption of electricity. An
ESI may be in front of one system or several, one building or several, or even in front of a
microgrid.
In terms of IEC 62939, a Resource (as used in Energy Interoperation) is any logical entity that
is dispatchable. The Resource is solely responsible for its own response. A resource description
specifies the performance envelope for a Resource. If a Resource can participate in multiple
markets, it may have multiple descriptions (referring to the same technical unit, i.e. the
Resource here does not have a 1:1 mapping to the physical world). A Resource is something
that can describe its capabilities in a Tender into a market. A Sequence is a set of temporally
related intervals with sharing information that changes over time.
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A tender is an offering for a Transaction: a binding commitment between parties which entered
into an agreement. The Transactive Energy describes the established process of parties buying
and selling energy based on tenders (buy or sell offers) that may lead to transactions among
parties. In open wholesale forward energy markets, a generator may tender a quantity of energy
at a price over a future delivery interval of time to a customer. Acceptance of a tender results
in a binding transaction. In some cases, the transaction requires physical delivery of energy. In
other cases, the transaction is settled for cash at a price determined by a prescribed price index.
The use of Energy Interoperation Services enables present and future wholesale and retail
energy markets and retail tariffs, including dynamic and multi-part tariffs.
This standard is particularly interesting as it defines and utilizes the Virtual End Node (VEN)
and Virtual Top Node (VTN) concepts, which are important in the OpenADR standard on
which much of internal FLEXCoop communication is based. This is illustrated in the following
figure.
System operator
VTN

VEN
Aggregator
VTN

Energy
Cooperative
VEN

Single Building
VEN

Household
VEN

Single building
VEN

Figure 6: An illustration of virtual top node and virtual end node concepts relevant to
FLEXCoop

The VEN has operational control of a set of resources and/or processes. It can control the output
or demand of these resources and thus affect their production or use of electrical energy
intelligently, in response to an understood set of smart grid messages. The VEN may be either
a producer or consumer of energy. The VEN is able to communicate (2-way) with a VTN
receiving and transmitting smart grid messages that relay grid situations, conditions, or events.
A VEN may take the role of a VTN in other interactions. VTNs and VENs may be structured
in a tree-like hierarchy; however, communication between nodes at the same hierarchy levels
is not supported. Within the framework of IEC 62939, the VTN is a party which role is the
aggregation of information and capabilities of distributed energy resources. The VTN is able to
communicate with both the Grid and the VEN devices or systems in its domain. A VTN may
take the role of a VEN interacting with another VTN.
This has been a short overview of key concepts from the IEC 62939 relevant to FLEXCoop and
for further details on the IEC 62939 standard, one should refer to the standard directly [5].
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3.2. CIM – Common Information Model
As a standard, the Common Information Model (CIM) goes beyond energy domain. It is an
open standard that defines how managed elements in an IT environment are represented as a
common set of objects and relationships between them. The CIM model, in the context of
electric power engineering, is an ontology model allowing the exchange of information of the
electric grid among different software applications.
3.2.1. Introduction to the CIM models as in IEC 61968/61970
CIM model was developed by the electric power industry, and afterward officially adopted by
the International Electrotechnical Commission (IEC), as the IEC 61968/61970 series of
standards [6]. The initial development of CIM was planned with the objective of developing a
common power system network model, to have a common basis to exchange information.
The CIM standard has been adopted by the main part of vendors, in order to allow the exchange
of information among different devices, and it has been extended to cover tasks related to
electric power industry, such as customer billing, work scheduling and asset tracking. The core
of the CIM model is mainly composed by the series of standards IEC 61970 and IEC 61968.
The principal objective of the IEC 61970 series of standards is to produce standards which
facilitate the integration of energy management systems (EMS) applications developed
independently by different vendors, between entire EMS systems developed independently, or
between an EMS system and other systems concerned with different aspects of power system
operations, such as generation or distribution management systems (DMS). In particular, the
IEC 61970-301 [7] standard describes the components of a power system at an electrical level
and relationships among them. The IEC 61968-11 [8] standard defines semantics of other
aspects of power system software data exchange, such as work scheduling or customer billing.
In fact, the IEC 61968-11 standard defines information exchange between electrical distribution
systems on a utility enterprise level, in particular for the DMS functionalities. As the DMS is
designed to monitor and control the entire distribution network, this means that the standard
provides support for utilities such as outage management, by linking together the SCADA
system with e.g. geographic information systems, customer information or support systems.
This provides support for utilizing the joint benefits of having all the relevant information from
these systems available and combined. The IEC 61968-11 is supposed to be a general service
implemented with middleware services brokering messages among applications. Therefore, it
is a general ontology. As an ontological model, the CIM must deal with exchanges of
information with all types of enterprise systems. For this reason the CIM coverage is quite wide,
in 53 UML packages (Unified Modelling Language), containing more than 820 classes and
more than 8500 attributes. Different serializations schemes exist, such as XML and XML
schema. As the networks are modelled as graphs, the CIM model is provided with RDF
(Resource Description Framework) serializations and RDF schemas, as well as by CIM OWL
(Ontology Web Language) serializations.
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3.2.2. DR implications of the CIM standards
In terms of ontological models, the CIM model is probably the largest energy domain ontology,
especially if considered with the IEC 61850 series of standards. Ongoing efforts are
harmonizing the two main ontologies in the field of Smart Grids.
The CIM model is in wide adoption and it has been used by the ENTSO-E, European Network
of Transmission System Operators for Electricity. It is an organization of 43 electricity
transmission system operators in 36 countries across Europe, thus extending beyond the EU.
The initial mission of CIM is currently widely applied across Europe through the use of
CGMES: Common Information Model for Grid Models Exchange standard [9], however the
CIM is embedded into numerous processes of transmission and distribution system operators
across Europe, which makes the CIM relevant for all levels of the FLEXCoop project.
Though CIM is already in use in many DSOs, current standardization efforts related to CIM are
making the CIM more usable for the distribution network operators, through the development
and standardization of CIM profiles. These profiles would help CIM become de facto standard
in the operation at the DSOs [10].
Also relevant for FLEXCoop is that almost all market operators in Europe use CIM-derived
XML-based protocols for communications related to energy markets, which is being
established as the IEC 62325 series of standards [11]. With no doubt, the CIM and the relevant
CIM-derived XML market data exchange protocols are crucial for the FLEXCoop framework
to ensure compatibility with the energy market stakeholders.
3.3. IEC 62746 Systems interface between customer energy management system and the
power management system
Although this document does not aim to rank the standards by their order of importance, this is
one of the standards that influenced the FLEXCoop solution the most. The IEC 62746 standard
is fully named “Systems interface between customer energy management system and the power
management system”. This standard defines the system interfaces and communication protocols
covering the whole chain between a smart grid and smart home/building/industrial area.
3.3.1. Introduction to IEC 62746
The IEC 62746 standard provides application-level service communication that can be used to
incentivize responses from the customer-owned and customer-located distributed energy
resources. Price and demand response signals enable provision of indirect control of customerowned devices. The IEC 62746 standard does not specify the transport mechanisms. The
transport mechanisms and their interaction patterns are defined, as well as cyber security
mechanisms necessary to provide non-repudiation and mitigation of cyber-security risks, but
the actual “on the wire” transport mechanism is out of scope of this standard. IEC 62746
standard is agnostic in relation to the DR load control strategies, as well as to the marketspecific contractual or business agreements – these are also out of scope of the definition of this
standard.
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In IEC 62746, the following services are specified:
-

Register: identification of entities in advance of interactions with other parties
Event: core demand response event, providing event functions and information models
for price-responsive DR
Report: this service enables feedback to provide either periodic or one-time information
on the actual state of a resource and
Opt: addressing the short-term changes in availability, providing the facility to
communicate opt-in and opt-out schedules from virtual end nodes to virtual top nodes.

For the FLEXCoop project, the most relevant standard among the 62746 group of standards is
probably the IEC 62746-10 [12]: Open Automated Demand Response (OpenADR 2.0b Profile
Specification), which represents the adoption of the OpenADR Alliance standard as the IEC
standard. In this document, the IEC 62746-10 and OpenADR are used interchangeably to refer
to the same standard.
This standard is a flexible data model to facilitate common information exchange between
electricity service providers, aggregators, and end users. The concept of an open specification
is intended to allow anyone to implement the two-way signalling systems, providing the servers
that publish information to the automated clients subscribing to the information. This standard
covers the signalling data models and includes information related to specific DR electric
reduction or shifting strategies, which are taken at the facility. This standard can be leveraged
to manage customer energy resources, including load, generation and storage, via signals
provided by grid and/or market operators. These resources may be identified and managed as
individual resources with specific capabilities, or as virtual resources with an aggregated set of
capabilities.
The OpenADR specifications provide:
-

A minimal data model and services for DR, pricing, and distributed energy resource
(DER) communications.
How to implement a two-way signalling system to facilitate information exchange
between electricity service providers, aggregators and end users.
A description of demand response signalling in terms of servers (virtual top nodes) that
are publishing information to automated clients (virtual end nodes) being the subscribers
of the information.

3.3.2. DR implications of the OpenADR standard
The OpenADR standard started as an Open Source Smart Grid Communications standard used
for demand response applications. Typically, it is used in explicit demand response scenarios
when specific signals are sent to cause devices to be turned off during periods of higher demand.
For explicit DR the automation of decisions is crucial: a standard that facilitates quick, failsafe, consistent and secure bi-directional communication between a large variety of
stakeholders is an absolute necessity.
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The main features of OpenADR communication profiles (and by extension of the IEC 6274610 compliant profiles) are as follows:
-

-

-

Continuous, secure, and reliable two-way communications infrastructures where the end
points at the end-use site receive and acknowledge the receipt of DR signals from the
energy service providers.
Translation of DR event information to continuous internet signals.
Automation through the use of pre-programmed demand response strategies determined
and controlled by the end-use participant (without a need for interaction for each of the
transactions).
Opt-Out enabled: override function to any participants for any DR event if the event
comes at a time when changes in end-use services are not desirable.

OpenADR uses a Service-Oriented Architecture (SOA) in which all interactions occur between
entities called Virtual Top Nodes (VTNs) and Virtual End Nodes (VENs). These concepts
derive from the SGUI.
There are two OpenADR profiles: Profile A, targeted towards low end devices and limited to a
simple implementation of OpenADR; while Profile B is targeted toward fully functional control
systems and devices and enable feedback and additional services. An additional profile is
currently developed to implement an even more complete version of OpenADR and is
specifically aimed for the usage on side of the aggregator.
The OpenADR 2.0b is being adopted as the IEC 62746-10, within the IEC 62746 standard
series. This series describes a set of use cases related to energy flexibility and demand side
management, as well as an outline of potential upcoming Smart Building and Smart Home
scenarios. Thus the FLEXCoop developments may influence the final IEC standard series. The
IEC 62746 series provides a technical specification and architecture for the management of
customer and distributed energy resources that leverages other existing IEC standards and links
the standard to those. Of these, the most relevant is the IEC 61850 standard (as indicated by the
mention of VTN and VENs).
The OpenADR 2.0b profile supports the following:
-

EiEvent – to notify the VENs of upcoming DR events and sending DR signals from
VTN to VEN
EiOpt – opt-in and opt-out capability by the VEN
EiReport – specifies the report by the VEN to the VTN; typically supports the VTN’s
prediction and monitoring capabilities
EiRegisterParty – establishment of communication between a VEN and a VTN.

In the OpenADR 2.0a profile, only a simplified EiEvent is possible.
The implementation of the services relies on standard IP-based communications such as HTTP
and XML Messaging and Presence Protocol (XMPP). The demand-response signals make the
VTN interact with a VEN in order to influence or change the load profiles of the demand-side
loads, associated with the VEN in question. Two types of signals can be used: prices and load
dispatches. The prices might be used if the objective is to incentivize the demand-side resource
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to change the load profile with a price incentive, thus implicitly. In a load dispatch signal there
is an explicit instruction on what the load profile should be.
The specification of the OpenADR supports a wide range of different types of signals including
direct load control interactions. The OpenADR standard only provides the DR message
exchange and none of the actual underlying application logic. In other words, for the automated
DR to function, VENs have to implement the actual application logic.
3.3.3. FLEXCoop-specific implications of OpenADR/IEC 62746
The IEC 62746-10 standard is agnostic in relation to the DR load control strategies, as well as
to the market-specific contractual or business agreements. The pragmatic approach to standard
design is illustrated in the four service definitions:
•

Register: allowing identification of entities in advance of interactions with other parties;

•

Event: a generic core demand response event, providing event functions and
information models for price-responsive DR;

•

Report: this service enables feedback to provide either periodic or one-time information
on the actual state of a resource and

•

Opt: addressing the short-term changes in availability, providing the facility to
communicate opt-in and opt-out schedules from virtual end nodes to virtual top nodes.

The simplicity of the above scheme ensures wide applicability – and at the same time,
implementation details are left out. This increases the importance of a custom-defined semantic
(ontological) interpretation of the message payload in the FLEXCoop type of solutions.
Literally, while the OpenADR standard defines how to carry the payload, it does not attempt to
interpret its semantics at all.
What is carried as information in a generic event isn’t defined. Another example is the existence
of aggregators. If there are no aggregators or there is a rule of exclusivity so there is a single
aggregator, then there will be a single VTN all the resource VENs will communicate with. On
the other hand, if multiple aggregators exist – then there will be multiple aggregator VTNs,
seen from the viewpoint of a household or a building. The reporting is similarly generic – the
definition of the report payload is implementation-specific.
Many classic direct telecontrol automation protocols have been designed with dedicated
communication channels in mind.
This is not a reasonable expectation for a configuration with DR infrastructure: it is expected
for the communication to happen over the public network instead, and the communication
should rely on the end-user provided communication channel.
For this reason one can expect malicious actors to tamper with communication, so security has
to be ensured properly. The OpenADR standard does not define transport mechanisms and only
covers minimum cybersecurity mechanisms required to provide non-repudiation and mitigation
of cyber-security risks. The standard defines that Public Key Infrastructure (PKI) has to be
utilized and that security should be implemented via transport layer security (TLS) to ensure
secure communication between VTNs and VENs. As a minimum, the standard requires ECC
keys longer than 256 bytes and RSA keys longer than 2048 bits. The certificates must be of
X.509v3 type.
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The actual PKI infrastructure provider is left to the implementer, though – certification services
provider can be international, national or local. The standard only defines the procedure of
fingerprint-based verification of the other party and XML messages signing. In short – to deploy
a successful demand response infrastructure based on OpenADR, a working PKI infrastructure
is an absolute must.
The standard itself does not cover how the end users (the actual persons owning the DR
resources) authenticate and have access to the system granted. This is an external functionality
that is necessary for the end users to be able to monitor their participation. This is also not
included in the scope of OpenADR standard.
As a recapitulation: while it is clearly important and has been chosen as the underlying
communication standard of the FLEXCoop solution, the OpenADR standard on its own is not
enough to deliver a fully functional active demand response solution. Two principal challenges
are that the message payload interpretation is not covered by OpenADR, and that the security
repercussions are not handled to the extent necessary for successful implementation. One of the
deliveries of this document is, based on the FLEXCoop actual implementation, a proposed
standards-based demand response architecture, discussed later in this document in Chapter 4.
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3.4. VHPready – Virtual Heat and Power Ready
VHPready – Virtual Heat and Power Ready [13] is an open specification for networking and
control decentralized power plants,
3.4.1. Introduction to VHPready
VHPready has originally developed and published by Vattenfall. In the current version 4.0, the
VHPready standard supports the connection of combined heat and power plants, battery
storage, heat pumps and wind turbines.
The communication-technological basis is made up of Internet protocols as well as the IEC
60870-5-104 (signal-oriented) or IEC 61850-7-420 (object-oriented). The VHPready standard
defines the communication path between a control centre and a distributed energy resource.
The standard includes coverage on the security and the interoperability of the connection.
Regarding communications and security VHPready is based on secured internet protocol
technologies with TLS 1.2 encryption and the well-established IEC protocols 60870 and 61850.
This makes VHPready sit halfway between communication and ontological standards.
3.4.2. DR implications of VHPready
VHPready is defining operating conditions, systems behaviour and performance as well as
interfaces and data points in an exact and explicit way. By doing so, distributed energy systems
can be integrated into a VHPready network without any additional engineering effort. Security
in data communications as well as in systems operation is a significant part of the currently
developed standard.
VHPready targets to become the standard the basis for existing and future market models in the
energy sector. A position statement on the relation of VHPready and OpenADR has been
published on the VHPready web site [13], indicating there have been talks between the
VHPready industry alliance and the OpenADR alliance about cooperation and mutual support
for open, industry driven standard for the smart grid. In FLEXCoop, the modelled
communication protocol is strongly based on OpenADR with added security.
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3.5. USEF – Universal Smart Energy Framework
The USEF – Universal Smart Energy Framework [14] is an international standard, with an aim
to ensure smart energy technologies and projects are interconnectable and at lowest cost.
3.5.1. Introduction to USEF
USEF is an industry initiative, driven by USEF Foundation, a non-profit industry alliance of
seven organisations and companies, active in the smart energy industry (ABB, Alliander, DNV
GL, Essent, IBM, ICT Automation and Stedin). It grew out of the Smart Energy Collective
(SEC), a Dutch multi-partner collaboration, developing smart energy technologies and services
and bringing them together into five large-scale smart energy pilot projects. This work
demonstrated an urgent need for a common standard for smart energy development to ensure
interconnectivity in a future integrated market.

Figure 7: The envisioned scope of USEF (Source: USEF)
The USEF has had a quite large envisioned coverage (Figure 7): it includes market-based
control mechanisms and the underlying ICT architecture, with the interfaces towards the actual
downstream devices (products) and upstream services and propositions. In practice, the USEF
is the most important standard governing the market mechanisms between the consumers of
flexibility as USEF delivers the market model for the trading and commoditisation of energy
flexibility, and the architecture, tools and rules to make it work effectively.
3.5.2. DR implications of the USEF standard
While the USEF reference implementation is a fully functional implementation of the USEF
specification that has passed conformance testing, publicly available in the form of
downloadable source code under Apache 2.0 license [15] it is not, however, a production-grade
platform nor is it tailored for specific needs of a pilot project. For this reason, the FLEXCoop
internal implementation is not conformant to the USEF architecture, but instead we have
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delivered our own standards-based functional reference architecture focused on demand
response.
3.5.3. A role-based value chain description in USEF
USEF recognizes the notion of “prosumers” – customers not only passively consuming but also
producing electric energy, as well as aggregators. USEF is based on a roles model, instead of a
business model. The idea behind the roles model is to describe the roles, their tasks and
responsibilities, which can be implemented in various ways in the local market. USEF tries to
follow the commonly defined business roles as defined in Europe, e.g. by the ENTSO-E
(European Network of Transmission System Operators for Electricity). The key roles
recognized by USEF reference implementation framework are:
-

Balance Responsible Party (BRP) an entity responsible for balancing the supply and
demand and finding the most economical solution for covering the imbalances
Distribution System Operator (DSO)
Aggregator – common manager of flexibility from prosumers selling this to BRP and/or
the DSO, depending on the local market organization
Common Reference Operator – relating the congestion points and congestions to other
relevant participants
Meter Data Company – an entity acquiring and validating the meter data
Active Demand and Supply – systems that demand or supply energy and that can be
actively controlled with appropriate signals
Prosumer – an end user, consumer of energy also able to produce energy.

The USEF framework describes a system in which flexibility can be standardized and traded
without dictating how and where, this trading should take place (bilateral or through an
exchange). USEF’s flexibility value chain shows how demand-side flexibility can be sold in
different markets and products through explicit mechanisms.
As illustrated in the following figures, the USEF is not tied to a single market definition nor
does it require all the markets to be tied into a single platform. It supports various market
approaches instead.

Figure 8: The aggregator accessing existing markets and products in USEF (Source: USEF)
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Figure 9: Separate platforms for all markets and products (Source: USEF)

With regards to standardization, the USEF tries to align with other developments in smart grid
standardization and tries to be a technology and implementation agnostic framework. The final
FLEXCoop reference architecture can interact with USEF-compatible balancing responsible
parties. The FLEXCoop solution provides tools for aggregators and prosumers, and provides a
marketplace between aggregators and prosumers.

Figure 10: Flexibility value chain for implicit and explicit demand-side flexibility as
considered in USEF (Source: USEF)
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3.5.4. FLEXCoop-specific considerations of the USEF standard
Of a particular relevance to FLEXCoop is that USEF models numerous energy and flexibility
services to be offered to the prosumer within a Citizen Energy Community.

Figure 11: Illustration of all energy and flexibility services that can be offered to the Prosumer
within a Citizen Energy Community (Source: USEF)
3.5.5. Market Coordination Mechanism standardization in USEF
USEF standardizes a flexibility trading protocol and a market-based coordination mechanism
(MCM). The standardized MCM facilitates the delivery of value propositions (i.e. marketable
services) to various market parties without imposing limitations on the diversity and
customization of the propositions. The USEF MCM is designed for all energy commodities and
enables the market to optimize in time, capacity and power. The MCM provides access, under
equal conditions, for all stakeholders to a single integrated market. This unique approach aims
to deliver a future-proof market design. The USEF MCM operations scheme distinguishes five
phases:

Figure 12: The five phases of the USEF Market Coordination Mechanism (MCM)
In the USEF flexibility trading protocol, the general MCM phases are followed. However,
processes in each phase are limited to the interactions between the AGR and DSO for flexibility
trading.
This includes interaction with the ‘Common Reference’:
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Contract: AGR and DSO negotiate FlexOptions. This is flexibility that is reserved for
DSO purposes and can be invoked by the DSO when needed. Typically, a contract
includes availability remunerations and activation remunerations.
Plan: information exchange between DSO and AGRs related to congestion points. This
information exchange through the ‘Common Reference’ involves communication with
the Common Reference Operator (CRO). The AGR carries out an initial portfolio
optimization.
Validate: the DSO uses D-prognoses to validate whether the demand and supply of
energy can be distributed safely without any limitations. If congestion occurs, the DSO
can procure flexibility from AGRs to resolve grid capacity issues.
Operate: in the operate phase, the actual assets and appliances are dispatched and the
AGR adheres to its D-prognoses. When required, DSOs can invoke additional flexibility
from AGRs to resolve unexpected congestion.
Settle: in the settle phase, the flexibility that the AGR has sold to DSOs is settled. For
this purpose, the actual consumed and produced volumes are allocated to the responsible
parties first. Any unresolved or disputed volumes are reconciled shortly afterwards.

UFTP has mandatory components and optional components. The tables below list all core and
optional components. The support of core components is mandatory for all implementations.
Table: 1 USEF Levels of Compliance
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3.6. IEC 61850 Power Utility Automation Standard
The IEC 61850 is an international standard that has been designed to standardize the
communication protocols for intelligent electronic devices within electrical substations.
3.6.1. Introduction to IEC 61850
The IEC 61850 series of standards determines the description of the devices in an electrical
substation and the exchanged information between these devices, both at runtime and at
configuration time, as illustrated below

Figure 13: IEC 61850 edition 1.0 communication framework architecture (Source:
KONČAR)
The initial motivation of IEC 61850 was to design a way to convert numerous incompatible
standards for communication between the devices within a substation towards a common
standard, where the physical implementation of the communication would be over the Ethernet,
using the Internet Protocol (IP). The IEC TC 57 WG 10 was established in 1995, and the IEC
61850 ed. 1.0 [16] was developed in 2004. This version of the standard is focused on electrical
substations equipment but in fact already covers a wider area with additions that cover
distributed energy resources, electric vehicle supply equipment, battery systems wind power
plants etc.
From 2005 onwards, the IEC 61850 ed. 2.0 is a new version of the standard, turning the IEC
61850, in fact, into an integration interface standard, covering real-time data acquisition and
automated remote control with a unified integration approach. In comparison with the previous
automation standard, such as the IEC 60870 series of communication protocols (described later
in this document), this protocol differs conceptually and in scope. The key conceptual
difference that IEC 61850 introduces is the semantic interpretation within the protocol, while
the previous standards are limited to describing the communication only – the payload carried
through the communication channel was out of scope of previous standards.
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Figure 14: The coverage of IEC 61850 edition 2.0 series of standards (Source: KONČAR
PROZA NET manuals)

Figure 15: Bird’s eye view of the IEC 61850 group of standard documents (Source: IEC)
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Server
1…n

Logical Device (LD)
1…n

Logical Node (LN)
1…n

Data Object (DO)
1…n

Data Attribute (DA)

Figure 16: Object hierarchy in the IEC 61850 data model (Source: IEC 61850 standard)
Each physical Intelligent Electronic Device (IED) can perform several functions previously
performed by different devices; IEC 61850 ed. 2.0 provides provision for logical devices within
a single physical device (a server). IEC 61850 describes each function in the substation
equipment by a logical node, and the IEC 61850-7-4 standard standardizes 91 logical nodes,
divided into 13 logical groups (e.g. switchgear, power transformer, protection, control, generic,
automatic and control, metering and measurement, etc.).
Within each of the logical nodes, there is a number of data, some of which is deemed mandatory.
This data can be subdivided into:
•
•
•
•
•

Common data relevant to the logical node (which is independent from the actual
dedicated function represented by the logical node).
Status information – either the status of the process or the status of the function
allocated to this particular logical node.
Settings – information relevant for the functioning of this logical node.
Measured values – analogue data either measured from the process or calculated
from the actual values in the functions. and
Controls – data changed by commands.

3.6.2. DR implications of IEC 61850
The IEC 61850 standard is rapidly becoming a “lingua franca” standard in electrical power
engineering. Therefore, to integrate the distributed energy resources the IEC 61850 compliant
communication interfaces will be an absolute necessity for the FLEXCoop project, in the DER
management system gateway.
As any telecontrol protocol, the IEC 61850 differs from the OpenADR in that the OpenADR
communication scheme is detached. The telecontrol protocols have a direct control scheme.
Among the four services offered by OpenADR, there is opt-in and opt-out: the resource owner
can opt out of the demand response scheme. The control is thus indirect, while in, e.g. IEC
61850 it is more immediate and direct. In terms of FLEXCoop solution, a gateway (software)
device would be required to register as a VEN and convert the OpenADR message payloads to
actual commands and actions on the direct control side. The gateway will interpret the events
from, e.g. the 61850 side and pass the eventual unavailability information upwards to the
OpenADR side. This service is implemented in the DER management system as a telecontrol
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gateway. Further details are explained in the Chapter 4 describing the functional reference
architecture.
3.7. IEC 60870-5 series of standard protocols
The IEC 60870 is designed to provide a communication profile to communicate between a
central station and its substations.
3.7.1. Introduction to IEC 60870 standard series
This includes a mechanism to relay the datagrams which enabled the system to handle high
network load. The principal goal of IEC 60870 was to provide interoperability between different
vendors, based on an open communication standard. Earlier approaches to achieve
interoperability have mostly failed because they have not enforced the definition of the formats
with enough accuracy. The IEC 60870 standards also define the message formats and the
application messages itself. Within the standard, the IEC 60870-5 part is particularly important
as it describes the communication related aspects of the standard and it is a collection of
substandards and companion standards.
3.7.2. DR implications of the IEC 60870 standard
Currently, it can be used for SCADA applications in many areas but is still mainly used in the
electrical utility industry. The IEC 60870-5 defines the system topology which refers to the link
layer. The companion standards IEC 60870-5-101 [17] and IEC 60870-5-104 [18] are of highest
importance today, are widely used in practice, and even today the TSOs require this protocol to
be implemented in the endpoints connecting to their network. The IEC 60870-5-101 was the
first companion standard added to define point-to-point link as well as multi drop
communication. This standard was designed to be used over low bandwidth bit serial links. For
communication over TCP/IP based links the standard is extended by the IEC 60870-5-104.
These standards are so common that in common control engineering practice, they are often
referred to as “the 101” and “the 104”. For the FLEXCoop project, the IEC 60870-5-104 may
not be directly relevant – however a certain implementation of communication with the TSO or
the DSO may require the FLEXCoop components to communicate using these two protocols,
e.g. for emergency shutdowns initiated by the TSO.

3.8. Downstream standards: Towards customer facilities management and control
This section provides an overview of the protocols and standards targeting communication and
control of the FLEXCoop-related in-house equipment, named “Downstream Protocols and
Standards in the FLEXCoop deliverable D2.3. The deliverable selected protocols and standards
that are relevant to multi-sensorial infrastructure (i.e. sensors for measuring in-house
temperature, humidity, air quality, luminance, occupancy) and to the following DER devices:
Heating Ventilation Air Conditioning (HVAC), Lighting Devices Domestic Heat Water
(DHW), photovoltaic (PV) systems and batteries, along with the dedicated devices (smart
metering units) for tracking their energy consumption. A comparative analysis is presented, and
a preliminary selection of the most appropriate ones has been made. The following table
presents the initial selection.
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Figure 17: Overview of FLEXCoop preliminary evaluation criteria for downstream protocols
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The selection in D2.3 has been preliminary, based on the general market assessment. In practice,
the actual proliferation of controllable devices is very different. There is a much higher variety
of standards and a maturity of the devices most contributing to the energy consumption. In other
words, the most energy consuming devices such as heat pumps are capital-intensive and their
maturity is much lower than the above table would suggest.
During the deployment of FLEXCoop solution, however, we have faced significant difficulties
in making the on-premises device (the FLEXCoop OSB) control the devices. There is a wide
variety of control implementations, in many case manufacturer-specific. A significant share
implements a (theoretically) open Modbus communication protocol.
3.8.1. Modbus communication protocol
3.8.1.1. Introduction to Modbus
Modbus is a data communications protocol originally published by Modicon (now Schneider
Electric) in 1979 for use with its Programmable Logic Controllers (PLCs). Modbus has become
a de facto standard communication protocol and is now a commonly available means of
connecting industrial electronic devices. It is very popular in industrial environments as it is
known for a very long time, its specification is openly published and royalty-free. It is nowadays
very common in many inverters, heat pumps, and a number
Originally, it has been developed for industrial applications to connect the remote terminal units
to SCADA systems. It is relatively easy to deploy, requires few resources and compared to
other standards such as the 104 places very few restrictions and definitions. Only the datagram
(packet) size is restricted, otherwise no restrictions are imposed on the format of the data to be
transmitted. Modbus can use either the RS485 serial communication or the Ethernet as its
wiring type. Communication to and from multiple devices connected to the same cable or
Ethernet network is supported. Modbus supports reading of the registers and setting the
commands to change the value in one of the registers. A Modbus command contains the
Modbus address of the logical device it is intended for and other devices at the same line do not
respond to the command.
3.8.1.2. Modbus implications on DR
Unfortunately, it is exactly the brevity of restrictions that Modbus imposes on the payload that
makes it difficult to base interoperability on it in practice. This is reflected in the DR
applications as well. Namely, Modbus does not support automatic negotiation and
interrogation, so the user must manually configure all the registers and their data types. This is
an error-prone manual process, not even acceptable in the SCADA world anymore. The IEC
104 protocol became popular with the transmission system operators as the trade-off in higher
complexity of IEC 104 compared to Modbus is more than paid back with the existence of
additional services and a true interoperability. Though the Modbus is, in theory, an open
protocol, in practice it is not enough to support true interoperability towards the devices. In
other words, it cannot support plug and play which is a significant problem, both in terms of
user experience and the costs of device deployment.
As discussed in Chapter 4 below, a parallel can be driven to what on another level happens in
FLEXCoop with OpenADR: the underlying message passing is reasonably defined, however
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the interpretation of message payloads is not. Similarly, although the Modbus is open as a
communication protocol, it is not enough to ensure interoperability.
3.8.2. Custom manufacturer-owned vertically integrated solutions
During the FLEXCoop deployment in the Netherlands and according to our widerencompassing market research, we have identified a significant trend where many equipment
manufacturers capture the data in a vertically integrated solution – in a manufacturer-specific
proprietary cloud services.
3.8.2.1. Presentation of the proprietary cloud trend
Typically, the devices such as heat pumps or water heaters are practically unchanged compared
to the previous generation of the devices without cloud connectivity. The communication from
and to the devices is based on Modbus protocol, and the manufacturer provides a gateway-like
device that sends the measured values to their private cloud solution. Newer iterations of the
devices integrate such “IoT gateways” within the devices directly, so the communication to the
devices is transparent to the end-user who connects the device to the Internet, not seeing a
separate gateway at all.
This is the case of solar inverter manufacturers such as SMA and SolarCity and heat pump
manufacturers such as Nibe. These and other manufacturers offer an easy to use cloudsupported web based and mobile app integrated service to their clients, providing control
services and analyses of the system operation.
3.8.2.2. Implications on DR
There are two key approaches on behalf of manufacturers regarding the third-party access to
the devices and data: either only the cloud-based API is permitted, so any request goes through
the manufacturer service and is subject to its availability and licensing, or the Modbus-based
communication is still permitted. There are manufacturers that allow a certain degree of open
protocol communication, but this affects warranty terms and is not acceptable to the users: if
one uses Modbus communication and issues illegal values directly, the warranty is void.
Seen from the viewpoint of FLEXCoop, this vertically captured data represents a closed data
silo: if the data and commands can only be gathered by passing them through the manufacturer’s
cloud interface API, this adds an important closed and completely uncontrollable element in
the FLEXCoop value chain.
Such non-availabilities of the manufacturer cloud could negatively impact the whole
FLEXCoop business case.
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3.8.3. Open Charge Point Protocol (OCPP)
3.8.3.1. Introduction to OCPP
The Open Charge Point Protocol (OCPP) [19] is a protocol developed by the Open Charge
Alliance, a gathering of industrial players from the electric vehicle charging sector.
The OCPP was created to offer a uniform solution for the method of communication between
charge point and central system. The offering of this protocol is to connect any central system
with any charge point, regardless of the vendor. Currently, the protocol is supported by major
vendors of the charging points, in its version 2.0.
3.8.3.2. OCPP Implications on DR
A uniform vehicle charging point standard prevents all kinds of coordination problems and is
therefore an advantage for the whole electric vehicle market, and the OCPP is the protocol to
support when issuing the commands to smart vehicle chargers is considered. This protocol is
currently being adopted within the IEC 63110 series of protocols and a prospective FLEXCoop
solution should most probably support OCPP in order to control the smart vehicle chargers.
3.8.4. BACNet - A Data Communication Protocol for Building Automation and Control
Networks
The purpose of BACNet Standard 135 is to define data communication services and protocols
for computer equipment used for monitoring and control of HVAC&R and other building
systems and to define an abstract, object-oriented representation of information communicated
between such equipment. This is the defacto standard for building automation.
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3.9. Ontologies and ontology-like standards and initiatives
One of key findings of FLEXCoop has been that there should be a strongly enforced semantic
Common Information Model (CIM). The CIM’s key role is to ensure all the communication
between the software components is properly interpreted at all ends. The following chapters are
focused towards examining the standardization landscape regarding the ontological standards
and initiatives.
3.9.1. SAREF – Smart Appliance Reference Ontology
3.9.1.1. Introduction to ontologies and SAREF
The home systems are technically very heterogeneous, and standardized interfaces on a sensor
and device level are required. There is a large number of required standards, and to enable
semantic interoperability for smart appliances TNO developed SAREF, the Smart Appliance
REFerence ontology [20]. A part of what is needed in a unified data model for appliance is a
reference ontology. The creation of device and technology abstraction layers and corresponding
common Application Programming Interfaces (APIs) are enabled by such an ontology and can
be addressed, without the need to know the specifics of the various standards, by developers of
energy-saving applications for generic types of appliances.
The reference ontology offers this by explicitly specifying recurring core concepts in the smart
appliances domain, the relationships between these concepts, and mappings to other concepts
used by different assets/standards/models a reference ontology offers this. To propose this highlevel model, the European Commission (EC) launched a standardization initiative, to be
conducted by European Telecommunications Standards Institute’s (ETSI) Smart Machine-toMachine (M2M) Technical Committee. The SAREF Technical Specification has been already
published by ETSI [21]. This is probably the ontology that has reached the highest level of
maturity and applicability.
The SAREF family of standards enable interoperability between solutions from different
providers and among various activity sectors in the Internet of Things (IoT) and therefore
contribute to the development of the global digital market. These standards are designed to run
on top of the oneM2M system described later. The oneM2M provides the communication and
interworking framework to share the data among applications; SAREF provides the semantic
interoperability necessary to share the information carried by the data, but there is in principle
no obstacle for SAREF to run on top of another communication layer.
SAREF is based on the fundamental principles of:
-

reuse and alignment of (existing) concepts and relationships that are defined in existing
assets,
modularity to allow separation and recombination of different parts of the ontology
depending on specific needs,
extensibility to allow further growth of the ontology, and
maintainability to facilitate the process of identifying and correcting defects,
accommodate new requirements, and cope with changes in (parts of) SAREF.
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The Smart Appliances REFerence ontology (SAREF) is conceived as a shared model of
consensus that facilitates the matching of existing assets in the smart appliances domain,
reducing the effort of translating from one asset to another, since SAREF requires one set of
mappings to each asset, instead of a dedicated set of mappings for each pair of assets.
Different assets share some recurring, core concepts, but they often use different terminologies
and adopt different data models to represent these concepts. Using SAREF, different assets can
keep using their own terminology and data models, but still can relate to each other through
their common semantics.
SAREF is based on the following main concepts (in alphabetical order):
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Building Object (Door, Window)
Building Space
Command (e.g. OnCommand, OffCommand, PauseCommand, GetCommand,
NotifyCommand, SetLEvelCommand)
Commodity (e.g. Electricity, Gas, Water)
Device (e.g. Switch, Meter, Sensor, Washing Machine)
Device Category
Duration Description
Function (Actuating Function, EventFunction, Metering Function, Sensing Function)
Function Category
Profile
Property (Energy, Humidity, Light, Motion, Occupancy, Power, Pressure, Price,
Smoke, Temperature, Time)
Service
State
Task (e.g. Cleaning, Safety, Entertainment)
Temporal Entity
UnitOfMeasure (e.g. Currency, EnergyUnit, Power Unit, Temperature Unit).

This illustrates the relatively high level of maturity that SAREF has reached by now. Beyond
core SAREF, there are other initiatives such as SAREF4CITY that links SAREF to the domain
of smart cities.

3.9.2. DLMS/COSEM
In the early 1990s, with the proliferation of the first electronic meters, the DSOs and metering
responsible parties have immediately encountered the need for a compatible standard relevant
to the meter readout. Thus, the DLMS UA organization was founded which gathers all
interested parties in developing the DLMS/COSEM specification: Device Language Message
Specification / COmpanion Specification for Energy Metering. This is adopted as IEC 6133441 by the IEC TC 57.
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This specification includes uniquely defined data organization and their identification, and
protocols for data communication in application layer. This specification doesn't depend on the
communication protocol or medium, and defines the data organization in smart meters, widely
used and adopted in practice. The key takeaway relevant to FLEXCoop here is that there are
rather large benefits of adopting a strategy that is agnostic regarding the manufacturers. The
DLMS specification is fully open and freely accessible.
3.9.3. oneM2M
The oneM2M [22] organization is a consortium developing technical specifications that address
the need for a common M2M Service Layer, readily embeddable within various hardware and
software, and relied upon to connect the myriad of devices in the field with M2M application
servers worldwide. A critical objective of oneM2M is to attract and actively involve
organizations from M2M-related business domains such as: telematics and intelligent
transportation, healthcare, utilities, industrial automation, smart homes, etc.
3.9.4. EFI – Energy Flexibility Interface
The EFI is a communication interface between smart devices and Demand Side Management
solutions aimed to become a common language for energy flexibility. It is strongly supported
by the Flexiblepower Alliance Network, and has a strong support of large DSOs in the
Netherlands. It does not model the smart devices, but only the available energy flexibility and
the ways it is used by the Smart Grid technology. This is a relatively strongly supported
initiative, which FLEXCoop team closely follows and has already worked with one of the
proponents in another project.
3.9.5. OntoENERGY
OntoENERGY is an ontology for support energy-efficiency tasks. It aims to define the
fundamental physical quantities and their interrelations in the energy domain. OntoENERGY
also distinguishes three main interpretations of energy: physical, industrial and automation.
3.9.6. ThinkHome
This is an ontology that allows to describe the energy produced by an energy plant and
consumed by a device according to its state. It includes the energy provider, the type of energy
produced, and the related tariffs.
3.9.7. BOnSAI
This is an ontology that models different aspects of a service-oriented smart building system:
(1) it includes concepts modelling all functionalities such as services, operations, inputs,
outputs, logic, parameters and environmental conditions; (2) QoS such as resources and QoS
parameters; (3) hardware such as smart devices, sensors and actuators, appliances and servers;
(4) users and (5) context such as user profiles, moods, location and rooms."
3.9.8. Energy@Home
The Energy@home data model specifies a representation model for home area networks,
including smart appliances, power profiles, renewable energy generation, smart meters and
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smart user interfaces. It is based on the CIM approach and is broadly aligned with the
OpenADR schema. It formalizes a method of describing devices energy consumption profiles
in terms of energy phases, modes, power profiles and extended profiles.
3.9.9. ProSGV3
This is an ontology model for models infrastructure, electrical appliances, energy generation
and storage systems, weather report, events, energy production and consumption and
information about energy producers and consumers.
3.9.10. Mirabel
Mirabel is an ontology that models infrastructure, electrical appliances, energy generation and
storage systems, weather reports, events, energy production and consumption and information
about energy producers and consumers.
3.9.11. SEMANCO
Ontology that contains the terms and attributes that describe regions, cities, neighbourhoods
and buildings. It also includes energy consumption and CO2 emission indicators, as well as
climate and socioeconomic factors that influence energy consumption.
3.9.12. SESAME-S Smart Building Ontology
This is an ontology that includes concepts related to devices, tariffs, energy usage profiles and
activities. It describes an energy-aware home and the relationships between the objects and
actors within the control scenario."
3.9.13. EEBUS
The EEBus Initiative e.V. is a non-profit association with leading manufacturers from the
sectors of networked building technology, electromobility and energy. The cross-industry
network plays a central role and enables a common understanding is developed, creating the
basis for new use cases and business models.
3.9.13.1. Introduction to EEBUS
This initiative has a high-reaching goal to become a language for energy, governing the
exchange of information to coordinate and shift the energy between the intelligent power grid
and practically all the devices connected to it.
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Figure 18: The coverage of EEBUS
As a manufacturer-independent and standardized language, EEBUS is trying counteracting the
proprietary protocols with a common, global language for energy. The idea is to have a common
language that every device and every platform can freely use – regardless of the manufacturer
and technology. For this reason the EEBUS is license free and can be implemented by anyone.
The EEBUS specifications enable the development of a future-proof, maintainable and simple
device interface, whether for connection to local energy management or to the world of
numerous platforms in Smart Home & Building.
3.9.13.2. EEBUS and SGAM
To guarantee maximum flexibility, the EEBUS architecture is based on the SGAM architecture
model and offers solutions for several layers. EEBUS describes the data models necessary for
the technical implementation of a use case Smart Premise Interoperable Neutral Message
Exchange = SPINE).
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Figure 19: SGAM-compatible layered definition of EEBUS
In EEBUS, market requirements are translated into use cases and information that needs to be
shared in the ecosystem is defined. EEBUS SPINE is standardized in the following: CENELEC
EN 50631 (Interoperable Connected Household Appliances) & EU Framework SAREF (Smart
Appliances REFerence) ETSI TS 103 264. This makes the EEBUS a relatively promising
initiative that targets well the gaps identified in FLEXCoop.
3.9.13.3. EEBUS Demand Side Interoperability Study
Among the EEBUS materials, of particular relevance to FLEXCoop is the Study on ensuring
interoperability for enabling Demand Side Flexibility, provided to the EEBUS initiative by
Joule Assets Europe and VaasaETT [23].
The findings are in line with the FLEXCoop findings regarding the general ontologies: a general
smart-home ontology is necessary, and it currently does not exist in a fully usable form.
While there is an initiative to push for the European-level obligatory ontology resembling
SAREF, it is reasonable to expect that there will never be a single all-encompassing ontology
reaching from the highest to the lowest levels of abstraction. Gateway devices will be necessary
and the standardized ontology will require several levels of abstraction in order to be usable.
Any kind of flexibility infrastructure will inevitably require interacting with many existing
devices and standards already in place.
Respecting a common ontology, even in a limited context, would alleviate one of the key
problems everyone faces in developing distributed solutions such as FLEXCoop – the data has
to be interpreted correctly at all ends. In other words, having an agreed ontological basis for the
data should solve the problem of misinterpreting the values in the message payload.
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3.10. Harmonized Electricity Market Role Model
Across Europe, European market operators and market participants already use the CIMderived XML-based protocols for all communication related to energy markets with great
success. This communication is established as the IEC 62325 series of standards [11]. However,
quite similar to the OpenADR as a communication standard that does not carry the
interpretation of the payload, this does not mean the markets are unified across Europe.
The development of the markets has been quite diversified across the European Union, which
has been visible in FLEXCoop too, given the difference between the Spanish and Dutch pilots.
This in turn led to diverse interpretations of the nomenclature, so there is no unified market
taxonomy across Europe. In other words, the same term can be used with quite different
interpretations across European member states and local markets.
To avoid confusion and incompatibilities, the ENTSO-E, the association of the European
transmission system operators, has pushed for the development of a harmonised electricity role
model [24] that would synchronize the designations and names of the electricity market-related
roles.
The Harmonized Role Model covers both the wholesale and retail electricity markets, and the
defined roles are of a logical nature. Given that the FLEXCoop solution is obviously required
to interact with the market, following the official adopted market taxonomy is highly relevant
if FLEXCoop solution is going to become a viable and marketable product.
The Harmonized Role Model is not a reference market model - the principal focus of the
harmonized model is to enable a common terminology for IT development. Therefore, as this
model is synchronizing the market taxonomy across Europe, keeping the nomenclature in the
FLEXCoop interfaces in sync with the Harmonized models will ease the pan-European
deployment.
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4. SECURE FUNCTIONAL REFERENCE ARCHITECTURE FOR DEMAND RESPONSE
4.1. Functional reference architecture
Based on the main FLEXCoop findings, one of the key deliveries regarding standardization is
a secure, standards-based functional reference architecture for demand response (Figure 20). It
identifies all the functionalities required for a demand-response solution to function, as well as
states the key standards it has to respect. It is a secure, standard-based and viable
communication backbone for flexibility activation. It allows connection, registering, activation
and reporting for different types of granular consumer flexibility.
The envisioned flexibility sources can be directly controllable set points of chargers and
stationary batteries, as well as controllable loads.
In line with the SGUI concepts, the proposed communication system sees all these flexibility
provisions as distributed energy resources in a wider sense, and the architecture allows
consumer-level integration of different energy systems. This makes new flexibility sources
fully available to the balancing responsible entities in a viable and realistically implementable
manner.
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Figure 20: Functional reference architecture
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4.1.1. VTN and VEN concepts in the proposed architecture
The proposed architecture utilizes the concept of virtual top nodes and virtual end nodes (Figure
6). In the proposed architecture, the flexibility user (or customer), normally a balance
responsible party procuring flexibility, operates as a VTN communicating with the aggregators.
The aggregators in this communication act as VENs.
4.1.2. The requirement for an activation registry
Regardless of the financial incentive scheme employed to entice end-users to participate, for
the technical reasons in most cases the aggregator’s middleware needs to keep track of the
activations in a registry. This is the case if the DR Service is sold to a third party. If used
internally in the same balancing group, then it depends on the verification strategy and
contractual obligations. Finally, in the case of self-consumption, it is again up to the contract
with the final customer.
This means that even if the aggregator employs a financial incentive scheme that does not
require tracking and mapping of the activations of flexibility at all, this tracking may be still
necessary for technical and eventual liability reasons. For this reason, the functional reference
architecture includes a registry. Again, this registry does not have to be a single centralized
physical entity: it is required that some part of the demand response system implements this
function. Finally, there is no obstacle for it to be implemented as a distributed entity, for
example based on distributed ledger schemes.
4.1.3. Inclusion of end-user facing interface
Furthermore, any end users entering the contract with the aggregator will expect a consumerfacing end-user software provided by the aggregator. Typically, this software will rely on some
kind of consumer-facing backend, and users will interface through the mobile devices or a Web
interface. In practice, this means there is a function of end-user facing software that the
middleware has to implement.
4.1.4. Open standards: OpenADR enhanced with OAuth2
Finally, to actually activate the demand response, the aggregator communicates, using
OpenADR with a proper semantic messaging scheme enforced on message payloads, with the
two types of gateways:
-

the larger-scale telecontrol gateways interfacing with direct telecontrol SCADA systems
and
with small scale customer devices through the customer premises gateway.

The FLEXCoop instance of the reference architecture relies on established open standards as it
is based on the OpenADR and OAuth2 / OpenID standards and the corresponding IEC 6274610 standard.
In FLEXCoop, almost all the aggregator functionality is implemented in the Message Oriented
Middleware with different applications communicating through it. The end user facing
functions are implemented in Prosumer Toolbox. The user premises device in FLEXCoop is
the OSB: Open Smart Box translating the internal FLEXCoop protocol to the actuator-specific
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downstream protocols. Finally, the telecontrol gateway is implemented as the DER Gateway
that performs the conversion between FLEXCoop and the classic telecontrol protocols. The
above architecture has been submitted, accepted and presented at the Berlin 2020 CIRED virtual
workshop [25].
4.2. Security implications and FLEXCoop solution
It is not reasonable to expect a dedicated air-gapped communication channels for a DR
infrastructure. It has to operate over public, user provided and generally untrusted networks
instead.
In fact, one of relatively difficult points in the development of FLEXCoop has been the
requirement for the user-premises devices to require as little configuration as possible – but as
the FLEXCoop OSB device relies on the user-provided WiFi network, ensuring it is always
accessible has proven to be a challenging task. Opting for a custom communication channel
where the provider bears the cost and the technical solution makes this problem easier but would
notably increase the initial device price, as well as the per-unit operating costs.
4.2.1. Secure transport mechanism
The OpenADR standard that the FLEXCoop solution is based on does not define any secure
transport mechanisms at all. The OpenADR definition only covers minimum cybersecurity
mechanisms required to provide non-repudiation and mitigation of cyber-security risks.
In particular, the standard only defines the procedure of fingerprint-based verification of the
other party and XML messages signing, so it requires a public key infrastructure and transport
layer security (TLS). This is the reason the architecture is enclosed in a PKI-based secure layer.
This, obviously, excludes the in-house and on-premises communication with legacy protocols.
However, even the internal network is also vulnerable to spoofing: for instance, impersonation
of the “home controller box” resulting in unwanted actions. These can have a direct impact on
user comfort so the authors strongly suggest that the home network is also considered
vulnerable and that it should be secured properly. Similarly, as telecontrol gateway represents
a link to the public internet, securing of internal links is also strongly recommended.
4.2.2. Secure access
The OpenADR standard itself does not cover how the end users (the actual persons owning the
DR resources) authenticate and have access to the system granted.
Especially the provisioning of cryptographical keys and certificates is essential for such a
distributed system which is also missing in OpenADR. The proposed reference architecture
requires the implementation of security and privacy measures, strengthened further by the
potential for the user privacy breaches that is a characteristic of any demand response scheme.
The FLEXCoop implementation addresses the security and privacy concerns by implementing
a security framework in both the software component communication layer (HTTPS REST
APIs) and the software-hardware communication layer (based on OpenADR).
Access to data stored in the system is granted to the different components on a mandate level.
The components only get access to the minimum required data, and only for the data of the
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account they are mandated for. The security framework separates personal data (names,
addresses and other information linking the system user with a physical person), from the data
the system generates or collects. The personal data is exclusively managed by the aggregators
– who have a contractual explicit permission to handle the personal data. This is based on a
pseudo anonymization process, assigning anonymous IDs to each customer. No one, except the
aggregators already handling the user sensitive data, is able to map the user IDs to a particular
customer. In other words, in FLEXCoop, the cooperatives as the aggregators and data handlers
are the only entities able to link this ID to the personal data.
At the same time, the aggregators are not being able to access the system generated data at the
same time. As an added benefit, the consistent use of reference IDs throughout the system
enables removal all user data from the complete system, if requested. This makes the system
compliant with the GDPR (General Data Protection Regulation) requirements.
4.2.3. Role-based user access implementation
Regarding the implementation of security layer, the FLEXCoop system uses Open ID/OAuth
2.0 as the delegation and authorization framework. The OAuth 2.0 [26] is an open and widely
used standard for access delegation, enabling third-party application to obtain limited access to
a service, through tokens issued by an authorization server. OAuth 2.0 is directly related to
OpenID Connect (OIDC), an authentication layer built on top of OAuth 2.0.
In FLEXCoop implementation, most FLEXCoop software components were modelled as thirdparty applications and data handlers must grant access. There is no pre-emptive access granted,
and the minimum privileges concept is respected here.
As stated previously the data handlers are energy cooperatives acting as aggregators.
Furthermore, an OpenID provider is installed within the Middleware to provide access to the
internal components with no user interaction to authenticated internal components such as the
Open Market Place. Access to the user data is then granted only to the components that require
them and only for the data the provider mandates them to. The OpenID user roles are mapped
into the FLEXCoop platform, as in the following figure.

Role

Definition

Resource
owner

An entity capable of granting access to a protected
end-user.

Resource
server

The server hosting the protected resources.
Accepts and responds to protected users’ requests
using access tokens.
Application requesting protected resource on
behalf of the resource owner and with its
authorization.
The server issuing access tokens to the client after
successfully authenticating the resource owner and
obtaining authorization.

Client

Authorization
server

FLEXCoop
M apping
End users or
components
without user
interface.
The Middleware

Software
components with
user interface.
The OpenID
Servers.

Figure 21: The FLEXCoop mappings of OpenID standard roles
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This deep implementation of OpenID into the system ensures the deep implementation of the
least knowledge principle where the system components only access the information absolutely
required to fulfil their functions, and seamless verification of the actual end users through
tokens.
The transmission security and non-repudiation of the messages are covered by the standard
OpenADR protocol via the client certificates installed in the VENs. At the application level,
the data access is implemented as illustrated in the following figure.

Figure 22: Token-based registration of user premises devices
In order to register a new user premises device at the household, the user is required to
authenticate to the OAuth 2.0 server as indicated by the local device.
The VEN will then request a certificate from the certificate authority using the obtained OAuth
2.0 token that identifies the user. The same certificate will be then used in all the OpenADR
messages generated by the device subsequently. This extends the OpenADR VEN
implementation to receive cryptographical key material in a secure way, change such material
e.g. to assigned a VEN to a different DR system and check for revoked keys to keep the system
secure.
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5. KEY FINDINGS AND GAP IDENTIFICATION: STANDARDIZATION PUNCH-LIST
For the FLEXCoop services and products to be functional and replicable, a key success factor
is interoperability through compliance and use of open standards. This chapter summarizes the
key findings related to standardization during the FLEXCoop development and
implementation.
5.1. Last-mile (in-house) lack of established standards and emergence of data siloes
For the FLEXCoop promise to be fulfilled, all the links in the communication channel have to
function. This extends to the very last mile in the architecture, towards the actual actuators, the
devices that have to change their set point. Conversely, even if the complete FLEXCoop chain
works and only fails at the communication with the devices, it would still fail to activate the
flexibility and deliver the promise.
Unfortunately, the in-house devices do not have any prevailing communication standard. There
is a multitude of standards the end-user premises device has to support. This has been especially
visible during the FLEXCoop deployment in the Netherlands, where a specific manufacturer
protocol to control the heat pumps has been encountered in the field. As the manufacturer in
question has a regional reach, this protocol is not commonly seen elsewhere in Europe – but on
the other hand, with no support for this protocol, no control of the heat pumps is possible.
Any standard that has to be added to the OSB increases the total development cost. There are
three conflicting goals the OSB has to fulfil, as it has to:
-

be easy to configure
be affordable and
support all the standards in the target market

all at the same time and fulfilling all three requirements at the same time is extraordinary hard.
Supporting many standards is in obvious conflict with the other two goals but is inevitable. To
a lesser extent, the same problem arises at the telecontrol gateway level, too – in the case of
telecontrol gateway the problem of expert hours required to configure
Additionally, a worrying trend for the FLEXCoop development of demand-side flexibility
services is that the equipment manufacturers capture the data in a vertically integrated cloud
solutions. The access and gatekeeping to data is exclusively controlled by these manufacturers.
The manufacturer provides a gateway-like device that sends the measured values to their private
cloud solution. The manufacturers then offer an easy to use cloud-supported web based and
mobile app integrated service to their clients. Through these cloud platforms the manufacturers
allow control and analyses of the system operation, normally for a symbolic price or free of
charge, but in turn the user data is captive with the manufacturer.
The manufacturers then often solely permit data access and eventual control through their
cloud-based API – no direct access to the devices is allowed. In that case any request has to go
through the manufacturer service and is subject to its availability and licensing fees.
As a fall back and sometimes even for the sake of compliance, a Modbus-based local
communication is provided as an alternative. While this has all the drawbacks of Modbus
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illustrated in the chapter 3.8.1, additionally it is common to find the terms of use that stipulate
that warranty is affected if the device is controlled through Modbus. Basically, the
manufacturers state that if one uses Modbus communication one might issues illegal values that
could damage the device which would void the warranty. This makes the owners of the devices
captured by the manufacturers, at least during the warranty period.
Seen from the viewpoint of FLEXCoop, this vertically captured data represents a closed data
silo: if the data and commands can only be gathered by passing them through the manufacturer’s
cloud interface API, this adds an important closed and completely uncontrollable element in
the FLEXCoop value chain. Such non-availabilities of the manufacturer cloud could negatively
impact the whole FLEXCoop business case.
The solution does not lie in forbidding the manufacturers to create a walled-garden experience
for their own users, but instead in obliging (forcing, even) the device manufacturers to respect
a common interoperable standard.
However, the schemes where the warranty is void if a third party device interfaces via an open
interface should definitely be prohibited.
The solution to this problem is to deliver and enforce a common communication interface, and
within the effort include the semantic level of data interpretation and go for an European-level
obligatory ontology similar to (or based on) SAREF. It would not be enough to enforce opening
an open-protocol communication – it could even be done via Modbus, but an additional register
mapping scheme then has to be enforced on top of Modbus to ensure interoperability. In this
approach, legacy devices could be made smarter by way of cheap, device specific gateways.
5.2. Communication channel and device security
Ensuring of a proper and secure communication channel relying on the user-provided network
is one of the obstacles identified in FLEXCoop. There are three conflicting objectives: security,
ease of configuration, and privacy. Several standards such as Universal Plug and Play have tried
to mitigate this problem, however many of these open the devices to attacks. If one opts for
ease of configuration and based on the central cloud system, this is the problematic point related
to user privacy.
The FLEXCoop proposal is to utilize the Oauth2.0 infrastructure and makes the entities (e.g.
cooperatives) that already can access end-user sensitive data also handle the device-level
authorization through tokens and certificates. This avoids the need of user sensitive data to be
shared elsewhere, while solving both the communication channel issues and device security.
Invalid or compromised certificates or tokens can be revoked and the eventual impact
minimized.
5.3. Security: non-repudiation and data minimization
The security issues, as indicated in Chapter 5.2 above, are successfully solved with the tokenbased authentication that the FLEXCoop OAuth based solution provides.
The FLEXCoop implementation of security follows the principle of minimal data access and is
in line with GDPR requirements so any user can pull the data if desired. However, a detailed
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standard that properly defines the minimum requirements and implementation of security is still
called for.
5.4. Semantic interoperability and common information model
While the OpenADR standard can underpin the base of the communication, in practice a crucial
semantic extension to OpenADR is needed to build a viable and interoperable flexibility
activation system, along with a tight integration with a security framework to ensure data
privacy, interoperability and safety.
It is for the reason of simplicity that the OpenADR is widely applicable, but at the same time,
many implementation details are left out of the OpenADR specification. Literally, the standard
defines how to carry the payload, but does not interpret its semantics. What is carried as
information in a generic event isn’t defined.
An example is the existence of aggregators. If there are no aggregators or there is a rule of
exclusivity so there is a single aggregator, then there will be a single VTN all the resource VENs
will communicate with. On the other hand, if multiple aggregators exist – then there will be
multiple aggregator VTNs, seen from the viewpoint of a household or a building.
The reporting is similarly generic – the definition of the report payload is implementationspecific, and in a distributed system such as FLEXCoop it is crucial to ensure mutual
understanding of all communication semantics.
This is a notable gap in the current state of standards, and for this reason this deliverable delivers
an overview of the many semantic standardization initiatives and ontologies. The semantic
scheme ensures all the system components interpret the data in the same way. This is a
challenging task of the common information model that ensures the message payloads conform
to the proper schema. The common information model has at the same to be extensible,
applicable and strict enough – and these are conflicting goals.
Partially, related to the interfacing between the consumers of flexibility and flexibility
providers, the USEF standard has established itself as a relevant standard, however at the lower
levels the situation is still relatively unclear with many candidates. However, probably the most
mature one is the SAREF ontology and the key FLEXCoop findings have already been referred
to the ETSI working bodies.
5.5. Automatic configuration of the devices
Today’s user experience, when integrating existing devices produced by different
manufacturers is not particularly good. The availability of an automatic “plug and play”
configuration of all the devices at the user premises would greatly widen the range of possible
end-users of a FLEXCoop solution. It is the establishment of a common communication
protocol as well as imposing a semantic standard on top of the common protocol that could
actually solve this problem: then the FLEXCoop OSB would need to support a much reduced
set of protocols and the autodetection would be much easier. In the meantime, the non-existence
of an easy method to automatically infer the local devices actually carries notable business risks
for an aggregator. The only viable solution is a deep-dive in a particular targeted market, and
stratified solution deployment, targeted for a certain market.
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6. RECAPITULATION OF STANDARDIZATION ACTIVITIES
In this chapter, the key contribution to standardization activities stemming from FLEXCoop
have been summarized. As stated previously, the standards that are relevant to FLEXCoop are
numerous and have several levels of abstraction – they range from the standards defining “onthe-wire” messages to the abstract modelling standards such as SGUI – this is also why the
contribution to standardization activities is equally diverse. The principal focus, though,
remains on the technical interoperability.
6.1. Contribution to adoption of the OpenADR within the IEC 62746 series of standards
The OpenADR 2.0b has been fully adopted within the IEC 62746 group of standards in the
early 2019. The KONČAR experts have participated in the local Croatian IEC TC 57, and
indirectly in the activities of the PC 118 which has been directly tasked with the adoption of
IEC 62746. The PC 118 activities have been performed indirectly as the Croatian branch of IEC
has not established the PC 118 – however, the FLEXCoop consortium members have been
active in the drafting of the OpenADR 2.0b as a part of the IEC 62746 series.
6.2. Collaboration with the EN 50941-12-x developments
Through the collaboration on another project, the consortium members have established
relationship with the Dutch TNO institute. The TNO is of active members of the
CEN/CENELEC TC 205 WG18, tasked with Home and Building Electronic Systems. The TNO
is co-authoring the EN 50491-12-x series of standards, where the architecture specification
standard EN 50491-12-1 [27] has already become an official standard, and in 2019 and 2020
work has been ongoing on the data modelling and messaging, within the EN50491-12-2
standards. FLEXCoop developments and experiences have been extensively used in these
discussions, especially with regards to FLEXCoop contributions to cyber security requirements.
6.3. A push towards standardizing the functions of flexibility infrastructure
Given the slow adoption and conceptual differences in the interpretation of the flexibility
aggregator concept across Europe, and seeing the difficulties in adoption of a common
nomenclature and taxonomy, we have decided to develop a secure reference architecture with
a focus on functional interpretation - as presented in [25]. The adoption of an European-wide
unified market taxonomy is a task of the Harmonized Electricity Role Model [24], and in this
architecture the idea is to have a more technical-focused specification of the functionalities a
flexibility solution must have.
6.4. Using a secure, token-based authentication to authorize devices into the system
The FLEXCoop solution includes a token-based secure architecture, based on signatures and
certificates not being burned into the gateway devices at the time of their manufacturing, but
instead at the time of their activation into the system. This way the data minimization and nonrepudiation principles are followed, and everything is based on an open and established OAuth
2.0 standard. This allows isolation of incidents in case of security breach, significantly eases
the secure deployment of gateway devices, while not requiring a proprietary closed protocol.
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6.5. Initiated the drafting of the IEC 62443 for flexibility solutions
The consortium members have a strong background in the industrial automation cyber security.
In fact, the KONČAR’s PROZA NET solution has been the world first industrial automation
software to receive the IEC 62443-2-4 cyber security standard [28]. This standard is similar to
IEC 27001 series of standard, as it defines a security policy and instantiates security procedures
that have to be followed in order to be compliant. This means that there are best practices to be
followed, and as seen by the experience of token-based activation of devices and the installation
of certificates, a drafting of a procedural standard that would define best practices in cyber
security relevant to flexibility solutions has been started in early 2021. Whether it will be
adopted under the umbrella of IEC 62443 or elsewhere, remains to be seen, but the best cyber
secure practices have been in the most part driven by the experience from FLEXCoop
development and deployments.
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7. CONCLUSION
For the FLEXCoop services and products to be functional and replicable, one of the principal
success factors is interoperability, which can only be reached through compliance and use of
open standards. The contents of this deliverable reflect numerous experiences gathered over
more than three years of the FLEXCoop project development and pilot deployments.
The standardization landscape is explored with an accent on ontological standards, whose
importance became quite apparent through FLEXCoop development and deployment: it is
clearly not enough to have interoperable protocols without shared interpretation of the data
payload semantics. This is simply not enough for a flexibility solution to work – a degree of
semantic harmonization is simply crucial.
It also summarizes the key gaps and obstacles that could be solved through standardization, and
it delivers a functional reference architecture for demand response, extrapolated from
FLEXCoop findings.
Most of the principal standardization gaps identified in this deliverable are related to the lack
of an established device communication standard, both in terms of communication channel and
especially in terms of semantic interoperability where the current standards situation is very
fragmented. In other words – many issues within the architecture and among market entities
could be solved by enforcing a standard based on USEF. To ensure and enforce device level
semantic interoperability is a much more complicated task that probably requires regulatory
involvement, especially in light of manufacturer custom walled data siloes. Further identified
gaps reflect the security implications, which are reflected in the need for a standard reliable and
secure channel over the user-provided infrastructure, and a semantic interoperability.
This deliverable also lists the standardization activities performed over the course of the project,
where the FLEXCoop developments have either directly or indirectly contributed. The
contribution of the FLEXCoop project to standardization has been significant: quite important
obstacles to wide proliferation of demand-response based flexibility have been clearly
identified and pointed out. The solutions have been proposed, presented and fed back to the
standardization bodies. To reach a wider audience, this deliverable also has a publicly available
leaflet companion that points out key issues in order to raise awareness about the importance
of standardization in the context of flexibility activation.
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