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INTERNET OF THINGS (IOT)
BRINGING TRUST TO THE INTERNET OF THINGS
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INDUSTRIAL USE CASE: AUTOMOTIVE

03
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Datacenter

Service Portal

SCADA
Distance

Cloud/Serveur Firewall
Service IoT

Cloud

BI, Big Data, Process, Integration Cloud 
Services

Internet

2G/3G/5G/LTE 
Network/LoRaPerimeter 2P1

Perimeter 4
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 
SOLUTION 1: BUSINESS RISK TOOL IN IoT

Output tool

Dashboard including:

❑ The level of the projects sensitivity, 

❑ Risk mapping,

❑ The impact categories (example: financial, brand image ...) 

❑ The measures and strategic actions to be put in place to ensure
adequate coverage of identified residual risks

Audience

❑ Business-line / risk-owners, project manager, security managers (example: CISO), architects.

Properties of the offered tool

❑ Format: Excel file,

❑ Interactive and customizable tool (customer brand and dashboard content)

❑ Possible extension: tool for extracting and consolidating results for project management.
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 

SOLUTION 1: BUSINESS RISK TOOL IN IoT

Target

❑ Companies benefiting from IoT solutions (example: Bolloré Group, EDF ...) 

❑ Manufacturers and developers of IoT solutions (Example: Peugeot, VEOLIA, ...)

❑ Consultants and integrators of IoT solutions (Example: ATOS, EY, Wipro ...)

Time required for delivery

T0 + 2 weeks (or T0= the day of reception of the inputs of the

benefit/Services)

Input benefit

❑ Answers to a questionnaire of a technical framework of the solution /IoT product 

❑ Customer's business impact scale
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• Risk analysis in an automatic way
(expensive costs)

• Prioritization of actions depending on the 
projects sensitivity 
• Cost cut related to risk analysis or lost opportunities

more than 30%

• No simple and effective way to
have inputs for a business plan

• The results of the tool allow to establish a business 
plan based on a risk approach in less than two hours

• No participation of the business lines 
in identifying the impacts

• No business-line support or awareness 

• Involvement of decision-makers /businesses 
since the identification phase of the impact(s)
• Direct support and awareness for businesses 

• No homogeneous methodology,
• No IoT specialization

• Homogeneous methodology
• IoT-oriented methodology

BASIC SOLUTION OUR SOLUTION

WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 

SOLUTION 1: BUSINESS RISK TOOL IN IoT

SPECIALIZE
D 

EXPERTISE

RISKS

ACCESS / 
TIME TO 
MARKET

COSTS
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 

SOLUTION 2 : SECURITY PROFILE/ PERIMETER
Telematics 
control unit

Multimedia device

ECU (Electronic 
Control Unit)

Remote 
opening

Tire sensor

https://www.google.com/imgres?imgurl=https://fifty-wp.s3.amazonaws.com/detours/uploads/2018/11/voiture_communicante-.png&imgrefurl=https://detours.canal.fr/linkedin-verrouiller-deverrouiller-voiture-siri/&docid=pixIJG8v-LF4lM&tbnid=_msQKgr6yb8sBM:&vet=1&w=1000&h=575&client=firefox-b-d&bih=876&biw=1699&ved=0ahUKEwi8kaeXxoThAhUIlhQKHWHvCI8QMwifAShRMFE&iact=c&ictx=1
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 

SOLUTION 2 : SECURITY PROFILE/ PERIMETER
Telematics 
control unit

Multimedia device

ECU (Electronic 
control unit)

Remote 
opening

Tire sensor

https://www.google.com/imgres?imgurl=https://fifty-wp.s3.amazonaws.com/detours/uploads/2018/11/voiture_communicante-.png&imgrefurl=https://detours.canal.fr/linkedin-verrouiller-deverrouiller-voiture-siri/&docid=pixIJG8v-LF4lM&tbnid=_msQKgr6yb8sBM:&vet=1&w=1000&h=575&client=firefox-b-d&bih=876&biw=1699&ved=0ahUKEwi8kaeXxoThAhUIlhQKHWHvCI8QMwifAShRMFE&iact=c&ictx=1
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 
SOLUTION 2 : SECURITY PROFILE/

Output solution

For a product category in a specific environment (example: connected camera, telematics product)

❑ Catalog of Security Functional Requirements 

❑ Catalog of organizational security requirements (policies, processes ...)

❑ Catalog of security assurance requirements (verification rules, audits, documentation, ...)

Audience

❑ Developers, Procurement, architects, project managers, security managers.

Properties of the proposed solution: 

❑ Format: Excel file

❑ Possible extension: dashboard including mapping for
existing security standards
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WHICH SOLUTIONS / TOOLS FOR WHAT KIND OF ACTOR? 
SOLUTION 2 : SECURITY PROFILE/

Target 

❑ Companies benefiting from IoT solutions (example: Bolloré Group, EDF ...) 

❑ Manufacturers and developers of IoT solutions (Example: Peugeot, VEOLIA, ...) 

❑ Consultants and integrators of IoT solutions (Example: ATOS, EY, Wipro ...)

Time required for delivery

T0 + 2 weeks (or T0= the day of receipt of input service

Input service

Answers to a generic questionnaire about IoT solution / the product
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 
SOLUTION 2: SECURITY PROFILE

Risk analysis in an automatic way
(costly) Reduce costs by more than 60%

• Time-consuming risk analysis
• Complex content for reading
• Content not easy to maintain especially

towards standards and certifications

• Quick solution (5 to 12 days)
• Simple content to read
• Easy to map to existing standards
• Gives access to certifications 

• Non existing security specifications/Framework? 
or merged with functional specifications

• Unclear communication with
stakeholders

• Complete security specifications/Framework?
to be aimed for several actors in particular 
buyers/procurement team.

• Facilitates communication with stakeholders

Limited to security requirements Contains assurance requirements 

BASIC SOLUTION OUR SOLUTION

SPECIALIZE
D 

EXPERTISE

RISKS

ACCÈS / 
TIME TO 
MARKET

COSTS
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 
SOLUTION 3: INDEPENDENT EVALUATION LABORATORY/ 
PERIMETER

Telematics 
control unit

Multimedia device

ECU
(Electronic 
control unit)

Remote 
opening

Network Connection

https://www.google.com/imgres?imgurl=https://fifty-wp.s3.amazonaws.com/detours/uploads/2018/11/voiture_communicante-.png&imgrefurl=https://detours.canal.fr/linkedin-verrouiller-deverrouiller-voiture-siri/&docid=pixIJG8v-LF4lM&tbnid=_msQKgr6yb8sBM:&vet=1&w=1000&h=575&client=firefox-b-d&bih=876&biw=1699&ved=0ahUKEwi8kaeXxoThAhUIlhQKHWHvCI8QMwifAShRMFE&iact=c&ictx=1
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 

SOLUTION 3: INDEPENDENT EVALUATION LABORATORY/ 
PERIMETER

Telematics 
control unit

Multimedia device

ECU
(Electronic 
control unit)

Ouverture à 
distance

Network Connection

https://www.google.com/imgres?imgurl=https://fifty-wp.s3.amazonaws.com/detours/uploads/2018/11/voiture_communicante-.png&imgrefurl=https://detours.canal.fr/linkedin-verrouiller-deverrouiller-voiture-siri/&docid=pixIJG8v-LF4lM&tbnid=_msQKgr6yb8sBM:&vet=1&w=1000&h=575&client=firefox-b-d&bih=876&biw=1699&ved=0ahUKEwi8kaeXxoThAhUIlhQKHWHvCI8QMwifAShRMFE&iact=c&ictx=1
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 

SOLUTION 3: INDEPENDENT EVALUATION LABORATORY

Output

Technical report of security evaluation, containing:

❑ The list of identified vulnerabilities (compliance + robustness)

❑ Classification of vulnerabilities by level (example: critical and major)

❑ The list of recommendations following the evaluation 

❑ Managerial summary and dashboard for decision makers and trades

Audience

❑ Businesses / risk bearers, developers, architects, project managers, security managers.

Properties of the solution

❑ Format: benefits of evaluation service in our laboratory

❑ Type of solutions / products:

✓ IoT products (example: telematics, multimedia ...)

✓ Mobile Apps 

https://www.google.com/imgres?imgurl=https://fifty-wp.s3.amazonaws.com/detours/uploads/2018/11/voiture_communicante-.png&imgrefurl=https://detours.canal.fr/linkedin-verrouiller-deverrouiller-voiture-siri/&docid=pixIJG8v-LF4lM&tbnid=_msQKgr6yb8sBM:&vet=1&w=1000&h=575&client=firefox-b-d&bih=876&biw=1699&ved=0ahUKEwi8kaeXxoThAhUIlhQKHWHvCI8QMwifAShRMFE&iact=c&ictx=1
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 

SOLUTION 3: INDEPENDENT EVALUATION LABORATORY

Target 

❑ Companies benefiting from IoT solutions (example: Groupe Bolloré, EDF…)

❑ Manufacturers and Developers of IoT Solutions (example: Peugeot, VEOLIA,…|)

Time required for delivery 

T0 + 4 weeks* or T0= the day of the receipt of input service

*In case the evaluated products require an implication
of several highly advanced hardware tests, the deadline could be revised upward.

Service Input 

❑ Answers to a generic questionnaire related to IoT solution / the product and technical framework 

❑ OR Security Profile

❑ Product + functional environment
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WHICH SOLUTIONS/TOOLS FOR WHICH ACTORS? 

SOLUTION 3: INDEPENDENT EVALUATION LABORATORY

Costly evaluation

Cost reduction of more than 40%
thanks to risk approach
and automated IoT tools

Time-consuming evaluation
Quick assessment through risk-based approach
and automated IoT tools

Generic Evaluation Methodology not based on 
Risk-based approach

Security Profile specific evaluation methodology 
with a risk approach

Subjective and not adaptable evaluation to IoT Thoughtful and structured evaluation for IoT

BASIC SOLUTION OUR SOLUTION

SPECIALIZE
D 

EXPERTISE

RISKS

ACCESS / 
TIME TO 
MARKET

COSTS
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CONCLUSION

3
Solutions

Security & Trust
By Design 

All 

IoT sectors
(Health, Transport, Industrial, Energy)

…)  

100 % 
Guarantee in specialized security 

expertise 
and cost-efficient results
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CONTACT

Red Alert Labs 

3 rue Parmentier,  94140 Alfortville

contact@redalertlabs.com

+33 9 53 55 54 11 

www.redalertlabs.com

Thank you for your TRUST TWITTER @RedAlertLabs

mailto:contact@redalertlabs.com
http://www.redalertlabs.com/
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ANNEX
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RECONNAISSANCE

FORMEL

SCOPE

OBJECTIVITE

NIVEAUX

COûTS

CC std

FIPS 140-2

CSPN

CPA

FIDO L1

FIDO L2

UL CAP/2900

PCI PTS

UL LSP

IOTSF

GSMA IoT

GP TEE

CC cPP

SOGIS

TOO MANY STANDARDS ...…

https://www.sans.org/.../2018-industrial-iot-security-survey-shaping-iiot-security-conc...

https://www.sans.org/reading-room/whitepapers/ICS/2018-industrial-iot-security-survey-shaping-iiot-security-concerns-38505
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Security Framework 
Which solution related to the development cycle?

Requirements/Risk 
Assessment

Secure Design & 
Coding

Implementation Verification Launch Response

IoT system Security Profile 
& Dashboard

IoT RAL Security 
Questionnaire

Standardized Security 
Profile 

(e.g. Industrial IoT) 

IoT system Security 
Requirements Catalogue

Policies & Process Requirements Catalogue

RAL IoT system 
Security Assessment

1 2 3 4 5 6

Life cycle of an IoT solution

If ∃ Standard so
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Domains
• Industrial,
• Consumer,
• Critical,
• Enterprise

Categories
• Mobile Devices,
• Access control Devices – Physical Access (eg: smart doors,
Key card)
• Security Monitoring Devices (alarm, doorbell, camera, …),
• Multifunction Device (printer, scanner, fax …),
• Wearables (smart watches, badges …),
• Energy providing devices (Room heaters, smart meters, …),
• Automobiles (cars,…),
• Networking components (routers, switches …)
• ….

Assets
• Os,
• Firmware,
• Sensors,
• Network Interface,
• Remote Management,
• Actuators,
• …

Others
• …

SECURITY PROFILE3


