
AARP’s Fraud Watch Network can help you spot and avoid 
scams. Sign up for free “Watchdog Alerts”, review our 
scam-tracking map, or call our toll-free helpline, 877-908-3360 
if you or a loved one suspect you’ve been a victim.

FraudWatch Newsletter
Stolen Crypto & North Korea: North Korea has become the dominant force 
behind global cryptocurrency theft, with analysts at TRM Labs estimating that 
76% of all crypto stolen in 2026 has ended up in the hands of the Democratic 
People’s Republic of Korea (DPRK). Experts say the regime has exploited the 
weak security and decentralized structure of crypto platforms, which often lack 
the safeguards and rapid response systems of traditional banking. Researchers 
also believe North Korea is increasingly using AI to improve social engineering, 
automate coding, and identify vulnerabilities faster, making attacks more con-
vincing and efficient. Security analysts warn that AI-powered cybercrime could 
overwhelm current DeFi governance systems, allowing attackers to steal mas-
sive sums before humans can react, while the stolen funds continue to support 
North Korea’s weapons and nuclear programs.

– Brought to you by Dark Reading & CISA Region 8

The Latest in Amazon Impostor Scams - Criminals often impersonate major 
brands with large audiences—and Amazon is one of them. In two newer tac-
tics, scammers send text messages claiming a recent order was recalled, with 
a link to a fake Amazon website designed to steal account information. Or you 
get an email saying your Amazon Prime subscription is renewing at an unusu-
ally high price, prompting you to click a “cancel subscription” button that leads 
to a fake sign-in page. If you have an Amazon account and get a communication 
seemingly from Amazon, sign into your account with the Amazon app or online 
at Amazon.com to see if there is a problem. You can report suspicious messages 
at amazon.com/reportascam or by emailing reportascam@amazon.com.

Call The Wyoming Senior Medicare Patrol for assistance with potential Medicare fraud or abuse at 1-800-856-4398

CyberWyoming Alliance’s goal is for Wyoming to be the most cyber-secure state in the nation. To do this, we know that 
cybersecurity efforts have to be local, trusted, and grassroots in nature. 



July 2  - Pinedale - Rendevous Point			  10AM
July 3 - Rock River Fire Hall			   10:30AM
July 7 - Lyman Bridget Valley Baptist		  4PM
July 11 - Basin - Big Horn Fairgrounds		  11AM
July 16 - Newcastle, Weston County Fairgrounds	 11AM
July 17 - Wright Multipurpose Building		  11:30AM
July 18 - Kaycee HJ ParK				   9AM
July 18 - Rock Springs White Mountain Mall		  11:30AM
July 21 - Buffalo Johnson County Fairgrounds		  Noon
July 27 - Sheridan County Fairgrounds		  9AM
July 27 - Wind River Reservation - Arapahoe School	 Noon
July 27 - Wind River Reservation - ES Tribal Health	 Noon

For more information, check out wyomingfoodbank.org/find-food 
or call 1-877-265-2172.

If abuse, neglect, abandonment,  
intimidation or financial exploitation 

of an older adult is occurring,  
report it to Adult Protective Services.  
Basics of what DFS/APS can do:
•	 If an abuse/neglect case is reported and opened, an APS 

Caseworker will respond within 24-72 hours, depending on 
immediate danger or impending harm. 

•	 APS is mandated by statute to notify law enforcement.
•	 An APS Caseworker will interview the vulnerable adult to 

determine the facts of the situation.   
•	 APS works with the vulnerable adult regarding availability of 

community services he/she is agreeable to receive in order 
to ensure his/her safety.  

Basics of what DFS/APS cannot do:
•	 APS cannot force anyone to accept help, adults have the 

right to refuse.
•	 APS cannot force anyone to reside in a nursing home, APS 

is committed to keeping vulnerable adults as safe as possi-
ble, in their own homes.

How to make a report:
Call (307)777-7564 or click on dfs.wyo.gov/about/contact-us/  
This is a link with contact information to each community in Wyo-
ming that has a DFS office. APS abuse/neglect reports can also 
be made by contacting law enforcement in the community where 
the abuse is taking place.  


