
For Windows 10







4

Foreword

Readers of this playbook

How to use

Major WFH cyber risks

Steps to increase WFH security protections 

Basic Security

I. PC/Software

II. Network 

III. User Account 

IV. Data 

Standard Security

I. PC/Software

II. Network 

III. User Account 

IV. Data 

Security setting checklist

Achieve bank level security with tools 

P.5

P.6

P.7  - P.8

P.9  - P.11

P.12

P.13

P.14 - P.15

P.16

P.17

P.18

P.19

P.20 - P.21

P.22 - P.23

P.24

P.25

P.26

P.27

Content



5

A drastic increase of 250% in SME decision makers saying more 

than three-quarters of their organization’s full-time employees 

are now working remotely than prior to March 2020, according 

to Electric. The novel coronavirus has accelerated a shift to 

remote work or work from home (WFH) and introduced a new 

normal to work mode. The new normal will involve employees 

working more frequently from these less-controlled networking 

environments like homes. 

Offices are equipped with tools, people and process to ensure 

standard data security level. There is a big difference in terms of 

IT support while employees are working remotely on their own 

laptops. Remote worker are easy targets by cyber attackers 

who prey on our increased reliance on digital tools and find a 

security hole for penetrate to the company data vault.

Foreword 
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Helping remote employees to work efficiently and securely is 
a new challenge for IT support team and business leaders. 
We designed this playbook to help internal IT support team 
to share with their users, who need to work away from 
office, about WFH best practices. The mission of this is to 
empower WFH workers to improve data protection of their own 
computers.

It has two functions:

i. Outline of the major risks in WFH setups 

ii. Checklist for users to follow to ensure WFH security

Readers of this playbook? 
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Company IT team invested time and money to ensure 
employees work effectively and securely. Therefore, you do not 
mind too much about the security setup at office. While WFH, 
you are your own IT department. 

So, it’s now your responsibility to be secure. 

Don’t be intimated by the amount of tasks. We work out a 
2-layer approach that helps you start from Basic and then 
move to Standard level of security. 

 Basic Security: 

These steps are easier to implement and each step takes less 
than 5 mins. It also has minimum impact on user experiences. 
It is highly recommended that all users should complete these 
tasks.  

 Standard Security: 

These steps take around 5-10 mins and require some readings 
to prepare. Completing these steps enable the user to defend 
against most cyber-attacks. The security setting may cause a 
few changes to user experiences.  

How to use?
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User can start from Basic Security and depends on your time 
to follow steps in Standard at your own pace. We dissect the 
nature of security into 4 functional domains and combining the 
2 layers of security. Below is a summary of 8 sections. 

Security 
Level Basic Standard  

PC/ 
Software

 ▪ Use Updated 
Browsers and OS  

 ▪ Browsers Security 
Check

 ▪ Remove Unused 
Software  

Network 
 ▪ Enable Build-in 
Firewall

 ▪ Use Secure DNS  

User 
Accounts 

 ▪ Each User has 
Dedicated Account 

 ▪ Activate MFA 

Data
 ▪ Delete Files 
Securely

 ▪ Encrypt Portable 
Devices 

How to use?
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For most companies, work from home arrangements are 
not pre-arranged and rather spontaneous. Due to Covid-19, 
companies decided to put employee health and safety at the 
forefront.  However, cyber risks arise when employees suddenly 
turn their home into a remote office without any preparation. 

Major WFH cyber risks
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i. Enable Remote Desktop Without Security Controls  

Windows 10 Professional edition is built-in with remote desktop 
function and employee can access their office desktop computer 
via RDP client software. It is convenient since the user can use 
same username / password to login and no additional software 
is required. 

After watching a few self-learning videos, users who has 
administrator rights can turn on the remote desktop services 
and use their home computer to control their office computer. 

Remote desktop is a network protocol has security features 
as well as vulnerabilities. If the protocol is not set properly, it 
can be exploited by hackers or insiders to break into company 
network. 

Activated Remote desktop can easily be identified using 
network scan since the default is using port is 3389. When 
enabled without network protection or limitation, hacker can 
guess username and password using automated tools via the 
open port 3389.

Major WFH cyber risks
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ii. VPN Sending Home network data to Office network

It is a common practice that IT team set up virtual private 
network (VPN) to enable employees to access company 
network and office documents remotely (like excel files on 
shared disk drivers). When WFH, VPN connections may 
connect two totally different networks and it would mix data 
unintentionally. VPN has different types of setups that connects 
a computer to office network. Without careful planning and 
network segregation, a malware or computer virus from home 
network may be able to contaminate the office network. 

Imagine when hundreds of home network each with tens digital 
devices are connected to office network, the VPN without 
protection or firewalls will become a super spreader.   
 
A VPN setup should be carefully planned and ensure only 
necessary traffic from trusted devices are permitted to transmit 
to office network.  

Major WFH cyber risks
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With the emerging risks, back to basic protection on home PC 
is crucial. We work out a 2-layer approach that help you start 
from Basic and then move to Standard level of security. The 
steps can be finished with some readings or online videos, we 
provide online resources to help you complete the tasks. 

Steps to increase 
WFH security protections 

Remotely Securely
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These steps are easier to implement and each step takes less 
than 5 mins. It also has minimum impact on user experiences. 
It is highly recommended that all users should complete these 
tasks.

Security 
BASIC
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Update Browser, OS and Apps  

Buggy software is the root of many types of attack. Browsers 
and OS are two main software that can cause serious computer 
security issues. Patches are released to rectify the security 
loopholes that phishers and other hackers might discover and 
exploit.

Check your browser version with this free tool:
“Browser Check Online Tool “ from Qualys (a US security firm)      
  Qualys BrowserCheck

Basic Security
I. PC/Software

https://www.qualys.com/free-tools-trials/browsercheck/personal/
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Update Browser, OS and Apps  

Update/ Patches are released to rectify the security loopholes 
that phishers and other hackers might discover and exploit.

i. Turn On Automatic Updates : The automatic updates 
feature for the Windows, Browsers & Antivirus should 
always be turned on.  

ii. You can access Windows 10 updates and configure 
advanced settings by going to Settings   Update & 
Security.

Settings Update & Security

Basic Security
I. PC/Software
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Enable Build-in Firewall

Deploy the default firewall on the operating systems, switch on 
your operating system firewall and review its settings 

  TIPS: To turn On Windows 10 Defender Firewall 

i. Select the Start button   Settings    Update & Security  
Windows Security   Firewall & network protection.

ii. Select a network profile.

iii. Under Microsoft Defender Firewall, switch the setting to on. This 
link shows you how to turn on your Windows Firewall:    

    Turn Microsoft Defender Firewall on or off

Settings Update & Security

Firewall & network protection

Basic Security
II. Network

https://support.microsoft.com/en-au/help/4028544/windows-10-turn-microsoft-defender-firewall-on-or-off
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Computer Sharing and Access Control

Do not share computer login account with others, even with 
family. If you are sharing one laptop / computer with your 
family members, it is important to set separate accounts for 
every user. 

Each user should use their personal account on the PC and they 
can login using their own password. It is important employee 
does not share their account with young kids who are more 
adventurous when surfing online. 

Windows 10 quick tips: How to share a single PC

To set up different accounts, go to Settings  Accounts       
Family & other users   Add someone else to this PC.

Settings

Accounts Family & other users

Add someone else to this PC

Accounts

Basic Security
III. User Account

https://www.computerworld.com/article/3046707/windows-10-quick-tips-how-to-share-a-single-pc.html
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Delete Files Securely  

When deleting files, we all know that the files not immediately 
removed from your computer but Windows OS put them in 
recycle bin. In case you change idea, you can recover the file 
from the bin. Deleted files are still visible and can restore with 
a few clicks.

There is a better delete file method without using the recycle 
bin. Press SHITF+DEL and Windows OS will not send the file 
into recycle bin. This is a more secure way to remove files. 

Forensic analyst with special tools can restore 
files even the file is deleted using SHIFT+DEL. 
However, this method is not sufficient for 
preventing accidental data loss. 

Shift Del

Basic Security
IV. Data
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These steps take around 5-10 mins and require some readings 
to prepare. Completing these steps enable the user to defend 
against most cyber-attacks. The security setting may cause a 
few changes to user experiences.

Security 
STANDARD

5-10
Min
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Browsers Security Check

Modern browser has many security features which protect your 
online privacy and man-in-the-middle attacks. Make sure your 
browser is enabled with TLS 1.3 and DNSSEC.

Browsing Experience Security Check from CloudFlare 

Browsing Experience Security Check

Standard Security
I. PC/Software

https://www.cloudflare.com/ssl/encrypted-sni/
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Remove Unused Software

Unused or obsolete software will have a higher chance to 
provide a backdoor for hackers to penetrate into your system. 
Therefore, it is important to delete any unused software on 
your PC.   

              TIPS: Uninstall Unused software on Windows 10

 
i. Open the Start menu.

ii. Click Settings.

iii. Select Apps & features.

iv. Select an app you wish to uninstall.

v. Click the Uninstall button that appears. If it is grayed out, 
this is a system app you cannot remove.

vi. Click the Uninstall pop-up button to confirm.

Settings Apps & features

Select app to uninstall

Uninstall

Standard Security
I. PC/Software
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Use Secure DNS

Each computer relies on a yellow-page like directory to find 
other computers in the network. This yellow-page directory 
system on the internet is called Domain Name Server (DNS). 

Using a secure and reputable DNS can reduce network attack 
and reduce the chance of visiting malicious website. DNS 
system are identified by their IP address, usually looks like 
X.X.X.X , where X is a number from 1 to 254. 

Google and CloudFlare are offering free DNS services and home 
users should make sure they are using these secure DNS. 

1

2

3

Standard Security
II. Network
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You can change the DNS setting following the steps below :

Security 
Level Default Prefer changing

Primary 
DNS 1.1.1.2 or 8.8.8.8  1.1.1.3

Secondary 
DNS 1.0.0.2 or 8.8.4.4 1.0.0.3

  TIPS : For Family with kids, CloudFlare has a DNS 
system which blocks Malware and Adult Content. You 
change the DNS to 1.1.1.3 not 1.1.1.1 

How to change DNS settings on your PC running Windows 10

Malware Blocking Only

Standard Security
II. Network

Use Secure DNS

https://www.windowscentral.com/how-change-your-pcs-dns-settings-windows-10
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Activate Multi-Factor Authentication (MFA)

MFA is a security process that requires more than one method 
of authentication from independent sources to verify the user’s 
identity. In other words, a person wishing to use the system is 
given access only after providing one-time  password available 
in SMS or a secure token. 

Activate MFA if you are using Gmail, Outlook.com, Yahoo.com, 
Facebook, WhatsApp, Apple ID  and Instagram. 

WhatsApp
  WhatsApp Verification

Apple ID 
  Apple Support

Instagam
  Instagam Help Centre

Gmail 
  Google Account Help

Outlook
  Microsoft Support

Yahoo
  Yahoo Help Central

Facebook 
  Facebook Help Centre

Standard Security
III. User Accounts

https://faq.whatsapp.com/general/verification/using-two-step-verification/
https://support.apple.com/en-us/HT204915
https://help.instagram.com/566810106808145?hel
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DDesktop&hl=en
https://support.microsoft.com/en-gb/help/12408/microsoft-account-how-to-use-two-step-verification
https://help.yahoo.com/kb/add-two-step-verification-extra-security-sln5013.html
https://www.facebook.com/help/358336074294704
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Encrypt Portable Devices 

Employee may need to copy large amount of data and edit the 
documents from home PC. Portable storage and USB drivers 
may contain classified information. 

Encrypting the portable device is a way to minimize loss in case 
the device is lost or someone has inappropriate access to it.  

If your USB driver does not include with an encryption option, 
you should create password protected ZIP or RAR files. 
Compression tools like WinZip, RAR or 7Zip are able to create 
compressed file with password protection. It is similar to data 
encryption and save disk space. 

  TIPS : To create long password, you can try tell a story 
when create a password. Like “imetwithPeter@2pmforlunch”. 
This password is long and contains number and special 
character “@”

Standard Security
IV. Data



26

Security 
Level Basic Standard  

PC/ 
Software

 □ Use Updated 
Browsers and OS  

 □ Browsers Security 
Check

 □ Remove Unused 
software  

Network 
 □ Enable Build-in 
Firewall

 □ Use Secure DNS  

User 
Accounts 

 □ Each User has 
Dedicated Account 

 □ Activate MFA 

Data
 □ Delete Files 
Securely 

 □ Encrypt Portable 
Devices

Following the steps in this playbook will reduce the chance of 
data breaches and account takeover.
 

Tick this checklist to make sure you follow each step to 
improve data protection. 

 

Security setting checklist
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Attain bank level security with tool 

Protecting your PC is NOT a one-off exercise. New cyber threats 
emerge every day. Hoplite Technology developed a PC security 
tool for users to safeguard end-users’ computers with high 
security settings, which has been adopted by banks for their 
employees’ PCs.

The tool is ideal for Work From Home (WFH) and Bring Your 
Own Device (BYOD) setup.

Online Financial 
Transaction

Defense Against 
Ransomware

Auto-correct 
Security Setting

https://www.hoplite-tech.com/cybervital
Find out more at

https://www.hoplite-tech.com/cybervital#1
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