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CHAPTER 01: WHY IS PSD2 HAPPENING?

WHY IS PSD2 
HAPPENING?

Online payments Banks like yours have found that moving services online makes 
things more efficient, not just for your organization, but for customers. However, fraudsters 
like online payments too. Digital transactions let them disappear behind data.

24x7 services Banks find that you can satisfy customers with “always-on” payments and 
services. Fraudsters leverage 24x7 to their benefit by committing crimes after hours.

Seamless experiences across channels PricewaterhouseCoopers found that 

39% of bank customers would share their financial data with other banks and third parties 
“if in return they received benefits such as an overall view of their accounts in a single app, or 
being able to compare tailored product offers from third parties.” As businesses seek to 
create seamless cross-channel experiences, you’ll need to contend with fraudsters who 
count on disappearing in the cracks between disconnected channels and siloed databases.

Speed New immediate payment infrastructures allow banks to satisfy customers’ 
demands for speed and immediacy. But faster payments means faster fraud. Dispersed 
funds cannot be un-dispersed, and the stakes are only raised in a world where criminals can 
steal funds in an instant.

The story of the revised payments services directive (PSD2) starts with 
all the things that businesses, customers, and fraudsters have in 
common, now that commerce has opened up and gone digital.

THINGS THAT BANKS, CUSTOMERS, AND 
FRAUDSTERS ALL LOVE:

https://www.pwc.co.uk/industries/banking-capital-markets/insights/open-banking-shapes-future-uk-retail-commercial-banking.html


PSD2 KEY 
COMPONENTS

Increase the scope of 

current legislation.

The original Payment 
Services Directive was 
passed in 2007, so it was 
time to review and replace 
the old regulation. PSD2 will 
“tidy up” and extend existing 
legislation to broaden its 
geographic scope. Now it will 
apply to all payments starting 
and ending in the EU. PSD2 
will also allow for aligning to 
other regulations, like the 
interchange fee regulation 
that applies to card 
payments.

Open up banking

PSD2 makes provisions 
to open up accounts via open 
APIs, which creates the 
opportunity for third 
providers to access accounts 
and provide new products 
and services, like mobile 
apps. As a result, customers 
will have new interfaces for 
their accounts.

Require Strong Customer 

Authentication (SCA) 

Payment Service Providers 
will need to authenticate 
their customers’ identities 
using multiple factors when 
they access accounts 
remotely or make digital 
payments. Some exemptions 
to SCA exist for PSPs who are 
using advanced analytics, like 
machine learning, to reduce 
their fraud rates to certain 
levels that are well-defined.

CHAPTER 01: WHY IS PSD2 HAPPENING?

PSD2 intends to make life better for customers. Now that open banking will 
open up accounts via application programming interfaces (APIs), customers 
will have new interfaces for better, faster, and more seamless user experience. 
And third parties can now enter the market with innovations, like mobile 
banking apps, that will move the digital economy forward.

But as PSD2 paves the road to a customer’s paradise, is it creating a fraudster’s 
paradise too? Customers who use open banking to make payments will not be 
protected by the card schemes, Mastercard and Visa, but by their card issuer. 
The result is that banks are being tasked with building a new channel and 
protecting it from fraud, and they’ll have to do it without the data context that 
they’re used to.

To stop the fraud gaps, PSD2 is introducing Strong Customer Authentication 
(SCA) for moments when people are logging into accounts and making 
payments. Organizations that can drive fraud levels down below well-defined 
levels will be able to bypass SCA for certain transaction amounts, so advanced 
technology for fraud detection can play a critical role in minimizing the friction 
that customers experience when asked to authenticate themselves.
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3 MYTHS OF PSD2
Myth #1: Merchants will be able to 
turn off SCA like they can turn off 
3-D Secure
Incorrect: PSD2 requires Payment
Service Providers (PSPs) to
authenticate the customer, so
merchants don't have the control
that many of them think they have.

Myth #2: Telephone banking is out 
of scope 
Incorrect: Any remote action by 
payment service user carries risk of 
payment fraud or other abuse. For 
example, fraudsters can use social 
engineering to trick customer service 
representatives into betraying 
personal information.

Myth #3: PSD2 is an isolated 
regulation
Incorrect: Consider a bank that 
receives a data subject request 
under forthcoming General Data 
Protection Regulation (GDPR). 
You’re obliged to provide data 
subject requests, and this counts as 
a remote action with potential for 
abuse, and therefore calls for SCA.
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CHAPTER 02: THE UNKNOWNS OF PSD2

THE 
UNKNOWNS 
OF PSD2
Preparing for PSD2 is about navigating 
uncertainty. Here are the core “known 
unknowns” of PSD2:

New competition 
Banks will be competing for market share with other 
banks, and large banks in particular will be scrambling 
for customer attention. 35% of British customers think 
mid-tier banks have a more attractive offering than big 
banks, according to PwC. 

AISPs (Account Information Service Providers) and PISPs 
(Payment Initiation Service Providers) who have already 
“figured out” customer experience will be entering the 
crowded marketplace. The winners in this changed space 
will be the ones that deliver seamless customer 
experiences across integrated products and services, 
improving customer experience without adding friction.

Unpredictable customer behavior
Top-down actions like government regulation and 
business innovation can only be controlled up to a certain 
point. Then it’s up to the market to respond, from actors 
both good and bad. Customer behavior is unpredictable, 
as demonstrated by the reactions to other recent changes 
in the world of payments. 

Consider the unexpectedly rapid customer take-up with 3-
D Secure, following spikes in new fraud. Or consider the 
unexpectedly slow take-up with Paym, which has been 
called a failure after its surprising decline in adoption.

https://www.pwc.co.uk/industries/banking-capital-markets/insights/challenger-banks.html
https://www.finextra.com/newsarticle/28457/is-paym-a-failure
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New and multiplying channels – and data streams 
The world of payments is already seeing a proliferation of new channels, from interactions via mobile, voice, internet of 
things, and even wearables. PSD2 will only accelerate this proliferation, and as channels multiply, so will the diversity of 
data streams (e.g. mobile, real-time, interactions, and click-streams). Organizations will need to thread these 
new channels and data streams into single, complete views of the customer to satisfy SCA requirements while also 
integrating products and services.  

Fraud in never-before-seen patterns
“Do fraudsters give up and get proper jobs after PSD2? No. They adapt and try new things.” Those are the words of 
Richard Harris, Head of International Operations at Feedzai, in a webinar: “The Road to PSD2."

PSD2 fights existing digital fraud, which means new and evolving fraud will emerge. There will be an increase in CNP 
fraud, similar to how online fraud in the US spiked after the adoption of the EMV standard. There will also be new 
attacks on the users of new payment services, an increase in director and invoice fraud, and new social engineering 
schemes. 

Broad industry change
While banks navigate the uncertainty of PSD2, you’re also navigating a rapidly changing payments industry that 
threatens payments revenues and customer ownership. In the Accenture analysis below, forces in open banking mean 

UK banks may lose as much as 43% of their current payments-based revenues by 2020. Additional regulatory initiatives, 
such as the capping of interchange fees and the eMoney Directive, will only encourage this new competition.

CHANGING PAYMENT LANDSCAPE THREATENS 
BANKS' FUTURE REVENUES

Revenue  
2015

6.6

+20% 8.2 -27%

-7

-9

-43%

4.6

Organic 
Growth  

2015-2020

Revenue  
2020

Digital 
disruptors (e.g. 

Apple Pay, 
Paypal, MPOS)

Cap on 
interchange 

fees  
(2015)

Payment 
Initiation 
Services  

(PSP)

Revenue 
2020 after 
disruption

“Seizing the Opportunities Unlocked by the EU's Revised 
Payment Services Directive” (Accenture, 2016)

Retail payments revenue evolution in the United Kingdom 2015 - 2020

(%, EUR Bn.)

(2015)

https://feedzai.com/resources/psd2-webinar-paypers/
https://www.accenture.com/t00010101T000000Z__w__/nz-en/_acnmedia/PDF-19/Accenture-Banking-Opportunities-EU-PSD2-v2.pdf
https://www.accenture.com/t00010101T000000Z__w__/nz-en/_acnmedia/PDF-19/Accenture-Banking-Opportunities-EU-PSD2-v2.pdf
https://www.accenture.com/t00010101T000000Z__w__/nz-en/_acnmedia/PDF-19/Accenture-Banking-Opportunities-EU-PSD2-v2.pdf
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WHY FRAUD TEAMS NEED TO CHANGE
If you’re on a fraud team at a bank, then PSD2 is going to introduce a range of 
challenges at the same time. As third party providers enter the market with new 
services, you’ll see increasingly high volume of transactions. And with the growing 
trends in real-time and fast payments, you’ll have less time to make decisions 
about fraud.

Adding to the challenge is the new “constrained PSD2 
view.” Now that third parties can act as intermediaries 
between customers and banks, you may lose access to the 
customer data that you have traditionally relied on to 
make decisions about fraud and risk. And because these 
new providers are associated with new data streams, you 
will have new kinds of data coming in that you’ll have to 
make sense of. 

Fraudsters will be doing everything they can to take 
advantage of these new complexities, and they’ll be 
enjoying a proliferation of entry-points for attack, now 
that you’re compelled to provide application programming 
interfaces (APIs) to third party providers.

Meanwhile, the concurrent introduction of the General 
Data Protection Regulation (GDPR) will raise the stakes for 
risk mitigation, because the limits on fines have 
significantly increased for non-compliance with new 
privacy requirements. 

PSD2 is controlling for these fraud challenges by 
mandating strong customer authentication, but SCA and 
all the friction it imposes will threaten your bank’s most 
important asset: the customer’s experience. 

Fraud teams might think they’re at an impasse. But in fact, 
these challenges can represent an opportunity in disguise. 
Read on to discover actions you can take to greet PSD2 as 
an opportunity in disguise.
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ARE YOU PSD2-READY? FIVE 
ACTIONS TO TAKE NOW

Open the lines of communication between risk and customer experience
Banks will need to meet onerous SCA requirements without adding friction. You’ll also need to 
integrate new products and services, with all their new channels, payment types, and data streams. 
These are cross-functional efforts that require big conversations between two sides of the bank: the 
risk side and the customer service side. PSD2 will allow for a deeper bank-customer relationship, 
because it provides the opportunity to leverage customer data for upselling and cross-selling 
opportunities. But PSD2 will also introduce new risks. Risk management and business opportunity 
have never been so tightly bound.

Begin investing now in machine learning
At the International Fintech Conference in April, 2017, HSBC Chairman Douglas Flint said, “Using AI and 
machine learning to police the financial system is creating opportunities to do things better, to protect 
customers and ourselves.” Banks that leverage machine learning for fraud are likely to be the only ones 
powerful enough to bring fraud rates below that well-defined threshold. With the achievement of a 
reference fraud rate of 0.01% (€1 of fraud for every €10,000 of transactions), you will only need to 
perform SCA for transactions larger than €500.

Create a flexible strategy that can overcome the uncertainties of PSD2
PSD2 represents an opportunity that requires overcoming trade-offs. First, you will need to manage 
vast quantities of data across many channels. Second, you will have new risks to mitigate. Third, there 
are new unknowns of regulations yet to be written. By choosing a PSD2 partner that can handle a lot 
of disconnected data, and that can scale and adapt to the great unknowns of PSD2, you can plan for 
the unplannable. 

Take a proactive approach and move first
This is a playing field where everyone is being compelled to act. By moving fast and making customer-
centric decisions, and by blending your risk strategies with new business opportunities, organizations 
like yours can transform the regulatory mandate of PSD2 into a business opportunity.

Find a partner that can build complete customer views at scale
To meet the new technical standards for fraud detection for PSD2, as well as all its new payment and 
authentication flows, banks will be tempted to create a patchwork of additive risk solutions. This approach 
can be costly as it will likely require rip-and-replacing in the future. The best approach will be to find one 
unified platform to address every major PSD2 pain point, and that can break down knowledge barriers 
across the full product portfolio, and leverage data enrichers for improved detection.
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https://www.eba.europa.eu/documents/10180/1761863/Final+draft+RTS+on+SCA+and+CSC+under+PSD2+%28EBA-RTS-2017-02%29.pdf
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PSD2 PAYMENTS 
AUTHENTICATION 
WORKFLOW: A BLUEPRINT
Banks have traditionally been product-centric rather than customer-centric, so their business units are disconnected, 
with different points of entry for different product lines. What PSD2 does is allow you to rearchitect your workflow so the 
decision-making is more connected, and insights are shared across all these business units.

This is one such workflow that shows authentication at the time of scoring, where additional authentication is only 
introduced when necessary to complete the validation. 
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FEEDZAI IS AI
We’re coding the future of commerce with today’s 
most advanced risk management platform powered 
by big data and artificial intelligence. Our mission is 
to make commerce safe. The world’s largest banks, 
payment providers, and retailers use Feedzai’s 
machine learning technology to manage risks 
associated with banking and shopping, whether 
digitally or in person.

ABOUT FEEDZAI

www.feedzai.com



