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Introduction
This brochure contains an overview and the results of Erasmus+ project Digital Natives:
Advancing Digital Youth Work and its training course held in Zadar, Croatia, in October
2019. The content includes basic information on digital youth work, media literacy, digital
literacy, data protection and digitalisation of society, as well as insights and practical
non-formal methods applicable in the context of digital youth work, with a special
emphasis on reaching and working with disadvantaged youth.

About the project
The project Digital Natives: Advancing Digital Youth Work brought together youth
workers from eight European countries in order to mutually develop digital competencies needed to keep up with youth. Special attention was given to youth with fewer
opportunities (disadvantaged youth) since youth workers from partners’ organisations
ﬁnd it difﬁcult to reach disadvantaged youth, lacking of knowledge and skills in the ﬁeld
of digital and media literacy.
The main objective of the project was increasing the quality and effectiveness of youth
work by improving the digital skills of youth workers in reaching out to and supporting
young people with fewer opportunities in their daily work. Speciﬁc objectives were
increasing media literacy and digital competencies of 22 youth workers from eight EU
countries, equipping youth workers with non-formal tools and methods needed to
promote digital and media literacy among youth with fewer opportunities, and enabling
the exchange of good practices of reaching out to and supporting young people with
fewer opportunities through digital youth work (enabling promotion of digital and
media literacy and networking between partners).
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About Erasmus+ programme and Youthpass
Erasmus+ is the EU’s programme in the ﬁelds of education, training, youth and sport for
the period 2014-2020. Education, training, youth and sport can make a major contribution to help tackle socio-economic changes, the key challenges that Europe will be
facing until the end of the decade and to support the implementation of the European
policy agenda for growth, jobs, equity and social inclusion.
Europe needs more cohesive and inclusive societies which allow citizens to play an
active role in democratic life. Education, training, youth work and sport are key to
promote common European values, foster social integration, enhance intercultural
understanding and a sense of belonging to a community, and to prevent violent
radicalisation. Erasmus+ is an effective instrument to promote the inclusion of people
with disadvantaged backgrounds, including newly arrived migrants.
Another challenge relates to the development of social capital among young people, the
empowerment of young people and their ability to participate actively in society, in line
with the provisions of the Lisbon Treaty to "encourage the participation of young people
in democratic life in Europe". This issue can also be targeted through non formal
learning activities, which aim at enhancing the skills and competences of young people
as well as their active citizenship. Moreover, there is a need to provide youth organisations and youth workers with training and cooperation opportunities, to develop their
professionalism and the European dimension of youth work.
The Erasmus+ Programme is designed to support Programme Countries' efforts to
efﬁciently use the potential of Europe’s talent and social assets in a lifelong learning
perspective, linking support to formal, non-formal and informal learning throughout the
education, training and youth ﬁelds. The Programme also enhances the opportunities
for cooperation and mobility with Partner Countries, notably in the ﬁelds of higher
education and youth.
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Source: Erasmus+ Programme Guide 2019, page 5
More information on Erasmus+ Programme:
https://ec.europa.eu/programmes/erasmus-plus/

Youthpass is a way for participants in the Erasmus+ Programme to describe what they
have done and to show what they have learnt. Firmly based on principles of non-formal
education and learning, it is a tool and document which puts the Key competences for
Lifelong Learning into practice.
More about Youthpass:
https://www.youthpass.eu/
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Digitalisation of society and digital youth work
The term digitalisation should be differentiated from digitisation. The latter being the
process of converting information from a physical format into a digital one, such as
scanning a photo and saving it on the computer’s storage. On the other hand, in its
more conventional meaning, digitalisation is the process of using digitisation to improve
business performance. In a broader sense, from the sociological perspective we want to
utilise here, digitalisation is the ongoing spreading of digital technologies across all
sectors, not just business but communication, media, healthcare, retail, manufacturing
or even art.
1

The scope of digitalisation can be grasped through the power of statistics :
There are 5.11 billion unique mobile users in the world today, up 100 million (2
percent) in the past year.
There are 4.39 billion internet users in 2019, an increase of 366 million (9 percent)
versus January 2018.
There are 3.48 billion social media users in 2019, with the worldwide total growing by
288 million (9 percent) since this time last year.
3.26 billion people use social media on mobile devices in January 2019, with growth
of 297 million new users representing a year-on-year increase of more than 10
percent.
The changes brought by this digital transformation are overwhelming, both positive and
negative. This is especially true in the context of digital youth work. During the project
Digital Natives: Advancing the Digital Youth Work, we tried to foster a healthy
perception of human relationship with technology, by understanding technological
development as a part or nature and a continuation of the process of physical and
biological evolution. Of course, this is a question of personal attitude and one’s worldview, but embracing positive aspects of technology in a practical way can deﬁnitely
enrich personal and professional life.
1

Digital 2019: Global digital overview, https://datareportal.com/reports/digital-2019-global-digital-overview
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Before the advent of technology like the Internet, people could aspire only to interests
and professions they were directly exposed to in their social environment. Also, knowledge was hard to gain, one often had to travel extensively to reach the nearest library. A
carpenter’s son, living in a remote mountain village, had only few choices to make being a carpenter like his father was the most likely one. Now, thanks to digital technology, a person can have more choices to realise his or her human potential. For example,
one can become highly skilled in programming by learning online, or start a business
online, or upload his music to reach millions of people. “With more choices, we have
more opportunities,” declared Emmanuel Mesthene, a technology philosopher at
Harvard. “With more opportunities, we can have more freedom, and with more freedom
we can be more human.”
Digital youth work means proactively using or addressing digital media and technology
in youth work. Digital youth work is sometimes also referred to as smart youth work
(term used in Estonia), although this term can include a broader approach than digital
youth work by focusing on youth policies as well.
Youth workers should have an understanding of digitalisation and its inﬂuence on young
people. Otherwise, youth work could become inefﬁcient and outdated. In reaching and
empowering youth to actively participate in society, youth workers nowadays cannot rely
only on direct face to face encounters. Digital technology is a necessary addition to
youth work tools and methods. However, it cannot totally replace personal encounters
with youth because knowledge, inspiration and empowerment are most fully shared in
interpersonal space through dialogue.
Digital youth work doesn’t happen only in online surroundings, but also during face to
face meetings with youth. For example, discussing digital literacy with youth in a youth
club is also a part of digital youth work. Overall, digital youth work is not separate from
youth work in general. Rather, contributing to its goals, it’s an integral part of it. An
useful deﬁnition of digital youth work says it “refers to goal-oriented activity that builds
processes that make it possible to achieve the goals of youth work” (Kiilaskoski,
Kinnunen & Djupsund, 2015).
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Digital youth work with disadvantaged youth
Reaching disadvantaged youth can be a hard task for youth workers. In trying to reach
young people, they can encounter various obstacles, such as remoteness of physical
location (geographic), physical disability or health problems, lack of ﬁnancial resources
(economic), lack of adequate infrastructure (social) or cultural gap between them and
youth. These issues are obstacles both for youth and for youth workers. Some young
people are more at home in the digital or online world because they feel alienated from
their regular social and cultural community.
Digital youth work can facilitate reaching disadvantaged youth by transcending some of
their obstacles. In the ﬁrst step, youth workers bypass certain obstacles through digital
means. For example, they use social media to reach youth living in a remote area. In the
second step, youth proﬁts from interacting with youth workers by transcending their
own obstacles as a result of new knowledge or motivation. An online course on digital
entrepreneurship can motivate a young person to change his or her attitude, develop a
sense of initiative and start a business from home - neutralising a lack of job opportunities in the local community.
There are many ways to utilise digital technology to reach disadvantaged youth in a
non-formal way. Here are some ideas:
creating online courses to boost youth’s skills and competences needed in various
ﬁelds (useful for entering the job market)
live streaming educational and cultural events
video
creating videos aimed at a speciﬁc target group you want to reach, such as a http://bit.ly/2LGoHAk
promoting the involvement of disadvantaged youth in Erasmus+ programme
using social media, including advertising to inform youth about events and
opportunities
creating online educational quizzes for youth
organising programming and Maker workshops
hosting gaming (esports) events.
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Of course, the importance of social media in youth work is well recognised, but its full
potential is yet to be harnessed. Being present on social media or just listing events is
not enough for youth organisations to reach young people. A more dedicated approach
is needed, involving continuous interaction with the target audience, for example, in
Facebook groups. Before sharing the content, take your time to explore and ﬁnd out
who is your audience, their habits, motivations, interests, demographic and psychographic information. By deﬁning the tone of the content, you move towards a speciﬁc
emotion you want to evoke since the emotional response guides the audience towards
the next step - action or engagement.
In addition to above mentioned ideas, digital youth work can be carried out by using
various non-formal tools and methods. In the next passages we present a few that
proved efﬁcient in practice.

#LucyTheOrange
This digital storytelling exercise is based on #BrianTheOnion exercise created during the
training course Dig-It Up! funded through Erasmus+ programme. Since onions have a
peculiar smell and tend to make people cry, we have decided to adapt the exercise by
replacing onions with oranges.
Duration:
45-60 min
Aim:
Addressing the impact of sharing personal photos or videos online, engaging participants
in creative expression and fostering team building.
Methodology:
Learning by doing, peer learning, creative work, teamwork.
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Step by step process:
divide participants in groups of 3 to 5 persons
be sure that every group has someone with a mobile device with Instagram app
installed, using a public proﬁle - or provide them with a pre created one if they are on
private proﬁles and do not want to share their proﬁles to the public
give every group one or two hashtags which you have previously written on different
cards.
the hashtag will deﬁne the topics of the scenes to be pictured: for instance – #lunchtime, #partyallnight, #youthwork, #inlove, #lol
put all materials (oranges, costume parts etc) on a table, and give 15-20 minutes to
groups to think about the one or two scenes they will create according to the
hashtags, create the settings, style up the oranges' costumes etc.
ask them to share one picture of each scene on Instagram using the hashtag
#lucytheorange AND the hashtag they picked
put the website websta.me/search or instagram.com on the beamer, login with your
personal or institutional Instagram account and search for #lucytheorange
refresh the page every few seconds and photos from groups will start to appear
when all pictures have appeared, ask every group to write down a few ideas about Lucy
The Orange character, her way of acting, what she likes or dislikes, her personality etc.
share the results in plenary, writing the results on a ﬂipchart. Is this the real Lucy? Is it
not? How we can tell?
Open up and facilitate a discussion on how easily labels can be attached out of online
pictures, generalisations could be done starting from a single element in the photo etc.
Materials and resources:
some oranges (one or two for every group)
markers, colored paper, tapes, scissors, glue and everything could be used to create a
costume for the oranges
any kind of other material to turn the orange into a character: feathers, little eyes,
small hats
a few mobile devices with Instagram app installed (one for every group)
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a PUBLIC working Instagram account associated with every app (you can either ask
participants to put their proﬁles as public for a while, or provide them with some pre-created proﬁles. In this case you have to create them one by one on a mobile with Instagram.)
Internet connection
a device (pc - laptop - tablet - smartphone) connected to a projector
your own Instagram account (or one that you created for this activity) to enter the
Instagram website or to sign up on the search engine website (websta.me/search) to
retrieve the photos.
Outcomes:
more knowledge about the impact of online photos and videos on someone's
reputation and public image.
more understanding on how people can interpret very differently the same picture,
getting opposite/different meanings out of it
enhancing digital skills by using Instagram and smartphones
Notes for further use:
Please always use the hashtag #briantheonion when using this tool to give credit to the
original creators! Lucy the Orange couldn’t have existed if there wasn’t Brian the Onion. If
you add other members to this family, please use the hashtag #lucytheorange as well.
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Kahoot
Kahoot! is a game-based learning platform used as educational tool in schools and other
educational institutions. It is frequently used by youth associations to foster non formal
learning. Its learning games, "Kahoots", are multiple-choice quizzes that can be accessed
via web browsers or the Kahoot mobile app.
The platform was designed for social learning, with learners gathered around a common
screen such as an interactive whiteboard, projector, or a computer monitor.] All players
connect using a generated game PIN shown on the common screen, and use a device to
answer questions created by a teacher, business leader, or other person. These questions
can be changed to award points. Points then show up on the leaderboard after each
question. Kahoot! can be played individually or in a team. It’s one of the most engaging
tools available in digital youth work.
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Digital and media literacy
Digital youth work goes along with teaching media literacy and media literacy includes
digital literacy. Therefore, these two literacies are essential for youth workers who want to
keep up with young people in the modern world. Actually, youth workers should not just
keep up with youth, they should show them the way how to realise their potential in as
many aspects as possible.
Media literacy is indispensable both in private and professional life because media are all
around us. A popular deﬁnition states that “media literacy is a twenty-ﬁrst century
approach to education which provides a framework to access, analyze, evaluate, and
create messages in a variety of forms — from print to video to the internet. Media literacy
builds an understanding of the role of media in society, as well as essential skills to inquiry
and self-expression necessary for citizens of a democracy.” (Center for Media Literacy, 2011)
According to the European Commission’s understanding, media literacy is an umbrella
expression that includes all the technical, cognitive, social, civic and creative capacities
that allow a citizen to access, have a critical understanding of the media and interact with
it. This view emphasises the crucial role of critical thinking about media content. Young
people should know how to make independent choices with regard to which media
programming to select and how to interpret the information received through the
channels of mass communication.
Youth should be able how to recognise media biases and fallacies because these
inﬂuence personal views and judgements in a negative way. A cognitive bias is a repeating or basic error in thinking, assessing, recollecting, or other cognitive processes. The
term "media bias" implies a pervasive or widespread bias contravening the standards of
impartiality in journalism. A fallacy is the use of invalid or somehow faulty reasoning, or
the act of erring in the construction of an argument. Some fallacies are committed
intentionally to manipulate, persuade or deceive, while others are committed unintentionally due to carelessness or ignorance.
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Bias mostly refers to our thinking, while fallacy refers to the way we communicate with
others. A journalist’s personal bias can be expressed as a logical fallacy in an article and
thereby spread to the public.
Critical thinking about media can be fostered through exercises on recognising biases
and fallacies. After learning about most common cognitive biases and logical fallacies,
youth should be able to recognise them in given examples. Since there are many, it’s
recommended to use real world examples of biases and fallacies. This will empower and
motivate youth to develop a critical attitude towards media content.
Digital literacy is the ability to ﬁnd, evaluate, utilize, share, and create content using
information technologies and the Internet. An interesting fact is that one of the UN
Sustainable Development Goals aims at substantially increasing the percentage of the
world's population who have achieved at least a minimum level of proﬁciency in digital
literacy.
There are three phases of digital literacy development:
1. Acquiring concepts, approaches and attitudes needed to understand crucial
aspects of ICT
2. Learning how to use digital tools in professional practice and private life
3. Developing digital creativity by learning how to innovate using digital tools
However, young people often skip the ﬁrst phase by being immersed in the digital world
from an early age. They ﬁrstly learn to use digital tools and subsequently acquire
concepts needed to understand the underlying technologies. This can sometimes cause
a lack of critical attitude because digital tools are taken for granted without understanding their possible dangers. Anyway, youth workers should master all three phases of
developing digital literacy to be able to interact with youth whose knowledge, skills and
competences signiﬁcantly differ. Digital literacy can be taught in person and online,
through conversation or, preferably through learning by doing.
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Most important elements of digital literacy are:
Knowing which digital tools or platforms are available
Accessing information in digital environments.
Managing using ICT tools to apply an existing organizational or classiﬁcation scheme
for information.
Interpreting and representing information, such as by using ICT tools to synthesize,
summarize, compare and contrast information from multiple sources.
Evaluating the degree to which information satisﬁes the needs of the task in ICT
environments, including determining authority, bias and timeliness of materials.
Adapting, applying, designing or inventing information in ICT environments.
Communicating information properly in its context (audience, media) in ICT environments
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Data literacy
Information or data literacy is the ability of efﬁcient ﬁnding, evaluating, transferring and
generally using the information available through a wide range of media. It involves
critical consciousness of the importance of the wise and ethical usage of information.
Another popular term, Media and information literacy (MIL) includes knowledge,
attitudes and a group of skills which are necessary in order to know when and which
information is necessary; where and how to obtain this information; how to use them
once they are together; and how to use them ethically.
Ethical use of information is indispensable in youth work since youth workers and
organisations collect, process and store young people’s personal data. Data protection
refers to legislation that is intended to:
protect the right to privacy of individuals
ensure that personal data is used appropriately by organisations that may have it
(data controllers)
Personal data is any information that can be used to identify a natural person – data
subject. Furthermore, there are special categories of personal data, such as religious
afﬁliation, ethnicity, sexual orientation, medical information, children’s data etc.
The General Data Protection Regulation (GDPR) is the EU legislation in effect from May
25th 2018. It very clearly sets out the ways in which the privacy rights of every EU citizen
must be protected and the ways in which a person’s ‘Personal Data’ can and can’t be
used. It carries signiﬁcant penalties for non-compliance. Compliance with GDPR must be
ensured in all occasions, including digital youth work.
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The GDPR brings seven key principles of data protection:
Lawfulness, fairness, transparency
Purpose limitation (use data only for one or more speciﬁed purposes)
Data minimisation (collect only the amount of data required for the speciﬁed purpose(s))
Accuracy (ensure data is kept up to date, accurate and complete)
Storage limitation (kept for no longer than necessary for the speciﬁed purpose)
Integrity and conﬁdentiality (processed ensuring appropriate security of data)
Accountability (essential not only to be compliant, but to be able to demonstrate compliance)
While these principles pertain to data controllers and their conduct, data subjects are
entitled to the following privacy rights:
1. The right to be informed
2. The right of access
3. The right to rectiﬁcation
4. The right to erasure
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. Rights in relation to automated decision making and proﬁling
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This publication reﬂects the views only of the author, and the Commission
cannot be held responsible for any use which may be made of the
information contained therein.

