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Abstract 

This specification defines the proposed minimum threshold that would be required for 
certification from a Journalistic Certification Authority (JCA) under a common framework 
established by the board of the Certified Content Coalition™ (CCC).  

It also defines the two specifications of that threshold.  

Introduction 

While journalistic standards have existed for decades, traditionally they have been the 
purview of individual organizations. Free Speech laws and underlying free-expression 
ideals have in the past prevented the establishment of widely accepted uniform 
standards that are common in nearly every other industry.  

Unfortunately in recent years, the pervasiveness of bad actors trying to take advantage 
of the credibility of legitimate news publishers necessitates a solution designed to assist 
social media platforms, advertisers, browsing software publishers and ultimately the 
public to gain increased confidence in the news ecosystem.  

This draft specification envisions a system of identity verification and auditable editorial 
control processes that will ensure a balance between maintaining free expression for all 
with a system to disincentivize entities creating maliciously generated content. 

Scope 

This document includes the specifications that may be adopted by the board of the CCC 
as minimum standards used by JCAs to evaluate online news publishers. 
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It is not in the scope of this document to define, for example, what is “truth” or to say 
who is or is not a journalist. 

Purpose 

This specification is open to review by current and potential board members of the CCC 
along with members of working groups of the CCC and other interested parties for the 
purpose of developing specifications that can maintain a balance between being robust 
enough to be useful to technology platforms and others while being open enough so 
that free speech is not stifled in any way. 

The goal of the CCC will be to be a accreditation framework for any JCA that issues 
certificates to publishers who meet the two minimum standards. 

Provenance 

This project is an outgrowth of the Innovator In Residence program that is part of the 
UpRamp suite of initiatives at CableLabs, the research arm of the cable and broadband 
industry based in Colorado. Scott Yates, founder of the CCC, was one of the inaugural 
group of Innovators In Residence program, and developed the idea while in that 
program. 

Need for the Project 

While there are dozens of projects (see Related Organizations and Initiatives section) 
that touch some aspect of the misinformation world, there is no one framework that can 
be applied globally with a common understanding.  

Examples of standards systems working well are all around us: It’s possible for 
standards bodies to make it so that a computer user can log into a wifi hotspot 
anywhere in the world, or to have video transmit online such that it can be viewed by 
thousands of different devices. Standards work. Yet, there is no standards-based ability 
to assist platforms, browsers makers, advertisers or consumers to distinguish legitimate 
publications from malicious actors.  

To fill that need will be this specification and the eventual standards will be used by 
dozens of established global JCAs using a common framework, and the underlying 
certification of publishers meeting those standards. 
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Stakeholders 

1. Publishers 
2. Journalism Organizations 
3. Advertisers 
4. Advertising agencies/advertising coalitions 
5. Internet Service Providers 
6. Technology Platforms 
7. NGOs/Non-Profits/Civil Society 
8. Industry associations 
9. Standards Bodies 
10.Academics/Universities 
11.Governmental and Intergovernmental bodies 
12.Consumers 

Notices 

Document Status 

This section describes the status of this document as it exists in current form.  

Other documents may supersede this document. Contact CCC Staff to be sure you are reviewing the 
current version. 

Status: In-Progress Draft Released Closed 

This is a released draft document and may be updated, replaced or obsoleted by other documents at any 
time. It is inappropriate to cite this document as other than a work-in-progress. 

Commenting 

Please make all comments by email to CCC staff. Please refer to the page and line number for each 
comment. 

Conduct 

The CCC is a standalone organization, but in general it operates along guidelines developed by other 
standards organizations, including the W3C, the IEEE, AFNOR and CableLabs. All comments will be 
reviewed by CCC staff and if any don’t meet the general guidelines put forth by other standards 
organizations in the opinion of the CCC staff, those comments will be deleted. Membership privileges can 
be lost through persistent violation of the fundamental principles of operation or disregard of standards of 
conduct. 
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Statement of Openness 

For the development of standards, openness and due process are essential. 

Openness requires that any person who has, or could be reasonably expected to have an interest, and 
who meets the requirements of these procedures, will have a right to participate by: 

a) Attending Working Group meetings (in person or electronically) 

b) Becoming a member of the Working Group 

c) Becoming an officer of the Working Group 

d) Expressing a position and its basis, and, 

e) Having that position considered. 

Agreement 

This technical specification is the result of a cooperative effort undertaken at the direction of the Certified 
Content Coalition, Inc. You may download, copy, distribute, and reference the documents herein only for 
the purpose of developing products or services in accordance with such documents, and educational use. 
Except as granted by the CCC in a separate written license agreement, no license is granted to modify 
the documents herein, or to use, copy, modify or distribute the documents for any other purpose. 

Other Documents 

This document may contain references to other documents not owned or controlled by the CCC. Use and 
understanding of this document may require access to such other documents. Designing, manufacturing, 
distributing, using, selling, or servicing products, or providing services, based on this document may 
require intellectual property licenses from third parties for technology referenced in this document. To the 
extent this document contains or refers to documents of third parties, you agree to abide by the terms of 
any licenses associated with such third-party documents, including open source licenses, if any. 

Trademarks 

The Certified Content Coalition® is a registered trademark owned by Cable Television Laboratories, Inc. 
All other marks are the property of their respective owners. 

Disclaimer 

This document is furnished on an "AS IS" basis and neither the CCC nor its members provides any 
representation or warranty, express or implied, regarding the accuracy, completeness, non-infringement, 
or fitness for a particular purpose of this document, or any document referenced herein. Any use or 
reliance on the information or opinion in this document is at the risk of the user, and the CCC and its 
members shall not be liable for any damage or injury incurred by any person arising out of the 
completeness, accuracy, or utility of any information or opinion contained in the document. 

The CCC reserves the right to revise this document for any reason including, but not limited to, changes 
in laws, regulations, or standards promulgated by various entities, technology advances, or changes in 
equipment design, or operating procedures described, or referred to, herein. 
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This document is not to be construed to suggest that any company modify or change any of its products 
or procedures, nor does this document represent a commitment by the CCC or any of its members to 
purchase any service or endorse any content whether or not it meets the characteristics described in the 
document. Unless granted in a separate written agreement from the CCC, nothing contained herein shall 
be construed to confer any license or right to any intellectual property. This document is not to be 
construed as an endorsement of any content, product or company or as the adoption or promulgation of 
any guidelines, standards, or recommendations. 

 

Specification One: Identity Verification 

To achieve certification, a publisher must document to a JCA a complete picture of its 
ownership. 

1. Similar to “Know Your Customer” regulations, the JCA must require extensive 
documentation of ownership, including, where possible: 

a. Corporate documents as filed with local or national governmental bodies. 

b. Proof of a physical address that accepts postage through the 
governmental mail carrier for the publisher at an address that is also listed 
on the publisher’s site, and has been for at least 180 days as verified via 
archive.org. 

c. Proof of a telephone contract using a number that is also has been listed 
on the site for at least 180 days as verified via archive.org. 

d. Proof of approval of Transport Layer Security (formerly Secure Socket 
Layer) from a Certification Authority. The CA must be one of those on a 
pre-approved list maintained by the CCC. (This list will be substantially 
similar to the Microsoft Trusted Root Certificate Program.) 

e. A Statement of Good Standing from a secretary of state or equivalent 
governmental body. 

f. Proof of banking at an accredited financial institution. 

g. If publication is owned by a publicly traded corporation, the most recent 
annual report, such as the form 10-K required by the SEC in the United 
States or the the AR01 used with the London Stock Exchange. 
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h. Proof of relationship with advertisers, advertising networks, and/or 
advertising standards/technology organizations such as ads.txt. 

i. Proof of control of a Twitter Verified Account directly linked to the 
publication, or other third-party verifications. 

j. A detailed list of any active, pending or settled litigation within the last five 
years having to do with content published on the site. 

2. If the publication operates in an area in which some of the items in the above 
section are not possible, the publisher and the JCA can agree on some alternate 
forms of identity verification. 

a. Alternate forms of identity may include: 

i. site visits,  

ii. supporting documentation from journalism organizations, NGOs, 
government officials, etc., and/or 

iii. proof of legitimacy via a review of history of content published. 

b. The JCA must provide a detailed explanation to the CCC of the reasons 
for exceptions being made, justification of why an exception is warranted, 
and a statement affirming the belief in the validity of the publisher. 

3. Once proof has been provided, the applicant must show to the JCA that the 
ownership and control of the publication is consistent between the proof provided 
and what is shown on the site. 

a. The full ownership does not necessarily need to be provided on the site, 
even though publication is strongly encouraged. 

b. If ownership is not made available on the site, the applicant must provide 
to the JCA a statement about why the ownership chooses to remain 
anonymous. 

c. The JCA must establish before issuing a certificate that the publisher does 
not have deceptive information about the ownership published on the site, 
and report about those findings to the file maintained with the CCC. 
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Note: This specification is for the publisher, not any one individual journalist or source. 
The publisher may at its own discretion publish anonymous works or use anonymous 
sources consistent with the publication’s own policies on such use. 

 

Specification Two: Editorial Control Process 

To achieve certification, a publisher must document to the JCA its editorial control 
process. 

It is important to note that this entire process is voluntary, and certification does not 
ensure the “truth” of any particular piece of content, and lack of certification is not a sign 
that any piece of content is not “true.” 

1. The first step in this process is for a publisher to provide detail about its own 
Editorial Mission Statement. 

a. The statement should reflect the editorial goals of the publication. Here is 
a fictional example:  
 
The Ralphberg Gazette publishes accurate, timely news, sports, weather, 
and opinion of interest to residents of Greater Ralphberg in print and 
online at ralphlberggazette.co. 
 

b. The statement must be published on the site in a place that the JCA can 
find it from a link on the home page. Examples of pages it could be listed 
on include: /about, /standards, or /contact. 

2. The publisher must provide to the JCA its editorial standards and/guidelines. 

a. The editorial standards are highly encouraged to be published on the site, 
but it is not a requirement. 

b. The editorial standards shall be a part of the publicly available portion of 
the application by the publisher to the JCA. If a certificate is issued, the 
standards will be available on the site of the JCA. 

c. The publication does not need to develop its own set of editorial 
standards, but if it does not have one it must declare in its application 
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which set of widely accepted standards it follows, preferably from a list 
maintained by the CCC. (See “Published Journalistic Standards” below.) 

3. The publisher must then demonstrate to the JCA its editorial control process. 

a. First, the JCA must be able to verify that the system to contact the staff of 
the publication works in a way that is clear on the site. 

b. The contact information shall also be a part of the publicly available 
portion of the application by the publisher to the JCA, on the site of the 
JCA. 

c. Next, the publisher must provide evidence as part of its application to the 
JCA, that it receives the communication. 

d. Once received, the publisher needs to have a system to log each contact, 
and determine if the contact is requesting a correction to an existing piece 
of content. 

e. This system for logging contacts can be as simple as a dedicated email 
address and archive. 

f. If there is a specific request to correct a piece of content, the publisher has 
a system to track its decision to make or not make a correction. 

g. The entire process must be available for inspection at any time by the 
JCA. 

4. The publisher must be able to defend its decisions to the JCA upon demand at 
any time. 

a. Because of this provision, the publisher is encouraged to be extremely 
clear when creating an Editorial Mission Statement. Therefore if a 
publisher says that its editorial mission is — to use an example — solely 
to promote news that Pluto should be classified as a full planet, it will have 
a solid basis on which to reject any editorial complaints that the publication 
ignores or discredits information about how Pluto is a dwarf planet. 

b. The results of an inspection will not be made public, with the one potential 
exception: If a JCA decides to withdraw certification from a publisher, it 
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can make public the results of the JCA’s investigation, including the 
substance of editorial complaints. 

5. If any individual or organization decides that a particular piece of content is not 
consistent with a publisher’s Editorial Mission Statement that person or 
organization should follow this procedure: 

a. First, contact the publisher, being very clear about exactly what piece of 
content, and exactly why it does not meet the Editorial Mission Statement. 

b. If there is no correction made or no contact from the publisher, after a 
reasonable amount of time the individual or organization may contact the 
JCA that issued the certificate to the publisher. That communication 
should include: 

i. All of the information in the original communication with the 
publisher. 

ii. A statement as to why the deviation from the Editorial Mission 
Statement is so grave that the publisher should lose its certification. 

c. The JCA will then decide if the complaint is one that deserves further 
investigation. If it does decide to investigate it may take any one of the 
following actions, at its own discretion: 

i. Contact the publisher to ensure that the complaint was properly 
logged and tracked, and that a decision was made which was also 
properly logged and tracked. 

ii. Contact the publisher and ask it to explain why it is not making a 
correction. If there is no answer or an insufficient answer, the JCA 
can, at its own discretion, decertify the publisher. 

iii. The publisher can, at its own discretion, make a correction and 
publish that it is doing so at the request of the JCA. 

d. The JCA may also decide to decertify a publication because of a pattern of 
publishing content inconsistent with a Publisher’s Editorial Mission 
Statement. 
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Published Journalistic Standards 

Associated Press - Standards and Practices: 
https://www.ap.org/about/our-story/standards-and-practices 

Associated Press Media Editors - Statement of Ethical Principles: 
https://www.apme.com/page/EthicsStatement 

American Society of Business Publication Editors - B2B Journalistic Ethics: 
http://www.asbpe.org/ethics/ethics-and-journalistic-standards/ 

American Society of Magazine Editors - Guidelines: 
http://www.magazine.org/asme/editorial-guidelines 

American Society of News Editors - Statement of Principles: 
https://www.asne.org/asne-principles 

Association of Health Care Journalists - Statement of Principles: 
https://healthjournalism.org/secondarypage-details.php?id=56 

BBC Editorial Guidelines: 
https://www.bbc.co.uk/editorialguidelines/guidelines/using-the-guidelines 

Ethical Journalism Initiative collection of key texts: 
http://ethicaljournalisminitiative.org/en/key_texts 

Independent Monitor for the Press - Standards Code: 
https://www.impress.press/standards/ 

Independent Press Standards Organization - Code: 
https://www.ipso.co.uk/editors-code-of-practice/ 

International Association of Business Communicators - Code of Ethics: 
https://www.iabc.com/about-us/governance/code-of-ethics/ 

International Fact Checkers Network - Code of Principles: 
https://ifcncodeofprinciples.poynter.org/know-more/the-commitments-of-the-code-of-principles 

National Association of Science Writers - Code of Ethics: 
https://www.nasw.org/code-ethics-science-writers 
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National Press Photographers Association - Code of Ethics: 
https://nppa.org/nppa-code-ethics 

Online News Association tool for building an ethics code: 
https://ethics.journalists.org/ 

Radio Television Digital News Association - Code of Ethics: 
https://www.rtdna.org/content/rtdna_code_of_ethics 

Society for Professional Journalists - Ethics Code:  
https://www.spj.org/ethicscode.asp 

UNESCO News Manual: 
http://www.thenewsmanual.net/Resources/index_page.html 

 

Abbreviations and Acronyms 

AFNOR Association Française de Normalisation 

CA Certification Authority 

CCC Certified Content Coalition 

IEEE Institute of Electrical and Electronics Engineers 

JCA Journalistic Certification Authority 

TLS Transport Layer Security (previously the “Secure Socket Layer”) 

W3C World Wide Web Consortium 

 

Related Organizations and Initiatives 

This is not an exhaustive list. For a more complete list, please see this document: 
https://docs.google.com/spreadsheets/d/1vWE3iOn6yxUsRJyS_mks83m0Gwv_7cK0WtVt-SNsYzY/edit?usp=sharing 
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These organizations and initiatives are most related to journalism standards, 
international development of media, or are potential JCAs, or some combination of all 
three. Many of the organizations that publish standards (see above) are also related. 

Associated Press 
http://www.ap.org/ 

Center for International Media Development 
https://www.cima.ned.org/ 

Certification Authority|Browser Forum 
https://cabforum.org/ 

Civil 
https://civil.co/ 

Council of Europe - Committee on Freedom of Expression in a Digital Age 
https://www.coe.int/en/web/freedom-expression/msi-joq 

Credibility Coalition 
https://credibilitycoalition.org/ 

Journalism Trust Initiative 
https://rsf.org/en/news/rsf-and-its-partners-unveil-journalism-trust-initiative-combat-disinformation 

Global Disinformation Index 
https://www.disinformationindex.com/ 

International Center for Journalists 
https://www.icfj.org/ 

IEEE Working Group 
http://theinstitute.ieee.org/resources/standards/ieee-standard-to-rate-the-trustworthiness-of-news-sites 

Internet Engineering Task Force 
https://www.ietf.org/ 

Internews 
https://www.internews.org/ 

IREX 
https://www.irex.org/ 
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Hypothesis 
https://web.hypothes.is/ 

Meedan 
https://meedan.com/ 

Mozilla Foundation 
https://www.mozilla.org/en-US/foundation/ 

Newsguard 
https://www.newsguardtech.com/ 

International Press Telecommunications Council 
https://iptc.org/ 

Sembra Media 
https://www.sembramedia.org/ 

The Trust Project 
https://thetrustproject.org/ 

Trustworthy Accountability Group 
https://www.tagtoday.net/ 

W3C Community Group: Credible Web 
https://credweb.org/ 
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Diagram of Process 
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